MICROCHIP PIC32CXMTG

High-Performance Secure MCUs for Industrial loT and
Metering Applications, Up to 2MB Flash, 512K Dual-Port
SRAM, Advanced Crypto and Security Features

Description

The Microchip PIC32CXMTG series is a family of system-on-chip solutions well suited for smart energy applications
such as communication modules and residential split meter systems. Built around a 32-bit Arm® Cortex®-M4F RISC
processor, the devices run at a maximum speed of 200 MHz and embed up to 2 Mbytes of embedded Flash, up to
512 Kbytes of SRAM and 16 Kb of Instruction and 8 Kb of Data Cache/Tightly Coupled Memory (TCM) on-chip.

A QSPI interface with eXecute-in-Place (XiP) coupled with on-the-fly AES128 encryption bridge futureproofs the
devices and ensures platform scalability in case of memory extension needs or changing system requirements.

A Secure Boot and secure key storage coupled with advanced cryptographic/Hash hardware accelerators, such as
ECC, RSA, AES128/256 and SHA256/512, support the different encryption and authentication protocols.

The series also features a segmented LCD controller, anti-tampers, Floating Point Unit (FPU), Memory Protection
Unit (MPU), FLEXCOM peripherals supporting 12C, SPI, UART/USART interfaces, three PWMs for pulse output
functions, 12-channel general-purpose 32-bit timers, 12-bit ADC, analog comparators and a battery backed-up RTC
running as low as 1 pA.

PIC32CXMTG devices are available in EP-TQFP128-pin exposed pin and VQFN64 packages.

See the table Configuration Summary for device configuration versus packages.

Features

* Core
— Arm® Cortex®-M4F running at up to 200 MHz
— 16 Kbytes ITCM/I-Cache, 8 Kbytes DTCM/D-Cache
— Memory Protection Unit (MPU)
— |IEEE®754-compliant, single-precision Floating Point Unit (FPU), DSP instruction, Thumb®-2 instruction set
— Up to 2 Mbytes of embedded dual plane/dual boot Flash
* Built-in ECC, Read-While-Write (RWW) support and Suspend/Resume of write/erase operations
* Endurance of 100K Write/Erase cycles (1M in qualification)
— Up to 512 Kbytes of embedded SRAM
» Security and Cryptography
— Secure Boot

— Secure key storage and transfer to Advanced Encryption Standard (AES) and AES Bridge (AESB) without
processor intervention

— One-time programmable block for software monotonic counter

— Security bit to disable debug port access

— True Random Number Generator (TRNG)

— Deterministic Random Number Generator (DRNG) support as required by NIST 800-90B
— AES: 256-, 192-, 128-bit key algorithm, compliant with FIPS PUB-197 specifications, ARIA
— AES128 on-the-fly encryption/decryption bridge for QSPI communications
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— Secure Hash Algorithm (SHA) supporting SHA1, SHA224, SHA256, SHA384 and SHA512, compliant with
FIPS PUB-197 specifications, and associated HMAC

— Classical Public Key Cryptographic Controller (CPKCC) supporting:
* RSA up to 7168 bits, elliptic curve, DSA, DRNG
— 768 bits of General Purpose Backup registers (GPBR) can be defined as write-once
— Automatic and immediate keys erasing upon detection of Flash erase signal assertion
» Erase of AES keys, QSPI scrambling keys and GPBR
— Anti-tamper with time-stamping, configurable and immediate actions upon detection
» Erase of AES, AESB keys, QSPI scrambling keys and General Purpose Backup registers
— Integrity Check Module (ICM) based on SHA256, autonomous
» System Controller
— Power supply
» Embedded core and LCD voltage regulator for single-supply operation
» Supply monitors
* Ultra-low-power Backup mode
— Clock
» Programmable PLLs and oscillator clock sources
» Clock failure detection
» CPU frequency monitor
» Main crystal oscillator failure detection
+ 32.768 kHz crystal oscillator frequency monitor and failure detection
* Independent Dual Watchdog Timer (DWDT)
* 12 MHz internal RC oscillator

— Ultra-low-power Real-Time Clock (RTC) with Gregorian, Persian calendars and UTC mode, calibration
circuitry to compensate the 32.768 kHz crystal drift with observability of compensated clock on output pin

— Peripheral and memory-to-memory DMA channels
» Shared Peripherals
— Segmented LCD Controller (SLCDC)
» Static, Y2, Vs and V4 bias
» Software-selectable LCD output voltage (contrast)
+ Can be used in Backup mode
» Communication Interfaces
— FLEXCOMs supporting U(S)ART, SPI, TWI/I2C with FIFOs
— Metrology-specific multi-channel SPI with legacy support

— Metrology-specific two-wire UARTs supporting optical transceiver providing an electrically-isolated
serial communication with hand-held equipment, such as calibrators, compliant with ANSI-C12.18 or
IEC62056-21 norms

» Debugger Development Support
— Arm CoreSight™ JTAG-DP or SW-DP debug port

Wake-up from debug request
Unlimited software breakpoints
IEEE 1149.2-compatible (JTAG) boundary scan
* Analog Conversion Block
12-bit ADC module

+ 1 Msps S/HADC

* Upto 8 channels
Two analog comparators
Temperature sensor
Closed-Circuit Voltage (CCV) measurement on battery voltage input rail (VBAT)
»  Timers/Output Compare/Input Capture
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— 12-channel 32-bit Timer Counters (TC) with Capture, Waveform, Compare and basic PWM modes.
Quadrature decoder logic and 2-bit Gray up/down counter

— 3-channel, 24-bit PWM with complementary outputs, dead-time generator and external trigger modes
-« /0

— /O lines with slew rate control to ease PCB design and EMC compliance, external interrupt capability (edge
or level sensitivity), Schmitt trigger, internal pull-up/pull-down, debouncing, glitch filtering and on-die series
resistor termination

« Software and Tools Support
— Microchip Smart Energy Framework Software Examples
— Microchip G3/PRIME/IEEE PLC Stacks
— Microchip MPLAB®-X & Harmony
— IAR Embedded WorkBench, Keil® uVision®
» Packages
— 64-lead VQFN, 7.5 x 7.5 x 0.9 mm, pitch 0.4 mm
— 128-pin EP-TQFP, 14 x 14 x 1.0 mm, pitch 0.4 mm
» Operating Conditions
— 2.25V 10 3.6V, -40°C to 85°C

Note: Restrictions on range may apply. Refer to section Electrical Characteristics.
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Figure 1-1. PIC32CXMTG Block Diagram

Parallel I/O Controller

Independent
Watchdog
Timer

Watchdog
Timer

Power Management
Controller

PLLA, PLLB, PLLC

MAINRC  MAIN XTAL
0oscC 0scC

SLOW RC 32768 Hz
0osc XTAL OSC

768-bit )
Backup Real-Time

Registers Clock

Power Real-Time
Switch Timer

Anti-Tampering

Reset
Controller

Core Voltage LCD Voltage
Regulator Regulator

Power Supplies Controller
and Monitoring

PIC32CXMTG Key

Serial Wire / JTAG Debug Port (SW-DP/SWJ-DP) |

Cortex
200 M

-M4F
Hz

Application Processor
(CM4-C0)

16 KB

8 KB

ICache / ITCM DCache / DTCM

I Digital

' Analog

I Memories, bridges

| BackupArea
I Processor and

Crypto-accelerators

Integrity Check

Monitor

Classical Public Key
Crypto-Controller

Multi-Layer Bus MATRICES with Protection Unit

SRAM
(up to 512 KB)

32-bit Timer §l USART/SPI/I
Counter (FLEXCOM)

Analog
Comparator

Dual-Plane
Flash
(up to 2 MB)

ECC

2C AES
128/256

12-bit
ADC

Private
Key Bus

Boot ROM

Secure Boot,
Crypto-Lib

Peripheral Buses

SHA

256/512
(+HMAC)

IPSec Link

Bl Multi-Channel
TRN
G SPI

Segmented LCD Controller
SLCD Voltage Drivers

AES-128 Bridge
w/Private Key Bus

Quad IO SPI
with XiP

PWM PEETE

Comparator

weabeiq yo0|g

O1NXOZEDId



PIC32CXMTG

Configuration Summary

2. Configuration Summary

The devices differ in memory sizes, packages and features. The following table summarizes the different
configurations.

Table 2-1. PIC32CXMTG Family Features

Digital Peripherals Analog Peripherals
)

g
3 < s 5
X 9 E g E % 2 mn »
(] (7) - - c E T = 6
NS > 5 S i § 2| o £ _ g £
@ = <) = o < - °c2|se s
falt ] £ © = =] S 2 c c O ¢y |£ E Q
I o S S = 5| g | 8| 8 a+ 2= €
£ > = g o % & ‘E o o o2 0 = o
2 3 s o w 7} o 9= 88 S
= ] o | = | & = O El o
> g o = = o = co < &
A (14 c (@) o = a O = (= & o
s 2 2 = S o | 5 | * E g &
L [T w Q g (] s <
- - - (7]
('S kel
(1]
3
(¢}
PIC32CX2051MTG64 2048 64 vaFn | Pxdewire, 41 - 2+3
512 3x2-wire
(2x1024) :
PIC32CX2051MTG128 128 EP-TQFP 8x4-wire 102 8x32 |5+3
1024 4x4-wire,
PIC32CX1025MTG64 256 16+8 Yes 64 VQFN 3x2-wire Y 12 3 23 41 - 2+3 Yes
2x512
PIC32CX1025MTG128 ( ) 128 EP-TQFP 8x4-wire 102 8x32 |5+3
512
PIC32CX5112MTG128 128 128 EP-TQFP 8x4-wire 102 8x32 5+3
(2x256)
© 2022 Microchip Technology Inc. Complete Data Sheet DS60001780B-page 13

and its subsidiaries



3.1

3.2

3.2.1

PIC32CXMTG

Package and Pinout

Package and Pinout

In the following figures, the 10 and power supply ring topology are shown for typical use cases of a Smart Energy
meter and communication modules.

Pinout Topology
Figure 3-1. PIC32CXMTG Pinout Topology
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Core and Memory Logic,
Voltage Regulator,
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L
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Digital IOs
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Digital IOs
Analog Inputs

VBAT Supply and IOs

Pinout and Multiplexing

Peripheral Signal Multiplexing on I/O Lines
The multiplexing table that follows defines how the I/O lines of the peripherals A, B, C and D are multiplexed on the
P10 Controllers. Refer to the column PIO Peripheral, sub-column Func.

In the Primary and Alternate columns, the values in the Dir sub-column are applicable to the alternate function only if
the primary signal is a PIO line (PAx, PBx, PCx, PDx). If only a primary function is available for a given pin, the value
in the sub-column Dir applies.

The IO Set sub-column in the P/O Peripheral column gives IO set numbers per PIO line. For a given set of signals for
a given peripheral, only IO peripheral lines which are in the same 10 set can be used at the same time.

The column Reset State indicates the Reset state of the line.

* PIO, Alternate or Peripheral signal name — Indicates whether the PIO line resets in general purpose I/O mode,
in Peripheral mode or in Alternate mode. If “P1O” is mentioned, the PIO line is in I/0O mode. If a Peripheral or
Alternate signal name is mentioned in the “Reset State” column, the PIO line is assigned to this function.

* | or O — Indicates whether the signal is Input or Output state.

© 2022 Microchip Technology Inc. Complete Data Sheet DS60001780B-page 14
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Package and Pinout

* PU or PD — Indicates whether Pull-up, Pull-down or nothing is enabled.
» ST— Indicates if Schmitt trigger is enabled.
* Al PIO lines feature programmable slew rate control and Lock/Freeze configuration.

For details on FLEXCOMO0/1/2/3/4, see FLEXCOM Features and the section Flexible Serial Communication
Controller (FLEXCOM).

3.21.1  Pinout and Multiplexing
Table 3-1. 64-lead VQFN Multiplexing

Alternate PIO Peripheral Reset State
VQFNG64|Power Rail/

[ Voltage Signal, .Dir, PU, |comments
Number| Reference PD, Hiz, ST,
SEC, FILTER
PA4 = _

13 VDD3V3 A FLEXCOMO_IO0 I/O 1,2 PIO, I, PU, ST
14 VDD3V3 PA5 WKUP5 I A FLEXCOMO_IO1 I/0 1,2 PIO, I, PU, ST
A FLEXCOMO_IO2 I/O 1
15 VDD3V3 PA6 - - B FLEXCOMO_I04 O 2 PIO, I, PU, ST
C TIOA6 /o 1
16 VDD3V3 PA7 - - A FLEXCOMo_08 |VO| 12 PIO, I, PU, ST
C TIOB6 /0 1
7 VDD3V3 PA8 - - A FLEXCOM1_I0O0 I/O 1,2 PIO, I, PU, ST
8 VDD3V3 PA9 WKUP6 I A FLEXCOM1_IO1 I/0 1,2 PIO, I, PU, ST
17 VDD3V3 PA12 - - A FLEXCOM2_I00 I/0 1,2 PIO, I, PU, ST
18 VDD3V3 PA13 WKUP7 1A FLEXCOM2_I01 1/0| 1,2 PIO, I, PU, ST
A COM2 o 1
34 VDD3V3 PA23 - - B FLEXCOM5_IO1 I/O| 5,6 | PIO, |, PD, ST
D TCLKO | 1
A COM3 o 1
35 VDD3V3 PA24 - - B FLEXCOM5_IO0 I/O| 5,6 | PIO, |, PD, ST
D TIOBO /1o 1
A COM4 o 1
36 VDD3V3 PA25 - - B FLEXCOM6_100 |I/O 4,5 | PIO, |, PD, ST
D TIOAO /o 1
A SEGO o 1
37 VDD3V3 PA29 ACé_DI(IJ\l/PO/ | B FLEXCOMo_lo4 |0 ! PIO, |, PD, ST Clock input when oscillator is in Bypass mode
XIN C FLEXCOM1_104 'O 1
D FLEXCOM2_104 O 1
AD3/ A SEG3 o 1
39 VbD3v3 PBO AC)?(;IL';‘_:_\‘O/ Vo E FLEX_::I?BA?—IO“ IZ) 1 PIO, I, PD, ST ADCx/ACCx signals:PuII-c.lown must be di.sabled
in PIO Controller when using these PIO pins as
A SEG5 (0] 1 ADC/ACC inputs. XIN/OUT signals:Pull-down must
B FLEXCOM7_102 /O 1 be disabled in PIO Controller when using these P1O
40 VDD3V3 PB2 ERASE I G FLEXCOM? 104 O 2 ERASE, |, PD, ST pins as Crystal Oscillator XIN/XOUT signals.
D TIOA2 /o 1
A SEG6 o 1
43 VDD3V3 PB3 - - B FLEXCOM7_I01 I/0 1,2 PIO, I, PD, ST
D TIOB2 /o 1
A SEG7 o 1
44 VDD3V3 PB4 - - B FLEXCOM7_I00 I/O 1,2 PIO, I, PD, ST
D TCLK2 | 1
© 2022 Microchip Technology Inc. Complete Data Sheet DS60001780B-page 15
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. Alternate PIO Perlpheral Reset State

Signal, Dir, PU

’ |Comments
PD, Hiz, ST,

SEC, FILTER

Number| Reference

A SEG12

45 VDD3V3 WKUP9 PIO, I, PD, ST
B FLEXCOM3_IO0 |I/O0 3,4
A SEG13 O 1

46 VDD3V3 PB10 = - B FLEXCOM3_IO1 I/O 3,4 PIO, I, PD, ST
D TRACESWO o 1
A SEG14 O 1

47 VDD3V3 PB11 = - B FLEXCOM3_I02 [I/O 3 PIO, I, PD, ST
C FLEXCOM3_I104 O 4
A SEG15 o 1

48 VDD3V3 PB12 WKUP10 | PIO, I, PD, ST
B FLEXCOM3_IO3 |I/0 3,4
A SEG27 O 1

49 VDD3V3 PB24 = - B FLEXCOM4_I00 I/O 1,2 PIO, I, PD, ST
C TIOAS5 /10 2
A SEG28 O 1

50 VDD3V3 PB25 WKUP8 I B FLEXCOM4_IO1 /0] 1,2 PIO, I, PD, ST
C TIOB5 /o 2
A SEG29 o 1

51 VDD3V3 PB26 - - B FLEXCOM4_l02 I/O0 1 PIO, I, PD, ST
C FLEXCOM4_104 O 2
A SEG30 (6} 1
B FLEXCOM4_IO3 1/0] 1,2

52 VDD3V3 PCO - - PIO, I, PD, ST
C TIOA3 /10 2
D TDI | 1
A SWCLK | 1

55 VDD3V3 PC2 = = SWCLK,ST
B FLEXCOM1_IO0 [I/O 3
A SWDIO /1o 1

56 VDD3V3 PC3 — — SWDIO,ST
B FLEXCOM1_IO1 [I/O 3
A PCK2 (0} 1

57 VDD3V3 PC5 = = PIO, I, PU, ST
D TCLK5 1.2

59 VDD3V3 PC10 - - A QIOo3 /1o 1 PIO, I, PU, ST
A QIO02 /10 1

60 VDD3V3 PC11 = = PIO, I, PU, ST
B FLEXCOM7_104 O 3
A QIO1 /0 1

62 VDD3V3 PC12 - - PIO, I, PU, ST
B FLEXCOM7_IO01 [I/O 3
A QIO0 /10 1

63 VDD3V3 PC13 = = PIO, I, PU, ST
B FLEXCOM7_I00 I/O/ 3
A QCs o 1

64 VDD3V3 PC14 WKUP13 I B FLEXCOM7_103 [I/O 3 PIO, I, PU, ST
D TIOA7 /1o 1
A QSCK o 1

1 VDD3V3 PC15 - -| B FLEXCOM7_l02 [I/O 3 PIO, I, PU, ST
D TIOB7 /1o 1
A FLEXCOM6_I02 /0 1

2 VDD3V3 PC18 = - B FLEXCOM6_104 O 2 PIO, I, PU, ST
D TIOB8 /o 1
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........... continued
Prlmary Alternate PIO Perlpheral Reset State
VQFN64|Power Rail/

i Voltage Signal, 'Dlr, PU, Comments
Number| Reference PD, Hiz, ST,
SEC, FILTER

3 VDD3V3 PC19 - - A FLEXCOMS_[o3 PIO, |, PU, ST

D TCLK8 | 1
4 VDD3V3 PC20 - - A FLEXCOM7_IO1 [I/O 4 PIO, I, PU, ST
5) VDD3V3 PC21 WKUP14 1A FLEXCOM7_I00 |I/O 4 PIO, I, PU, ST
6 VDD3V3 PC22 RTCOUT1 (O A PCKO (0] 1 PIO, |, PD, ST
10 VDD3V3 PD17 - - A PWMLO o 1 PIO, I, PD, ST

C TIOA11 /0 1

A PWMLA1 o 1
11 VDD3V3 PD18 - - B - /0| 1 PIO, |, PD, ST

C TIOB11 /o0 1

A PWML2 o 1
12 VDD3V3 PD19 - - B - o 1 PIO, I, PD, ST

C TCLK11 | 1
22 VDD3V3 NRST - - - - - - I, PU, ST
28 VDDBU FWUP — | — - — — I,ST Active low, external pull-up needed
29 JTAGSEL - (I - - - 1,PD

0: The device is in Backup mode

3 SHDN - ol - - - - © 1: The device is not in Baikup mode
32 TST - | - - - — I,PD
27 RTCOUTO - I - - - - O
26 VYI_ISIJPZZI - (I - - - 1,ST External pull-up needed
31 XOUT32 - o - - - - -
30 XIN32 - | - - - - - Clock input when oscillator is in Bypass mode
9 VDD3V3 - - - - - - -
25 VBAT - - - - - - -
24 VDD3V3 - - - - - - -
42 VDD3V3 - - - - - - -
54 VDD3V3 - - - - - - -
61 VDD3V3 - - = - - - -

19 | VDDCORE - =| = = B —
23 | VDDCORE POWER - - - = =) = -
53 | VDDCORE - - - = S - -
58 | VDDCORE - - - = S -

41 VDDPLL - - - - - - -
20 VDDOUT - - - - - - -
21 VDD3V3 - - - - - - -
38 VREFP - - - - - - -
65 GND - - = - - - - Digital ground (exposed pad)

Table 3-2. 128-pin EP-TQFP Multiplexing

: Alternate PIO Perlpheral Reset State

i Voltage Slgnal Dir, PU, commana
Number | Reference PD, HiZ, ST,
FILTER

16 VDD3V3 FLEXCOM6_I00 | — =

© 2022 Microchip Technology Inc. Complete Data Sheet DS60001780B-page 17
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anary Alternate PIO Perlpheral Reset State

TQFP128|Power Rail/
i Voltage Slgnal Dir, PU, comana
Number | Reference PD, HiZ, ST,
FILTER

17 VDD3V3 A FLEXCOM6_I01 -
27 VDD3V3 PA2 WKUP3/TMP3 | | A PeKi © ! PIO, |, PU, ST
B TIOAO 110
28 VDD3V3 PA3 WKUP4/TMP4 | | A TIOBO /0| 2 PIO, I, PU, ST
29 VDD3V3 PA4 - - A FLEXCOMO_IO0 /O 1,2 PIO, |, PU, ST
30 VDD3V3 PA5 WKUP5 | A FLEXCOMO_IO1 /O 1,2 PIO, |, PU, ST
A FLEXCOMO_IO2 /1O 1
31 VDD3V3 PAG6 - - B FLEXCOMO_IO4 O 2 PIO, I, PU, ST
C TIOA6 /1o 1
32 VDD3V3 PA7 - - A FLEXCOMD 103 |lio| 12 PIO, |, PU, ST
(e} TIOB6 110 1
VDD3V3 PA8 - - A FLEXCOM1_IO0 /O] 1,2 PIO, I, PU, ST
VDD3V3 PA9 WKUP6 | A FLEXCOM1_I01 /O 1,2 PIO, |, PU, ST
A FLEXCOM1_102 /O 1
25 VDD3V3 PA10 - - B FLEXCOM1_104 O 2 PIO, |, PU, ST
Cc TCLK6 | 1
26 VDD3V3 PA11 - - A FLEXCOM1_103 /O 1,2 PIO, |, PU, ST
37 VDD3V3 PA12 - - A FLEXCOM2_I00 /O 1,2 PIO, |, PU, ST
38 VDD3V3 PA13 WKUP7 | A FLEXCOM2_I01 /O 1,2 PIO, I, PU, ST
39 VDD3V3 PA14 - - A FLEXCOM2_102_|VO| 1 PIO, I, PU, ST
B FLEXCOM2_|04 (0] 2
40 VDD3V3 PA15 - - A FLEXCOM2_I03 /O 1,2 PIO, |, PU, ST
33 VDD3V3 PA16 - - A FLEXCOM3_IO0 /O 1,2 PIO, |, PU, ST
34 VDD3V3 PA17 - - A FLEXCOM3_IO1 /O] 1,2 PIO, I, PU, ST
35 VDD3V3 PA18 - - A FLEXCOM3 102 |lio] 1 PIO, |, PU, ST
B FLEXCOM3_ 104 O 2
36 VDD3V3 PA19 - - A FLEXCOM3_I03 /O 1,2 PIO, |, PU, ST
46 VDD3V3 PA20 - - A PCKO (0] 2 PIO, I, PU, ST
63 VDD3V3 PA21 - - A COMO © ! PIO, |, PD, ST
B FLEXCOM5_I03 /O 5,6
A COM1 O 1
64 VDD3V3 PA22 - - B FLEXCOM5_102 I/0 5 PIO, I, PD, ST
C FLEXCOM5_ 104 O 6
A COM2 O 1
65 VDD3V3 PA23 - - B FLEXCOM5_I01 /O 5,6 PIO, |, PD, ST
D TCLKO | 1
A COM3 O 1
66 VDD3V3 PA24 - - B FLEXCOM5_I00 /O 5,6 PIO, |, PD, ST
D TIOBO 110 1
A COM4 o 1
67 VDD3V3 PA25 - - B FLEXCOM6_I00 /O 4,5 PIO, |, PD, ST
D TIOAO /1o 1
68 VDD3V3 PA26 - - A COMS © ! PIO, |, PD, ST
B FLEXCOM6_IO1 I/O| 4,5
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Alternate PIO Peripheral Reset State
TQFP128|Power Rail/
i Voltage Signal, _D'r’ PU, | comments
Number | Reference FA2b 51 S
FILTER
A COM6 o 1
69 VDD3V3 PA27 - - B FLEXCOM6_102 [I/O 4 PIO, I, PD, ST
(o] FLEXCOM6_ 104 'O 5
A com7 o 1
70 VDD3V3 PA28 - - PIO, I, PD, ST
B FLEXCOM6_IO3 I/O| 4,5
A SEGO O 1 Clock input when oscillator is in Bypass mode
ADO/ B | FLEXCOMO_I04 O 1
71 VDD3V3 PA29 ACC_INPO/ | | PIO, I, PD, ST
XIN C FLEXCOM1_104 O 1
D FLEXCOM2_104 O 1
72 VDD3V3 PA30 AD1/ACC_INP1 | & A SEG1 o 1 PIO, I, PD, ST
A SEG4 o 1
B FLEXCOM7_I03 I/0 1,2
74 | VDD3V3 PB1 |AD4ACCINNY) | —2 o o 2  MOLPD.ST ADCYACCK Signals: Pull-down must be disabled
in PIO Controller when using these PIO pins as
& e 1 ADC/ACC inputs.
AD3/ A SEG3 o 1 ) )
XIN/OUT Signals: Pull-down must be disabled
75 VDD3V3 PBO ACC_INNO/ I/O B FLEXCOM3_ |04 O 1 PIO, I, PD, ST i1 pIO Controller when using these PIO pins as
XOouT D TIOB1 1o 1 Crystal Oscillator XIN/XOUT signals.
A SEG5 o 1
B FLEXCOM7_l02 /O 1
76 VDD3V3 PB2 ERASE | ERASE, |, PD, ST
C FLEXCOM7_104 (O 2
D TIOA2 110/ 1
A SEG2 o 1
77 VDD3V3 PA31 AD2/ACC_INP2| | PIO, I, PD, ST
D TIOA1 /10 1
A SEG6 o 1
81 VDD3V3 PB3 - - B FLEXCOM7_I01 I/O| 1,2 PIO, |, PD, ST
D TIOB2 /10 1
A SEG7 o 1
82 VDD3V3 PB4 - - B FLEXCOM7_I00 I/0 1,2 PIO, I, PD, ST
D TCLK2 | 1
A SEG8 o 1
83 VDD3V3 PB5 - - B FLEXCOM4_|00 I/O 3,4 PIO, I, PD, ST
C TIOA5 110 1
A SEG9 o 1
84 VDD3V3 PB6 - - B FLEXCOM4_|01 I/O 3,4 PIO, I, PD, ST
(o] TIOB5 /10 1
A SEG10 o 1
85 VDD3V3 PB7 - - B FLEXCOM4_102 I/0 3 PIO, I, PD, ST
(o] FLEXCOM4 104 (O 4
A SEG11 o 1
86 VDD3V3 PB8 - - B FLEXCOM4_I03 I/0 3,4 PIO, I, PD, ST
(o] TIOA3 /10 1
A SEG12 o 1
87 VDD3V3 PB9 WKUP9 | PIO, I, PD, ST
B FLEXCOM3_|00 I/O 3,4
© 2022 Microchip Technology Inc. Complete Data Sheet DS60001780B-page 19

and its subsidiaries



PIC32CXMTG

Package and Pinout

........... continued

Alternate PIO Peripheral Reset State
TQFP128|Power Rail/
i Voltage Signal, _D'r’ PU, Comments
Number | Reference A2 Pa L,
FILTER

A SEG13

88 VDD3V3 PB10 - - B FLEXCOM3_|01 |I/O 3,4 PIO, I, PD, ST
D TRACESWO (e} 1
A SEG14 (e} 1

89 VDD3V3 PB11 - -| B FLEXCOM3_l02 I/0 3 PIO, I, PD, ST
(o] FLEXCOM3 104 'O 4
A SEG15 (e} 1

90 VDD3V3 PB12 WKUP10 | PIO, I, PD, ST
B FLEXCOM3_IO3 |I/0 3,4
A SEG16 (0] 1

91 VDD3V3 PB13 - - PIO, |, PD, ST
(o] TIOB3 /10 1,2
A SEG17 (e} 1

92 VDD3V3 PB14 - - PIO, I, PD, ST
C TCLK3 112
A SEG18 (0] 1

93 VDD3V3 PB15 - - PIO, |, PD, ST
B FLEXCOM5_104 | O 1
A SEG19 (e} 1

94 VDD3V3 PB16 - - PIO, I, PD, ST
B FLEXCOM6_I04 | O 1
A SEG20 (0] 1

95 VDD3V3 PB17 - - PIO, |, PD, ST
(o] TCLK4 112
A SEG21 (e} 1

96 VDD3V3 PB18 - - PIO, I, PD, ST
C TIOA4 /10 1,2
A SEG22 (0] 1

97 VDD3V3 PB19 - - PIO, |, PD, ST
(o] TIOB4 /10 1,2
A SEG23 (e} 1

98 VDD3V3 PB20 - - PIO, I, PD, ST
B FLEXCOM5_I00 I/0) 1,2
A SEG24 (0] 1

99 VDD3V3 PB21 - - PIO, I, PD, ST
B FLEXCOM5_I01 /0] 1,2
A SEG25 (e} 1

100 VDD3V3 PB22 - - B FLEXCOMS5_|02 I/O0 1 PIO, I, PD, ST
C FLEXCOM5_104 O 2
A SEG26 O 1

101 VDD3V3 PB23 - - PIO, I, PD, ST
B FLEXCOM5_I03 I/0] 1,2
A SEG27 (e} 1

102 VDD3V3 PB24 - -| B FLEXCOM4_I00 I/0| 1,2 PIO, |, PD, ST
(o] TIOA5 /0] 2
A SEG28 (e} 1

103 VDD3V3 PB25 WKUP8 I B FLEXCOM4_IO1 I/0] 1,2 PIO, I, PD, ST
C TIOBS /0| 2
A SEG29 (e} 1

104 VDD3V3 PB26 - - B FLEXCOM4_|02 I/O 1 PIO, I, PD, ST
C FLEXCOM4_ 104 (O 2
A SEG30 (0] 1
B FLEXCOM4_|03 I/0 1,2

105 VDD3V3 PCO - - PIO, I, PD, ST
(o] TIOA3 /10 2
D TDI | 1
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anary Alternate PIO Perlpheral Reset State
TQFP128|Power Rail/
i Voltage Slgnal ol Comments
Number | Reference FA2b 51 S
FILTER
A SEG31 1
106 VDD3V3 - - PIO, |, PD, ST
B FLEXCOM4_ 104 O 1
A SWCLK | 1
109 VDD3V3 PC2 - - SWCLK,ST
B FLEXCOM1_IO0 [I/O 3
A SWDIO /10 1
110 VDD3V3 PC3 - - SWDIO,ST
B FLEXCOM1_I101 [I/O/ 3
111 VDD3V3 PC4 - - - - /o - PIO, I, PU, ST
A PCK2 o 1
112 VDD3V3 PC5 - - PIO, I, PU, ST
D TCLK5 112
A FLEXCOM5_|103 |I/O0 3,4
113 VDD3V3 PC6 - - PIO, I, PU, ST
B FLEXCOM6_I00 [I/0 3
A FLEXCOM5_|02 [I/O/ 3
114 VDD3V3 PC7 WKUP11 I B FLEXCOM6_IO1 I/0 3 PIO, I, PU, ST
(o] FLEXCOM5_ 104 (O 4
115 VDD3V3 PC8 - - A FLEXCOM5_IO1 |I/O] 3,4 PIO, I, PU, ST
116 VDD3V3 PC9 WKUP12 I A FLEXCOM5_IO0 |I/O 3,4 PIO, I, PU, ST
118 VDD3V3 PC10 - - A QIO3 /10 1 PIO, |, PU, ST
A Qlo2 /0] 1
119 VDD3V3 PC11 - - PIO, I, PU, ST
B FLEXCOM7_104 'O 3
A QIO1 /10 1
121 VDD3V3 PC12 - - PIO, I, PU, ST
B FLEXCOM7_l01 I/O 3
A QIo0 /0] 1
122 VDD3V3 PC13 - - PIO, I, PU, ST
B FLEXCOM7_IO0 [I/O/ 3
A QCs o 1
123 VDD3V3 PC14 WKUP13 I B FLEXCOM7_103 I/0 3 PIO, |, PU, ST
D TIOA7 /0, 1
A QSCK o 1
124 VDD3V3 PC15 - - B FLEXCOM7_l02 [I/O 3 PIO, I, PU, ST
D TIOB7 /0, 1
A FLEXCOM6_I00 I/0] 1,2
125 VDD3V3 PC16 - - PIO, I, PU, ST
D TCLK7 | 1
A FLEXCOM6_IO1 /0] 1,2
126 VDD3V3 PC17 - - PIO, I, PU, ST
D TIOA8 /10 1
A FLEXCOM6_102 I/0 1
127 VDD3V3 PC18 - - B FLEXCOM6_104 'O 2 PIO, I, PU, ST
D TIOB8 /10 1
A FLEXCOM6_I03 I/0| 1,2
128 VDD3V3 PC19 - - PIO, |, PU, ST
D TCLK8 | 1
1 VDD3V3 PC20 - - A FLEXCOM7_IO1 [I/O 4 PIO, I, PU, ST
VDD3V3 PC21 WKUP14 I A FLEXCOM7_IO0 [I/O 4 PIO, I, PU, ST
VDD3V3 PC22 RTCOUT1 o A PCKO o 1 PIO, |, PD, ST
A TIOA9 /0] 1
4 VDD3V3 PDO - e I . PIO, I, PU, ST
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anary Alternate PIO Peripheral Reset State
TQFP128|Power Rail/
i Voltage Signal, .DII', PU, Comments
Number | Reference PD, Hiz, ST,
FILTER

PWMFIO0 is enabled in PWM_FMR;

URXD, PWMFIO, PWMEXTRGH1 is enabled in PWM_ETRGx (refer
42 VDD3V3 PD1 _ _ PWMEXTRG1 | 1 PIO. | PU, ST to section Pulse Width Modulation Controller
(PWM))
B - o 1
A UTXD o 1
43 VDD3V3 PD2 - - PIO, I, PU, ST
B - /0 1
A TCLK9 | 1
7 VDD3V3 PD3 - - PIO, I, PU, ST
(o] PWMHO o 1
- - A TIOB9 /10 1
8 PD4 PIO, I, PU, ST
- - B PCK2 (0] 2
9 PD5 - - A MCSPI_SPCK 0234 PIO, I PU,ST
10 PD6 - - A MCSPI_MISO o 2 PIO, I, PU, ST
1 PD7 - - A MCSPI_MOSI0 11234 PIO, I, PU, ST
PD8 - - A MCSPI_NPCSO I/0 2,3
12 VDD3V3 PIO, I, PU, ST
- -/ B MCSPI_MOSI1 | 4
PD9 - - A MCSPI_NPCS1 0| 23
13 PIO, I, PU, ST
- - B MCSPI_MOSI2 | 4
PD10 - - A MCSPI_NPCS2 O 23
14 PIO, I, PU, ST
- - B MCSPI_MOSI3 O 4
15 PD11 - - A MCSPI_NPCS3 'O 23 PIO, I, PU, ST
PWMFIO is enabled in PWM_FMR;
URXD, PWMFIO, PWMEXTRGH1 is enabled in PWM_ETRGX (refer
44 VDD3V3 PD12 - - A PWMEXTRG1 ! 2 PIO, 1, PU. ST 4, section Pulse Width Modulation Controller
(PWM))
45 VDD3V3 PD13 - - A UTXD o 2 PIO, I, PU, ST
18 PD14 - - A TIOA10 /10 1 PIO, I, PU, ST
VDD3V3 - - A TIOB10 /10 1 PIO, I, PD, ST
19 PD15
- - B PWMH1 o 1 PIO, I, PD, ST
- A TCLK10 | 1
20 VDD3V3 PD16 - PIO, I, PD, ST
B PWMH2 o 1
- A PWMLO o 1
22 VDD3V3 PD17 - PIO, I, PD, ST
(o] TIOA11 /10 1
- A PWML1 o 1
B - /10 1
23 VDD3V3 PD18 - TI0B1 PIO, I, PD, ST |pWMEXTRG2 is enabled in PWM_ETRGx (refer
C ! /0, 1 to section Pulse Width Modulation Controller
PWMEXTRG2 (PWM))
- A PWML2 o 1
24 VDD3V3 PD19 - B - o 1 PIO, I, PD, ST
(o] TCLK11 | 1
49 VDD3V3 NRST - /10| - - - - I, PU, ST
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OFE e P anary Alternate PIO Perlpheral Reset State
i Mﬂﬁﬁmﬁﬁ
Number | Reference i H'Z ST
FILTER
57 FWUP I,ST Active low, external pull-up needed
58 JTAGSEL - (I - - - I,PD
0: The device is in Backup mode

62 SHDN - o| - - - - © 1: The device is not in BaZkup mode
61 TST - (I - - - I,PD -
56 RTCOUTO - o - - - - o -
55 VDDBU V\'II'KNlIJFi)O/ = | - - - - I,ST External pull-up needed
54 V\_II_K'\;J;” - | - - - - I,ST External pull-up needed
53 V\_II_T;J:ZZ - | - - - - I,ST External pull-up needed
60 XOUT32 - o - - - - - -
59 XIN32 - [ - - - - Clock input when oscillator is in Bypass mode
21 VDD3V3 - - - - - - - —
52 VBAT - - - - - - - -
51 VDD3V3 - - - - - - - -

80 VDD3V3 - - - = = = = -
108 VDD3V3 - - - = = = = -
120 VDD3V3 - - - = =| = - -
41 VDDCORE - - - = =| = - -
50 VDDCORE - - - = = = = -

107 | VDDCORE POWER - - - = = = = -
117 | VDDCORE - - - = = = - E
78 VDDPLL - - - - = = = £
47 VDDOUT - - - - =] = = -
48 VDD3V3 - - - - = = = -
73 VREFP - - - = = = - E
79 VDDLCD - - - - = = = £
129 GND = =| = = = = = Digital ground (exposed pad)

3.21.2 FLEXCOM Features
Table 3-3. FLEXCOM IOs

Signal Name by Mode
Signal Name

FLEXCOMx_IO0 Transmit Data MOSI TXD
FLEXCOMx_I01 Receive Data MISO TWCK RXD RXD RXD -
FLEXCOMx_|02 Serial Clock SPCK - - - SCK SCK
FLEXCOMx_IO3 Clear to send/Chip Select NPCSO0/NSS - - CTS - -
FLEXCOMx_l0O4 Request to send/Chip Select NPCS1 - - RTS - -
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Power Supply and Power Control

Power Supplies

The device has several types of power supply pins. The figure and table below show power domains depending on
the different power supply pins and supply description.

Table 4-1. Power Supplies

* Input/Output buffers supply
« Flash memory charge pumps supply for read, erase and program operations

vDD3Vv3(™ * Internal power switch input

» Core voltage regulator input
* Analog block supply (ADC, Temp Sensor, voltage reference, Analog Comparator)

VDDOUT Output of the embedded core voltage regulator

VDDLCD® LCD voltage regulator input/output for the LCD Driver and its logic

VDDCORE®@ 3) | Core, memories and peripheral logic supply

VDDPLL( 3) PLLA, PLLB and PLLC supply

VBAT Internal power switch input

VDDBU Output of the internal power switch (VBAT or VDD3V3) powering the backup area
Notes:

1.

VDD3V3 is powered from one single power source such that V(VDD3V3) < +50mV.

2. Applies only when VDDCORE and VDDPLL are powered from an external regulator.
3. VDDCORE and VDDPLL are powered from one single power source such that V(VDDCORE,VDDPLL) <
+50mV.
4. Atany time, VDDLCD < VDD3V3.
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Figure 4-1. PIC32CXMTG Power Domains
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Core Voltage Regulator
The core voltage regulator is managed by the Supply Controller (SUPC). It features three operating modes:
* In Normal mode, internal adaptive biasing adjusts the regulator quiescent current depending on the required
load current.
* In Wait mode, the regulator is still ON but in low power mode with a very low quiescent current.
* In Backup mode, the voltage regulator is OFF.

For further information, refer to Core Voltage Regulator Characteristics.

LCD Voltage Regulator
The device embeds an adjustable LCD voltage regulator that is managed by the SUPC.

This internal regulator is designed to supply the Segment LCD outputs. The LCD regulator output voltage is software
selectable with 16 levels to adjust the display contrast (only when the internal LCD Voltage regulator is used).

If not used, its output (VDDLCD) can be bypassed (Hi-Z mode) and an external power supply can be provided onto
the VDDLCD pin. In this case, VDD3V3 still needs to be supplied.

The LCD voltage regulator can be used in all power modes (Backup, Wait, Sleep and Active).

For adequate input and output power supply decoupling/bypassing, refer to LCD Voltage Regulator and LCD Output
Buffers.

Power Switch
The device features a power switch between VBAT and VDD3Va3. Its output, VDDBU, powers the backup area.

The power switch features a Manual mode controlled by software to select VBAT or VDD3V3 (default at power-up).
An Automatic mode is also available when used with the VDD3V3 Supply Monitor (SMVDD3V3) as a fold-back
source to switch VDDBU to VBAT in case VDD3V3 is falling under the SMVDD3V3 threshold. A second Automatic
mode (not user programmable and not correlated to the SMVDD3V3) is available, in case of the power switch is on
VBAT and VBAT is falling, the switch is commuted automatically to VDD3V3. Refer to the sections Supply Controller
(SUPC) and Reset Controller (RSTC) for details on the power switch.
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Typical Powering Schematics

The device supports single-supply operation. Restrictions on this range may apply depending on enabled features.
Refer to the section Electrical Characteristics.

Note that in the typical power supply schemes that follow, with or without a backup battery, the SLCD and the
internal LCD voltage regulator can be used in all power modes. The LCD voltage regulator can be disabled to save
its operating current. VDDLCD must then be provided externally and thus the contrast level must be managed by
adjusting this supply. Internal and external wake-up sources (WKUPx, TMPx, FWUP) can be used in the power
schemes illustrated below. Extra tamper or wake-up input pins referenced to VDD3V3 can be used in Backup mode
as long as VDD3V3 is supplied in Backup mode.

Important: The figures in the following sections show simplified schematics of the power section.
Underwriters Laboratories (UL) standards, and specifically the UL standard 60950-1 battery protection
circuit, are not represented.

Single Supply Operation without Backup Battery

The following figure shows a typical power supply scheme with a single power source. VDD3V3 and VBAT are
derived from the main power source (typically a 3.3V regulator output) while VDDCORE, VDDPLL, and VDDLCD are
fed by the embedded regulator outputs.

Figure 4-2. Single Supply Operation without Backup Battery

PIC32CXMTG
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VDDLCD :l
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Single Supply Operation with Backup Battery

The following figure shows the single-supply operation schematic improved by adding a backup capability when main
power source is removed. VBAT is supplied with a separate backup battery while VDD3V3 is still connected to the
main power source. This power supply use case is for systems where saving of the backup area, mainly the RTC
must remain active between full power cycles.

Figure 4-3. Single Supply with Backup Battery

PIC32CXMTG
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Backup Area/Supply Controller Pins

In all power supply figures shown above, FWUP, SHDN, WKUP/TMP[2:0] and RTCOUTO are input/output pads
referenced to the output of the power switch. As a result, the logic levels of the corresponding pins shift up or
down depending on the voltage level of VBAT and VDD3V3 to which the power switch is connected. If more
generic wake-up pins other than WKUP[2..0)/TMP[2..0] are needed as wake-up sources from Backup mode, or as
anti-tamper inputs, VDD3V3 must be present in Backup mode.

Segment LCD IOs
Segment LCD IOs are referenced to VDDLCD when used as LCD 10s and referenced to VDD3V3 otherwise.

General Purpose 10 (GPIO) State in Backup Mode

If the VDD3V3 power supply shown in the figures above is maintained before entering Backup mode, the state of any
PIO line can be defined as input (pull-up or pull-down) or output (low or high level). All PIO lines can therefore be
configured to a stable and known state in order to avoid any extra power consumption or any current path with the
input/output lines of the external on-board devices. Configuration of the GPIO lines is maintained in the same state as
before entering Backup mode.
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By default, when waking up from Backup mode, all PIO lines are reset to their default state. In some cases, it may
be necessary to postpone resetting some PIO lines until the main application program has reached a certain point.
In these cases, |0 retention can be configured in the 10 Retention register. The granularity of the configuration is 8.
Refer to the 10 Retention register in the section Special Function Registers (SFR) for further details. Only removal of
VBAT and VDD3V3 will reset the 10 Retention configuration to the default mode.

Default General Purpose 10 (GPIO) State after Reset

The Reset state of the GPIO lines after reset is given in the section Pinout and Multiplexing. For further details
about the GPIO and system lines, wake-up sources and wake-up time, and typical power consumption in different
Low-Power modes, see the table Low-Power Mode Summary Table.

System State

The device always boots from the ROM even if a valid application is present in the Flash memory. The device
configuration is defined by the SAM-BA®/Secure SAM-BA boot program. Then, the device boot mode at next
power-up or reset is defined by the boot mode defined in the GPNVM bit. Refer to the section ROM Code and Boot
Strategies for details.

Device Configuration after a Power Cycle or General Reset

After a power cycle of all the power supply rails including VBAT, the system peripherals, such as the Flash controller,
the Clock Generator, the Power Management Controller (PMC) and the SUPC, are in the following states prior to
ROM code execution:

* Backup area is reset

» Slow Clock (SLCK) source is the internal 32 kHz RC Oscillator (32 kHz crystal oscillator is disabled)
* Main Clock (MAINCK) source is set to the 12 MHz internal RC Oscillator

* 12-48 MHz crystal oscillator and PLLs are disabled

+ VDDCORE Supply Monitor and Core Reset are enabled

» VDD3V3 Supply Monitor is disabled

* Flash Wait State (FWS) bit in the Flash Mode register (EEFC_FMR) is set to 15 (0xF)

Device Configuration after a Wake-Up from Backup Mode

Before entering Backup mode, the backup area must be configured for the device to be able to wake up from an
event (internal or external) as long as VBAT or VDD3V3 is supplied.

After wake-up, the device configuration is the following:

» Configuration of the peripherals the backup area remains the same as before entering Backup mode
* Main Clock (MAINCK) source is set to the 12 MHz internal RC Oscillator

* 12-48 MHz crystal oscillator and PLLs are disabled

+ VDDCORE Supply Monitor and Core Reset are enabled

* Flash Wait State (FWS) bit in the Flash Mode register (EEFC_FMR) is set to 15 (0xF)

Boot ROM Clock Speed Configuration

For systems required to run on battery with low peak current capability during a power outage (read without Power
mode), specific GPBR registers can be programmed by the user with predefined processor and bus clock speed and
ratios. Refer to the section ROM Code and Boot Strategies.

Active Mode

Active mode is the normal running mode, with the single coreexecuting code. The system clock can be the fast RC
oscillator, the main crystal oscillator or the PLLs. The PMC can be used to adapt the frequency and to disable the
peripheral clocks when unused.
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Low-Power Modes

The various low-power modes (Backup, Wait and Sleep modes) are described below. Note that the SLCDC can be
used in all low-power modes.

The Wait For Event instruction (WFE) of the Cortex-M4 core can be used to enter any of the low-power modes,
however this may add complexity to the design of application state machines. This is due to the fact that the WFE
instruction is associated with an event flag of the Cortex core that cannot be managed by the software application.
The event flag can be set by interrupts, a debug event or an event signal from another processor. When an

event occurs just before WFE execution, the processor takes it into account and does not enter Low-power mode.
Microchip has made provision to avoid using the WFE instruction. The workarounds to ease application design,
including the use of the WFE instruction, are given in the following descriptions of the Low-Power mode sequences.

Backup Mode

The purpose of Backup mode is to achieve the lowest possible power consumption in a system that executes
periodic wake-ups to perform tasks but which does not require fast start-up time. In this mode, the backup area

is running. The core voltage regulator and the core supplies are off. Wake-up from Backup mode can be done
through several internal or external sources. The SLCDC can be used in Backup mode. The purpose is to maintain
the displayed message on the LCD display after entering Backup mode. The current consumption on VDD3V3 to
maintain the SLCDC is a few pA (typical). Refer to the section Electrical Characteristics.

In case the VDD3V3 power supply is maintained when entering Backup mode, it is up to the application to configure
all PIO lines in a stable and known state to avoid extra power consumption or possible current path with the input/
output lines of the external on-board devices.

Entering and Exiting Backup Mode
To enter Backup mode, follow the steps in the sequence below:
1. If VDD3V3 is maintained when in Backup mode, all IOs except SLCD IOs if used in Backup mode, have to be

set back to PI1O input pull-up or pull-down or output low or high level to avoid power consumption with external
on-board devices.

2. Switch the complete clock tree (Processors and bus clocks) to the 12 MHz RC, and stop all PLLs and fast
crystal oscillator if used.

3. Enable the RTT in 1-Hz mode.

4. Disable Normal mode of the RTT (RTT runs in 1-Hz mode).

5. Program one or several wake-up sources(!) and clear any pending wake-up sources.

6. Disable the VDDCORE Supply Monitor.

7. Adjust the power switch position in RSTC_CR according to the power supply used for VDDBU (internal switch

output)
8. Select one of the following methods to enter Backup mode:

a. If the internal core voltage regulator is used, write a 1 to SUPC_CR.VROFF. The pin SHDN remains high
in this case.

b. If an external voltage regulator is used for VDDCORE/VDDPLL, write a 1 to SUPC_CR.SHDW. The pin
SHDN is asserted low, allowing an external voltage regulator to be turned OFF.

c. Ifthe SLCD is used in Backup mode to keep a static message, write a 1 to SUPC_CR.SHDWEOF. At the
end of the SLCD frame, the SHDN pin is asserted low

Note:

1. If a WKUP wake-up pin with tamper functionality is used as wake-up source, the wake-up debouncer
(WKUPDBC) value must be set so that its period is greater than or equal to 1/2 x RTCOUTO period set
in the RTC.

After this step, the core voltage regulator is shut down. None of the digital internal logic is powered. Whether VROFF,
SHDN or SHDWEOF was used to enter Backup mode, the system exits Backup mode if one of the enabled wake-up
events listed in the table Low-Power Mode Summary occurs.

After exiting Backup mode, the device is in Reset state. Only the configuration of the backup area peripherals
remains unchanged.
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Note that the device does not automatically enter Backup mode if VDD3V3 is disconnected, or if it falls below
minimum voltage.

For current consumption in Backup mode, refer to the section Electrical Characteristics.

Wait Mode

The purpose of Wait mode is to achieve low power consumption while maintaining the whole device in a powered
state for a start-up time of a few us. For current consumption in Wait mode, refer to the section Electrical
Characteristics.

In this mode, all clocks are stopped when Wait mode is entered. However, the power supplies of digital logic and
memories are maintained using Standby mode of the core voltage regulator to ensure memory and CPU context
retention.

The device can handle external and internal events in order to perform a wake-up. This is done by configuring one or
several internal or external wake-up sources.

Entering and Exiting Wait Mode
To enter Wait mode, follow the steps in the sequence below:
1. Apply the sequence for PMC configuration as defined in Ultra Low Power Modes and Fast Start-Up in the
section Power Management Controller (PMC).

2. In order to avoid power consumption with an external on-board device, depending on peripheral use in the
application, all IOs must be set to a known state either externally or internally via input pull-up or pull-down, or
via output low or high level, or to an inactive state. Set peripheral 10s used previously into GPIO mode such as
XIN/XOUT, ADx if used

3. Setthe FWS bit in EEFC_FMR to 0.
Program one or several wake-up sources and clear any pending wake-up sources.
5. Select one of the following methods to enter Wait mode and complete the sequence:

a. Setthe WAITMODE bit to 1 in the PMC Main Oscillator register (CKGR_MOR). Ensure that no access to
PMC registers is attempted immediately after accessing the WAITMODE bit.

b. Use the WFE instruction:
» Set the LPM bit in PMC_FSMR.
»  Write a 0 to the SLEEPDEEP bit of the Cortex-M4 processor.
» Execute the Wait-For-Event (WFE) instruction of the processor.

>

Whether the WAITMODE bit or the WFE instruction was used to enter Wait mode, the system exits Wait mode if one
of the enabled wake-up events listed in the table Low-Power Mode Summary occurs.

After exiting Wait mode, the PIO controllers have the same configuration state as before entering Wait mode. The
device is clocked back to the RC oscillator frequency which was used before entering Wait mode. The core starts
fetching from Flash or SRAM at this frequency.

Sleep Mode

The purpose of Sleep mode is to optimize power consumption of the device versus response time. In this mode, only
the core clock is stopped. Some of the peripheral clocks can be enabled depending on the application needs. The
current consumption in this mode is application-dependent.

This mode is entered using Wait for Interrupt (WFI) or Wait for Event (WFE) instructions of the Cortex-M4. The
processor can be awakened from an interrupt if the WFI instruction of the Cortex-M4 is used to enter Sleep

mode, or from a wake-up event if the WFE instruction is used. The WFI instruction can also be used to enter

Sleep mode with the SLEEPONEXIT bit set to 1 in the System Control register (SCB_SCR) of the Cortex-M4. If
SCB_SCR.SLEEPONEXIT is set to 1, when the processor completes the execution of an exception handler it returns
to Thread mode and immediately enters Sleep mode. This mechanism can be used in applications that require the
processor to run only when an exception occurs. Setting the SLEEPONEXIT bit to 1 enables an interrupt-driven
application in order to avoid returning to an empty main application.

Low-Power Mode Summary Table

The modes detailed above are the main Low-Power modes. The following table provides a configuration summary of
the Low-Power modes. For more information on power consumption, refer to the section Electrical Characteristics.
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Table 4-2. Power-Up and Start-Up Scenarios

Wake-Up or Power-Up Mode to Active Mode

Previous Power Power Signals MCU Power Diaital BU
Mode Mode (Core & 9
VDD3V3 VBAT VDDBU VDDCORE IPs) State
Not Present Not
Floati - = Not -
(floating or 0V) oating ot powered powered
. . Started by Not powered to .
Rising Floating VDD3V3 SUPC Active Active -
. Under VBAT POR Started by Not powered to .
Rising level, or OV VDD3v3 SUPC Active Active -
Not powered
Not Present Present
FF FF N FF -
(floating or OV) (Established) © © ot powered °©
" Present Started by Not powered to .
R VDD3V Acti -
'5ing (Established) 3v3 suPC Active ctive
. Present, slow rise Started by Not powered to .
R VDD3V3 Acti -
e >1s SUPC Active cive
Powered, BU
' Not Present Present
fi VBAT V Back Acti -
configured by ating or V) (Established) 0 ackup ctive
user
Backup Mode
(Powered & BU Risin Present VBAT to Started by From Backup to Active Any programmed
configured by 9 (Established) VDD3V3 SUPC Active wake-up sources
user)(1)
Backup Mode,
ith ithout
SvrCDo(erc: Weorl; d Present Present VBAT to Started by From Backup to Active Any programmed
) (Established) (Established) VDD3V3 SUPC Active wake-up sources
& BU configured
by user)(1)
Note:

1. VDDBU switched from VBAT to VDD3V3 by user.
Table 4-3. Low-Power Mode Summary Table

LCD Pl te i
Core/SLC Core, Memory & Core State O State in PIO State at

Wake-Up

Voltage Peripherals Wake-Up Sources at Wake- | Low-Power
Regulator - Up Mode

Backup Mode
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........... continued

Core/SLCD Core State

ERELCE

PIO State in

PI
Low-Power O State at

Core, Memory &

Voltage

Wake-Up Sources

Regulator

Peripherals

Up

Mode

Wake-Up

OFF/OFF

OFF/ON

ON/ON or OFF

OFF
(Not powered)

OFF
(Not powered)

Powered, not
clocked, Selected
SRAMO blocks in
Low-Power mode

Any event among:
- WKUP pins (WKUP)

- Anti-tamper pins (TMP) Q)
- Force Wake-up pin (FWUP)

- VDD3V3 Supply Monitor (if VDD3V3 is present, and

VDD3V3 supply falling)

- 32 kHz crystal failure detection Reset
- VBAT Supply Monitor

- VDDCORE POR Reset (if VDDCORE is powered by
an external regulator)

- RTC alarm
-RTT alarm

Backup Mode with SLCD

Any event among:
- WKUP pins (WKUP)

- Anti-tamper pins (TMP)(1)
- Force Wake-up pin (FWUP)

- VDD3V3 Supply Monitor (at any time, VDDLCD <

VDD3V3)

- 32 kHz crystal failure detection Reset
- VBAT Supply Monitor

- VDDCORE POR Reset (if VDDCORE is powered by
an external regulator)

- RTC alarm
-RTT alarm

Wait Mode

Any event among:
- WKUP pins (WKUP) configured as Fast Start-up in
PMC(2)

- VDD3V3 Supply Monitor (at any time, VDDLCD <
VDD3V3)

Clocked
back

- 32 kHz crystal failure detection
- RTC alarm
-RTT alarm

- Wake-up on debug request (connected internally to
WKUP15)

- Asynchronous Partial Wake-up Event (FLEXCOM)

Sleep Mode

Previous
state saved

Previous
state saved

Previous
state saved

- Reset state.

- Selected PIO
Group state
maintained if

VDD3V3 present in

Backup mode

- SLCD |0s:
Unchanged

- Selected PIO
Group state
maintained

- Other IOs: Reset
state

Unchanged
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Core/SLCD
Voltage

Core, Memory &
Peripherals

Core State | PIO State in

Wake-Up Sources

PIO State at

Low-P
ow-Fower Wake-Up

Mode

Regulator

Powered

ON/ON or OFF (Not clocked)

Notes:

Entry mode = WFI
- Any enabled Interrupts

Entry mode = WFE
- Any enabled event:

--- WKUP pins (WKUP) configured as Fast Start-up in
Pmc(2)

--- VDD3V3 Supply Monitor (at any time, VDDLCD < Clocked
VDD3V3) back

--- 32 kHz crystal failure detection
--- RTC alarm
--- RTT alarm

--- Wake-up on debug request (connected internally to
WKUP15)

--- Asynchronous Partial Wake-up Event (FLEXCOM)

Previous

state saved CITETETEES

1. For wake-up from WKUP pins in anti-tamper mode, the WKUPENX bit in SUPC_WUIMR corresponding to the
WKUPx/TMPx pin must also be enabled.

2. While in Wait mode or Sleep mode, the device can be woken up by fast start-up pins (Wake-up pins WKUPx
in fast start-up mode) which also generate a tamper event on related WKUP pins with tamper function. A
low-power debouncer must be enabled on the corresponding WKUP pins to trigger a tamper event in parallel
with a fast start-up event to the PMC.
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Input/Output Lines

The device has two types of input/output (1/0) lines—general purpose 1/0Os (GPIO) and system I/Os. GPIOs have
alternate functionality due to multiplexing capabilities of the PIO controllers. The same PIO line can be used whether
in 1/0 mode or by the multiplexed peripheral.

General Purpose I/O Lines

General purpose 1/0 (GPIO) lines are managed by PIO Controllers. All I/Os have several input or output modes,
such as pull-up or pull-down, input Schmitt Triggers, multidrive (open-drain), glitch filters, debouncing or input change
interrupt. Programming of these modes is performed independently for each 1/O line through the PIO controller user
interface. For more details, refer to the section Parallel Input/Output Controller (P1O).

TST Pin

The TST pin is used for JTAG Boundary Scan Manufacturing Test or Fast Flash programming mode. For details on
entering Fast Flash programming mode, refer to the section FFPI Monitor. For more information on the manufacturing
and test modes, refer to the section Debug and Test.

NRST Pin

The NRST pin is bidirectional. It is handled by the on-chip Reset Controller (RSTC) and can be driven low to provide
a reset signal to the external components, or asserted low externally to reset the microcontroller. It resets the core
and the peripherals, with the exception of the Backup region. There is no constraint on the length of the reset pulse,
and the RSTC can guarantee a minimum pulse length. The NRST pin integrates a permanent pull-up resistor to
VVDD3V3 of about 100 kQ. By default, the NRST pin is configured as an input.

Anti-Tamper (TMPx) Pins

Anti-tamper pins detect intrusion, for example, into a smart meter case. Upon detection through a tamper switch,
automatic, asynchronous and immediate actions are performed. Refer to the section Supply Controller (SUPC) for
more details.

Anti-tamper pins can be used in all modes. Date and number of tampering events are stored automatically. TMPO to
TMP2 buffers are referenced to the output of the power switch. All other tamper pins are referenced to VDD3V3.

RTCOUTXx Pins

RTCOUTO can be used to generate waveforms from the RTC in order to take advantage of its inherent prescalers
while the RTC is the only powered circuitry (Low-Power mode, Backup mode) or in any active mode. Entering
Backup or Low-Power operating modes does not affect the waveform generation outputs; the RTCOUTO pad is
referenced to the output of the power switch.

RTCOUT1 is shared in the PIO multiplexing and is referenced to VDD3V3. RTCOUT1 has the same function as
RTCOUTO but cannot be used as a sampling signal for tamper pins.

Anti-tampering pin detection can be synchronized with RTCOUTO only.

Shutdown (SHDN) Pin

The purpose of the SHDN pin is to control the enable signal typically found on the voltage regulator. Depending on
the application use case and needs in terms of Low-Power mode and power supply strategy, the SHDN pin can be
asserted low (SUPC_CR.SHDWEOF=1 or SUPC_CR.SHDW=1) when the device enters Backup mode. At wake-up
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event detection, the SHDN pin is asserted high, and thus re-enables the external voltage regulator. See Typical
Powering Schematics in the section Power Supply and Power Control for more details.

Force Wake-up (FWUP) Pin

The FWUP pin can be used as a wake-up source in all low-power modes as it is referenced to the output of the
power switch. An external pull-up is required on this pin.

Flash Memory Hardware ERASE Signal

A hardware erase is when the ERASE signal on PB2 pin is used to reinitialize the Flash content (memory array), the
lock bits, GPNVM bits and security bit to an erased state. After a hardware erase, the memory array bits read as
logic level 1, GPNVM bits read as logic level 0 and lock bits are in an unlocked state. The ERASE signal on PB2 pin
integrates a pull-down resistor of about 100 kQ to GND, so that it can be left unconnected for normal operations. The
ERASE signal is the default mode on the PB2 pin.

If necessary, the hardware ERASE signal may be partially or permanently disabled by programming the Erase
Function Lock (EFL) GPNVM bit [4:2]. Note that the security bit must be set in these cases. Otherwise, regardless of
the value of the GPNVM bit [4:2], the ERASE signal will trigger an ERASE sequence if set to logic level high.

Note that it is strongly advised to disable the Erase function using the EFL once the production software has been
fully validated. Refer to the GPNVM bit description in the section ROM Code and Boot Strategies for further details
and correct use.

The ERASE signal is a system 1/O signal that is available in the 10 multiplexing. As a result, this pin can also be used
as a standard general purpose 1/0 (GPIO). Configuration of this pin as a GPIO is done through the PIO Controller.
Care must be taken when changing this pin between GPIO and peripheral function. Pull-up on this line must be
disabled before assigning this pin to its peripheral function (i.e., the ERASE function). At start-up, the system 1/O pin
defaults to the ERASE function if it has not been disabled.

To avoid unexpected erase at power-up due to glitches, this pin is debounced by SLCK to improve glitch tolerance
and minimum ERASE pin assertion time is required. Note that it is also mandatory to not power-down the device
once the hardware erase sequence has been started until the hardware erase time has elapsed. Refer to timings in
Electrical Characteristics.

If the ERASE signal is used as a standard I/O in Input or Output mode, note the following considerations and
behavior:
Note: If the EFL mode has been set to partially or permanently disabled, the recommendations below do not apply.

* GPIO Input mode—At device start-up, the logic level of the pin must be low to prevent unwanted erasing until
the user application has configured this system 1/O pin to a standard I/O pin.

*  GPIO Output mode—Asserting the pin to low does not erase the Flash.

* GPIO Input mode—~Pull-up on this pin (PB2) must be disabled before setting this pin in ERASE signal mode.

During software development, faulty software may put the device into a deadlock and prevent the user from
recovering the device.

This may be due to:

* programming an incorrect clock switching sequence
» using pin PB2 as a standard 1/O pin
» entering Wait mode without any wake-up events programmed

The only way to recover normal behavior is to erase the Flash by following the steps below:

1. Apply a logic “1” level on the pin PB2 (ERASE signal).
2. Apply a logic “0” level on the pin NRST.
3. Power down, then power up the device.
4. Maintain the pin PB2 (ERASE signal) at logic “0” level for at least the minimum assertion time after releasing
the NRST pin to logic “1” level.
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Cortex-M4 Processor

The Arm Cortex-M4 processor is a high-performance 32-bit processor, offering the following significant benefits to
developers:

» Outstanding processing performance combined with fast interrupt handling
* Enhanced system debug with extensive breakpoint and trace capabilities

» Efficient processor core, system and memories

» Ultra-low power consumption with integrated Sleep modes

» Platform security robustness, with integrated memory protection unit (MPU)

The implemented Arm Cortex-M4 is revision rOp1.
For additional information, refer to http://www.arm.com.

The Cortex-M4 processor is built on a high-performance processor core with a 3-stage pipeline Harvard architecture,
making it ideal for demanding embedded applications. The processor delivers exceptional power efficiency through
an efficient instruction set and extensively optimized design, providing high-end processing hardware including

IEEE 754-compliant single-precision floating-point computation, a range of single-cycle and SIMD multiplication

and multiply-with-accumulate capabilities, saturating arithmetic and dedicated hardware division. To facilitate the
design of cost-sensitive devices, the Cortex-M4 processor implements tightly-coupled system components that
reduce processor area while significantly improving interrupt handling and system debug capabilities. The Cortex-M4
processor implements a version of the Thumb instruction set based on Thumb-2 technology, ensuring high code
density and reduced program memory requirements.

The Cortex-M4 instruction set provides the exceptional performance expected of a modern 32-bit architecture, with
the high code density of 8-bit and 16-bit microcontrollers.

The Cortex-M4 processor closely integrates a configurable NVIC, to deliver industry-leading interrupt performance.
The NVIC includes a Non-Maskable interrupt (NMI), and provides up to 8 interrupt priority levels. The tight integration
of the processor core and NVIC provides fast execution of Interrupt Service Routines (ISRs), dramatically reducing
the interrupt latency. This is achieved through the hardware stacking of registers, and the ability to suspend load-
multiple and store-multiple operations. Interrupt handlers do not require wrapping in assembler code, removing any
code overhead from the ISRs. A tailchain optimization also significantly reduces the overhead when switching from
one ISR to another. To optimize low-power designs, the NVIC integrates with the sleep modes, that include a deep
sleep function that enables the entire device to be rapidly powered down while still retaining program state.

System Level Interface

The Cortex-M4 processor provides multiple interfaces to provide high-speed, low-latency memory accesses. It
supports unaligned data accesses and implements atomic bit manipulation that enables faster peripheral controls,
system spinlocks and thread-safe Boolean data handling.

The Cortex-M4 processor has a memory protection unit (MPU) that provides fine grain memory control, enabling
applications to utilize multiple privilege levels, separating and protecting code, data and stack on a task-by-task basis.

Integrated Configurable Debug

The Cortex-M4 processor implements a complete hardware debug solution. This provides high system visibility of
the processor and memory through a 2-pin Serial Wire Debug (SWD) port that is ideal for microcontrollers and

other small package devices. For system trace the processor integrates an Instrumentation Trace Macrocell (ITM)
alongside data watchpoints and a profiling unit. The Embedded Trace Macrocell (ETM) delivers unrivaled instruction
trace capture in an area far smaller than traditional trace units, enabling many low cost MCUs to implement full
instruction trace for the first time. To enable simple and cost-effective profiling of the system events these generate, a
stream of software-generated messages, data trace, and profiling information is exported over three different ways:

»  Output off-chip using the TPIU, through a single pin, called Serial Wire Viewer (SWV). Limited to ITM system
trace.
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» Output off-chip using the TPIU, through a 4-bit pin interface. Bandwidth is limited.

* Internally stored in RAM, using the CoreSight ETB. Bandwidth is then optimal but capacity is limited.

The Flash Patch and Breakpoint Unit (FPB) provides up to 8 hardware breakpoint comparators that debuggers

can use. The comparators in the FPB also provide remap functions of up to 8 words in the program code in the
code memory region. This enables applications stored on a non-erasable, ROM-based microcontroller to be patched
if a small programmable memory, for example Flash memory, is available in the device. During initialization, the
application in ROM detects, from the programmable memory, whether a patch is required. If a patch is required, the
application programs the FPB to remap a number of addresses. When those addresses are accessed, the accesses
are redirected to a remap table specified in the FPB configuration, which means the program in the non-modifiable

ROM can be patched.

Cortex-M4 Processor Features and Configuration
»  Thumb instruction set combines high code density with 32-bit performance
» IEEE 754-compliant single-precision Floating Point Unit (FPU)
* Integrated Sleep modes for low power consumption
» Fast code execution permits slower processor clock or increases Sleep mode time
» Hardware division and fast digital-signal-processing oriented multiply accumulate
» Saturating arithmetic for signal processing
» Deterministic, high-performance interrupt handling for time-critical applications
* Memory Protection Unit (MPU) for safety-critical applications

« Extensive debug and trace capabilities: Serial Wire Debug and Serial Wire Trace reduce the number of pins

required for debugging, tracing, and code profiling.

m Cortex-M4 Options Device Configuration

Interrupts 1to 240 97
Number of priority bits 3 to 8 8 - e_lght ek e
priority
Data endianness Little-endian or big-endian Little-endian
S S SysTick calibration value 25000
calibration value
MPU Present or Not present Present
0 = No debug. No DAP, breakpoints, watchpoints, Flash patch,
or halting debug.
1 = Minimum debug. Two breakpoints, one watchpoint, no
Debug support level Flash patch. 3
2 = Full debug minus DWT data matching.
3 = Full debug plus DWT data matching.
0 = No trace. No ETM, ITM or DWT triggers and counters.
1 = Standard trace. ITM and DWT triggers and counters, but no
ETM.
Trace support level 1
2 = Full trace. Standard trace plus ETM.
3 = Full trace plus HTM port.
JTAG Present or Not present Present
Bit banding Present or Not present Present
FPU Present or Not present Present
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7. Product Mapping and Peripheral Access

The following figure shows the default memory mapping of the Arm Cortex-M core.

Figure 7-1. Cortex-M Memory Mapping

OXFFFFFFFF

0xE0000000
OXDFFFFFFF

0xA0000000
OX9FFFFFFF

0x60000000
OX5FFFFFFF
0x40000000
Ox3FFFFFFF
0x20000000
Ox1FFFFFFF
0x00000000

Table 7-1. Code Area

0x00000000
0x01000000
0x02000000
0x02020000
0x02030000
0x02031000
0x02032000
0x04000000
0x06000000
0x08000000
0x10000000
0x11000000
0x12000000
0x13000000
0x14000000
0x16000000

0x0201FFFF
0x0203FFFF
0x02031FFF
O0x03FFFFFF

OXOFFFFFFF

Ox1FFFOFFF

System level

External device

External RAM

Peripherals

SRAM

CODE

Boot Memory
Internal Flash
Reserved
CPKCC ROM
Reserved
CPKCC RAM
Undefined (Abort)
QSPI MEM
QSPI MEM AESB
Undefined (Abort)
Undefined (Abort)
Internal Flash
Undefined (Abort)
Undefined (Abort)
QSPI MEM
QSPI MEM AESB

16 Mbytes
16 Mbytes

64 Kbytes

32 Mbytes
32 Mbytes
16 Mbytes
16 Mbytes
16 Mbytes
16 Mbytes
32 Mbytes
32 Mbytes

Private peripherals including
built-in interrupt controller
(NVIC), MPU control
registers, and debug
components

Mainly used as external
peripherals

Mainly used as external
memory

Mainly used as peripherals

Mainly used as static RAM

Mainly used for program
code. Also provides exception
vector table after power-up

ROM Code
Code - Non Cached

Code - Non Cached
Code through AESB - Non Cached

Code - Cached

Code - Cached
Code through AESB - Cached
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........... continued
0x1FFFA000 Ox1FFFBFFF DTCM 8 Kbytes
0x1FFFCO000 Ox1FFFFFFF ITCM 16 Kbytes —

Table 7-2. SRAM Area

Base Address End Address

0x20000000 0x2007FFFF SRAMO(")

Note:

1. In a small product configuration, depending on the real size of the embedded SRAMO, the expected responses
when accessing SRAMO area are:

— accessing 256 Kb/half upper area -> ABORT (SRAMO size < 512 Kb)
— accessing 2nd quarter (128 to 256 Kb) -> ABORT (SRAMO size < 256 Kb

Table 7-3. AHB-to-APB Bridges

Table 7-4. BRIDGE 0 Peripheral Mapping

0x40000000
0x44000000
0x46000000
0x48000000
0x4A000000

BRIDGE 0
BRIDGE 2
BRIDGE 3
BRIDGE 1
BRIDGE 4

0x40000000
0x40004000
0x40008000
0x4000C000
0x40010000
0x40014000
0x40018000
0x4001C000
0x40020000
0x40024000
0x40028000
0x40034000
0x40038000
0x4003C000
0x40040000
0x40044000

FLEXCOMO
FLEXCOM1
FLEXCOM2
FLEXCOM3
FLEXCOM4
FLEXCOM5
FLEXCOM®6
FLEXCOM7
QSPI
ADC
ACC
MEM2MEMO
TCO
TCA1
TC2
MATRIX1
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........... continued
0x40048000 PIOA, PIOB, PIOC
0x4004C000 Reserved
0x40050000 System Controller
0x40054000 Reserved

Table 7-5. BRIDGE 1 Peripheral Mapping

0x48004000 MEM2MEMA1
0x48008000 TC3
0x4800C000 PIOD
0x48010000 UART
0x48018000 MCSPI
0x4801C000 PWM
0x48020000 MATRIX3
0x48028000 Reserved

Table 7-6. BRIDGE 2 Peripheral Mapping

0x44000000 AES
0x44004000 AESB
0x44008000 SHA
0x4400C000 TRNG
0x44010000 ICM
0x44014000 Reserved

Table 7-7. BRIDGE 3 Peripheral Mapping

0x46000000 CPKCC
0x46004000 MATRIXO0
0x46008000 CMcCcCo
0x4600C000 CMCCH1
0x46010000 Reserved
0x460E0000 SEFCO
0x460E0200 SEFC1
0x46000000 Reserved
0x460E0400 Reserved
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........... continued
0x46800000 PMC
0x46800200 Reserved
0x46800400 Reserved

Table 7-8. BRIDGE 4 Peripheral Mapping

0x4A000000 MATRIX2
0x4A004000 Reserved

Table 7-9. System Controller

0x40050000 Reserved
0x40050200 CHIPID
0x40050400 SFR
0x40050600 SFRBU
0x40050800 Reserved
0x40052000 SYSC

Table 7-10. External SRAM

Base Address Peripherals

0x60000000 to ,
O0x9FFFFFFF Undefined (Abort)

Table 7-11. External Peripherals

0xA0000000 Undefined
0xA1000000 Internal Flash Write Strongly ordered Alias address for Flash Controller Page Buffer
0xA2000000 Undefined
0xA3000000 Undefined

0xA4000000 Undefined (Abort)
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Memories

Embedded Memories

Internal SRAM
The device embeds up to 512 Kbytes of high-speed SRAM with zero wait state access time.

The multibank and multiport RAM architecture provides an efficient way to optimize the access latency to the
memory, whatever types of access are performed by the hosts.

A maximum of one system bus clock cycle is required to complete an access to the RAM. The predictability is
therefore optimal.

Cache Controller and Tightly Coupled Memory (TCM) Interface

The device features two cache controllers with TCM memories. The total cache memory can be used as cache only,
or as a mix of cache and TCM RAM.

Important: When used as TCM, SRAM memories embedded in both cache controllers (CMCCO and
CMCCH1) are 32-bit accessible memories only. 8-bit or 16-bit accesses are not allowed. The code to load
the ITCM during application initialization must use a “32-bit wide” memory copy (memcpy) function.

The CMCCO is dedicated to Program Code (Instruction Fetch) and CMCC1 is dedicated to Program Data (RO Data,
Literal pool). Both cache controllers can be used either for the internal Flash memory or for an external serial memory
connected to the QSPI or both.

Cache and tightly-coupled memories allow different run-time memory mapping scenarios using TCM to adapt for
“real-time response” and/or increase execution speed from Flash using cache. Both cache and TCM can be used at
the same time, and memory size for each can be allocated at build time.

The DTCM accessible only by the core may be used as storage memory for the main stack typically used by the
kernel of OS/RTOS. The process stack used by OS/RTOS tasks can be located in SRAMO. This creates a physical
separation between the two stacks and, as a result, a safety level is added.

System ROM

The device embeds an Internal ROM for the boot program, which contains SAM-BA Monitor, Secure SAM-BA
Monitor, and the Fast Flash Programming Interface (FFPI). The device always boots from this memory regardless of
the settings of the GPNVM bits.

CPKCC ROM

The ROM contains a cryptographic library using the CPKCC cryptographic accelerator peripheral (CPKCC) to provide
support for Rivest Shamir Adleman (RSA), Elliptic Curve Cryptography (ECC), Digital Signature Algorithm (DSA) and
Elliptic Curve Digital Signature Algorithm (ECDSA).

Embedded Flash

Flash Overview

The device features a dual-plane Flash to program or erase a memory plane while reading from the other plane. The
dual-plane capability also provides the dual boot scheme. The benefit of the dual plane and the dual boot is that the
firmware can be upgraded while the main application is running and that it is possible to switch to the new firmware
in the other plane. The figure below shows the operating principle of firmware upgrade by using the dual bank/dual
boot. Suspend and resume of write and erase operations are also available on each plane.
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Figure 8-1. Dual Plane and Dual Boot Firmware Upgrade
Plane 0 Plane 0 Plane 0
v1.0 v1.0 v1.0
RESET VECTOR RESET VECTOR
Plane 1 — Plane 1 Plane 1
vi.1 Wired/Wireless Stream corrupt v1.1
RESET VECTOR
Normal operation from Plane 0 Power or comms failure causes Reprogramming
while simultaneously remotely Plane 1 program fail while successful, device now
programming Plane 1 Plane 0 continues to operate and executes from Plane 1 with
requests retransmission Plane 0 available for next update
8.1.5.2 Memory Plane and Sector Organization
Each memory plane is organized in sectors. Each sector has a physical size of 128 Kbytes.
Each sector is organized in 32 blocks of 4 Kbytes. One block is made of 8 pages of 512 bytes.
»  Write Operation
— By page
» Erase Operation
— By 4-Kbyte blocks
— By 2 x 4-Kbyte blocks
— By 4 x 4-Kbyte blocks
— By 8 x 4-Kbyte blocks
— By sectors of 128 Kbytes
— Full Chip Erase by HW erase signal
The figure below illustrates the organization of the Flash depending on its size.
Figure 8-2. Flash Size
Flash 2 Mbytes Flash 1 Mbyte Flash 512 Kbytes
Plane 0
Base Address 128 Kbyt
yies 128 Kbytes
128 Kbytes
128 Kot 128 Kbytes
yes 128 Kbytes
Plane 0 128 Kbytes
SEFCO 128 Kbyt
( ) yes 128 Kbytes
128 Kbytes
128 Kb 128 Kbytes
t
yles 128 Kbytes
128 Kbytes
Plane 1
Base Address 128 Kbytes
y 128 Kbytes
128 Kbytes
128 Kbytes
128 Kbytes
128 Kbytes
Plane 1 128 Kbytes
SEFCA1 128 Kbytes
( ) y 128 Kbytes
128 Kbytes
128 Kbytes
128 Kbytes
128 Kbytes
128 Kbytes
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Secure Embedded Flash Controller (SEFC)
The Secure Embedded Flash Controller (SEFC) manages accesses performed by hosts of the system. It enables
reading the Flash and writing the write buffer. It also contains a user interface, mapped on the APB.

The SEFC ensures the interface of the Flash block. It manages the programming, erasing, locking and unlocking
sequences of the Flash using the full set of commands.

For dual-plane devices, each plane is managed by an SEFC. Flash Wait State and Flash Optimization mode must be
set up in both SEFCs.

Flash Speed
The user must set the number of Wait states depending on the frequency used.

For more details, refer to Embedded Flash Characteristics of the section Electrical Characteristics.

Lock Regions
Several lock bits are used to protect write and erase operations on lock regions. A lock region is composed of several
consecutive pages, and each lock region has its associated lock bit.

Table 8-1. Lock Bit Number

m Number of Lock Bits Lock Region Size

2 Mbytes 256 (128 + 128) 8 Kbytes
1 Mbyte 128 (64 + 64) 8 Kbytes
512 Kbytes 64 (32 + 32) 8 Kbytes

The lock bits are software programmable through the SEFC user interface. The command “Set Lock Bit” enables the
protection. The command “Clear Lock Bit” unlocks the lock region.

Asserting the ERASE signal clears the lock bits.

Unique Identifier
Each device integrates its own 128-bit unique identifier. These bits are factory-configured and cannot be changed by
the user. The ERASE signal has no effect on the unique identifier.

User Signature

The memory has 8 x 4 Kbytes of additional user reprogrammable pages. The ROM code uses the User Signature
Area [0]. The User Signature Area [0] is locked for read/erase/write before starting the customer application in Flash.
The User Signature Areas [1...7] can be used by the customer. User Signature Areas 0 to 3 erase upon hardware
erase signal assertion. User signature areas 4 to 7 are not erased.

Boot Process

The device always boots at address 0x0 from the ROM. Depending on the GPNVM bits [8:5], the ROM code instructs
the Core 0 to execute code in Flash either by a non-secure boot process (SAM-BA Monitor or Standard Boot) or by a
secure boot process (Secure SAM-BA Monitor or Secure Boot).

After power-up or full system reset, the second peripheral set is maintained in reset and with no clock.

The second peripheral set consists of the following peripherals: MEM2MEM?1 (ID78), TC3(ID79 to 84) , PIOD
(ID85/86), UART (ID87), MCSPI (ID89), PWM (ID90) and are clocked by the Main System Bus Clocks MCK1,
MCK1DIV and the reset line managed by CPEREN bit (second peripheral set enable in RSTC.MR).

External Memories

The QSPI provides the interface to a wide range of external serial memories for Execute-In-Place for code execution
or raw data storage. Code execution may benefit from the use of the cache controller.
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9. Safety and Security Features

9.1 Design for Safety

Specific design techniques have been used in the device to resolve general purpose safety concerns. This allows
reduced software development and code size, as well as savings on external hardware circuitry, since built-in
self-tests are already embedded in the device. The table below gives the list of peripherals which incorporate these
techniques for general purpose safety considerations.

Table 9-1. Safety Features

Peripheral Fault/Error/Feature

PMC, SUPC

ICM

SEFC

System Controller

PIO

ADC

WDT

Cortex-M4 MPU

MATRIX, RTC, RTT,
RSTC, PMC, PIOC,
FLEXCOM, QSPI, TC,
ADC

RTC

Clock

Memories

Embedded nonvolatile
memory

All

I/O lines

Watchdog

Memory Protection
Unit

Peripherals

Peripheral

MCK frequency monitor
- MCK out-of-range operation

32.768 kHz crystal oscillator frequency monitor
- Abnormal frequency deviation

- Failure

Main crystal oscillator failure detector
- Crystal failure detection

Any error detection
Single bit error correction
Double bit error detection

Safety critical peripheral logic or circuitry is fed by the always-on
slow RC oscillator
- WDT, RSTC, start-up counters, timeout counters, etc.

Digital /0
- Plausibility check

Analog I/0 and ADC converter
- Plausibility check

Watchdog is driven by an internal always ON clock
- Program counter stuck at faults

Watchdog configuration can be locked until the next reset
- Errant writes (programming errors, errors introduced by system or
hardware failures)

Watchdog overflow generates a reset or interrupt
Cortex-M4 Memory Protection Unit

Configuration, Interrupt Enable/Disable and Control registers can
be independently write-protected
- Errant writes (programming errors, errors introduced by system or
hardware failures)

Robust against crystal oscillator glitches. The design of the RTC
32.768 kHz divider does not propagate glitches downstream to
time/date counter.
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9.2 Design for Security

The device embeds peripherals with security features to prevent counterfeiting, to secure external communication,
and to authenticate the system.

The table below provides the list of peripherals and an overview of their security function. For more information, refer
to the section on each peripheral.

Trusted Code Based on hardware accelerated Software + AES, SHA

SEEE 0T Authentication cryptographic modules

Memory Protection

Unit AES/SHA -

Cortex-M4 MPU

/O Controlf Peripheral When a peripheral is not selected

PIO (P10O-controlled), 1/O lines have no -
Access .
access to the peripheral.
. ; Software ECC (Asymmetric key Software libra
Classical Public algorithm, elliptic curves) Y
Key Crypto
Library (CPKCL) Software RSA (Asymmetric key _
Cryptography algorithm)
standards
AES Hardware-acceleg?tfd AES up to 256 FIPS-compliant
SHA SHA up to 512 bits and HMAC-SHA FIPS-compliant
TRNG Cryptography True Random Number Generator -
Immediate clear of keys in case of
AES Anti-tampering external tamper event detection (if -
enabled)
Reinforced security Improved robustness against attack -
When the security error status
flag is set in the user
interface, an integrity error
AES, SHA . User-configurable immediate stop on has been detected. These
Integrity check : . .
integrity error detection errors can occur only under
abnormal operating conditions
(electromagnetic attacks, VDD
glitches, etc.)
Non-maskable in the
peripheral. When a security
error status flag is set
Software access . . . . in the user interface, an
AES, SHA, TC, o Dedicated interrupt line for security e TE 8 T EE TR Thess
ICM, TRNG monitoring and event I uptis trigg .

integrity check errors can occur only under
abnormal operating conditions
(electromagnetic attacks, VDD
glitches, etc.)

Reinforced Security bit to disable

Flash Security bit JTAG access -
Secure area key storage
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........... continued

Flash memory array is erased prior to
Security bit erase

SRAM content can be configured to

be erased on ERASE pin activation
Flash, GPBR HW Flash Erase signal -
GPBR can be configured to be

erased on ERASE pin activation

AES keys and QSPI scrambling keys
are erased on ERASE pin activation
On-the-fly zero-wait state or zero

R SeEhleling latency scrambling/unscrambling -
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Real-Time Event Management

The events generated by peripherals are designed to be directly routed to peripherals managing/using these events
without processor intervention. Peripherals receiving events contain logic to select the required event.

Real-Time Event Mapping List
Table 10-1. Real-Time Event Mapping List

I S S

Security

Safety

Safety

Safety

Safety

Safety

Measurement Trigger

Immediate clear (asynchronous) on anti-tamper detection
through pins

Automatic switch to reliable RC oscillators in case of crystal
failure
Invalid 12-bit ADC supply voltage
Invalid VBAT or VDD3V3 voltage

Puts the PWM outputs in a pre-defined Safe state in case of
main crystal clock failure

Puts the PWM outputs in a pre-defined Safe state in case of
ADC Comparison event

Puts the PWM outputs in a pre-defined Safe state in case of
Timer Counter overflow on speed and/or position event

Puts the PWM outputs in a pre-defined Safe state in case of
10 lines level change

32 kHz crystal oscillator failure in Backup mode

Trigger source selection in ADC

Trigger source selection in TC
Channel measurement

Low sampling rate temperature sensor measurement

Anti-tamper inputs (TMPx)

PMC

ADC

Supply monitors

PMC

ADC

TC

PD1, PD12

SUPC

Timer Counter Block O -
TIOAO

Timer Counter Block 0 -
TIOA1

Timer Counter Block 0 -
TIOA2

Timer Counter Block 1 -
TIOAO

Timer Counter Block 1 -
TIOA1

PWM Event Line 0
PWM triggers
RTCOUTO

RTCOUT1

GPBR, AES/AESB/QSPI

Keys
SHA Lock

SUPC

ADC IRQ

Power switch, SUPC

PWM

SUPC event

ADC trigger

TC trigger

ADC trigger
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Peripherals

Peripheral Identifiers

The table below defines the peripheral identifiers. A peripheral identifier is required for the control of the peripheral
interrupt with the NVIC of the core, and for the control of the peripheral clock with the PMC.

The two Arm Cortex-M4 processors share the same interrupt mapping, and thus, they share the interrupts of the
peripherals common to both cores.

To prevent any single software error from corrupting a peripheral's behavior, certain registers in the peripheral's
address space can be write-protected. For further details, refer to the information on register write protection in the
section of the corresponding peripheral, as well as to the section Register Write Protection in System Controller Write
Protection (SYSCWP).

Each peripheral that has both a peripheral clock and a GCLK needs its peripheral clock enabled to work correctly.
The GCLK alone is not sufficient.

Moreover, a minimum ratio between the peripheral clock (PCK) and the GCLK may be required (configuration of
GCLK source, GCLKCSS, and GCLK ratio, GCLKDIV). For more information, refer to the corresponding peripheral
section.

Table 11-1. Peripheral Identifiers

PMC Main System

Generic Regi Wri
Instance Name | NVIC Interrupt Clock Bus egister ' rite
Clock Protection

Control Clock

Instance Description

0 SUPC X - - - X Supply Controller
1 RSTC X - - - X Reset Controller
2 RTC X - - - X Real Time Clock
3 RTT X - - - X Real Time Timer
4 WDTO X - - - X Dual Watchdog Timer 0
5 WDT1 X - - - - Dual Watchdog Timer 1
6 PMC X - - - X Power Management Controller
7 SEFCO X = = mcko(1) X Embedded Flash Controller 0
8 SEFC1 X = = mcko(?) X Embedded Flash Controller 1
FLEXCOM ARTO/SPI
9 FLEXCOMO X X X MCKODIV X COMO (US O/SPIO/
TWIO)
10 FLEXCOM1 X X X MCKODIV X FLEXCOM 1 (USART1/SPIT/
TWI1)
FLEXCOM 2 (USART2/SPI2/
11 FLEXCOM2 X X X MCKODIV X (
TWI2)
12 FLEXCOM3 X X X MCKODIV X FLEXCOM 3 (USART3/SPI3/
TWI3)
FLEXCOM 4 ART4/SPI4
13 FLEXCOM4 X X X MCKODIV X co (US ISPI4/
TWI4)
14 FLEXCOM5 X X X MCKODIV X FLEXCOM S (USARTS/SPIS/
TWI5)
FLEXCOM 6 (USART6/SPI6/
15 FLEXCOM6 X X X MCKODIV X (
TWI6)
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Instance Name | NVIC Interrupt

PMC
Clock
Control

Generic

Clock Bus

Clock

Main System

Register Write

Instance Description
Protection -

20

21

22

23

24

25

26

27

31

32

33

34

35

36

37

38

39

40

41

42

43

44

FLEXCOM7

PIOA

PIOA

PIOB

PIOB

PIOC

PIOC

QSPI

ADC
ACC

ARM

ARM

MEM2MEMO

TCO
TCO
TCO
TC1
TC1
TC1
TC2
TC2

TC2

TCO

TCO

TCO

TC1

TC1

SEC

SEC

SEC

FPU

IXC

X

CHANNELO

CHANNEL1

CHANNEL2

CHANNELO

CHANNEL1

CHANNEL2

CHANNELO

CHANNEL1

CHANNEL2

COSEC

C1SEC

C2SEC

COSEC

C1SEC

x

X X | X | X X X X X X

X MCKODIV

- MCKODIV

- MCKODIV

= MCKODIV

= MCKODIV

= MCKODIV

= MCKODIV

X MCKODIV

X MCKODIV

— MCKODIV

= MCKODIV

X MCKODIV

- MCKODIV

= MCKODIV

X MCKODIV

- MCKODIV

= MCKODIV

X MCKODIV

= MCKODIV

— MCKODIV

- MCKODIV

= MCKODIV

= MCKODIV

- MCKODIV

- MCKODIV

FLEXCOM 7 (USART7/SPI7/

X
TWI7)
X Parallel /0 Controller A (PIOA)
X Parallel 1/O Controller A (PIOA)
Secure Event Interrupt
X Parallel 1/0O Controller (B PIOB)
X Parallel 1/O Controller (B PIOB)
Secure Event Interrupt
X Parallel 1/0 Controller C (PIOC)
X Parallel 1/0O Controller C (PIOC)
Secure Event Interrupt
Quad 10 Serial Peripheral
X
Interface
X Analog to Digital Converter
X Analog Comparator
- Floating Point Unit except IXC
FPU Interrupt IXC associated
- with FPU cumulative exception
bit
X Memory to Memory Transfer
Controller (MEM2MEMO)
X Timer Counter 0, Channel 0
- Timer Counter 0, Channel 1
- Timer Counter 0, Channel 2
X Timer Counter 1, Channel 0
- Timer Counter 1, Channel 1
— Timer Counter 1, Channel 2
X Timer Counter 2, Channel 0
- Timer Counter 2, Channel 1
— Timer Counter 2, Channel 2
X Timer Counter 0, Channel 0,
Secure IRQ
Timer Counter 0, Channel 1,
Secure IRQ
Timer Counter 0, Channel 2,
Secure IRQ
X Timer Counter 1, Channel 0,

Secure IRQ

Timer Counter 1, Channel 1,
Secure IRQ
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Instance Name | NVIC Interrupt

Register Write

Instance Description

45

46

47

48

49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

64

65

66

67

68

69

70

71

72

73

74

TC1

TC2

TC2

TC2

AES

AES

AESB

AESB

SHA

SHA

TRNG

TRNG

ICM

ICM

CPKCC

MATRIX0

MATRIX1

SUPC

SUPC

SUPC

SUPC

SUPC

SUPC

SUPC

SUPC

SUPC

SUPC

SUPC

SUPC

MEM2MEM1

C2SEC

COSEC

C1SEC

C2SEC

X

AESSEC

X

AESBSEC

X

SHASEC

X

TRNGSEC

X

ICMSEC

X

X

X

WKUP3

WKUP4

WKUP5

WKUP6

WKUP7

WKUP8

WKUP9

WKUP10

WKUP11

WKUP12

WKUP13

WKUP14

PMC . Main System
Clock Generic Bus
Clock

Control Clock
- - MCKODIV
- - MCKODIV
- - MCKODIV
- - MCKODIV
X - MCKODIV
- - MCKODIV
X - MCKODIV
- - MCKODIV
X - MCKODIV
- - MCKODIV
X - MCKODIV
- - MCKODIV
X - MCKODIV
- - MCKODIV
X - MCKO
- - MCKO
- - MCKODIV
X - MCK1DIV

Timer Counter 1, Channel 2,
Secure IRQ

Timer Counter 2, Channel 0,
Secure IRQ

Timer Counter 2, Channel 1,
Secure IRQ

Timer Counter 2, Channel 2,
Secure IRQ

Advanced Encryption Standard
AES Secure Event Interrupt
AES Bridge
AES Bridge Secure Interrupt
Secure Hash Algorithm
SHA Secure Event Interrupt
True Random Number Generator
TRNG Secure Event Interrupt
Integrity Check Module
Integrity Check Module

Public Key Cryptography
Controller

High-Speed Matrix (MATRIXO)
Low-Speed Matrix (MATRIX1)
External interrupt 3
External interrupt 4
External interrupt 5
External interrupt 6
External interrupt 7
External interrupt 8
External interrupt 9
External interrupt 10
External interrupt 11
External interrupt 12
External interrupt 13
External interrupt 14

Memory to Memory Transfer
Controller 1 (MEM2MEM1)
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PM . Mai
e Generic ADEPEC Register Write _
Instance Name | NVIC Interrupt Clock Bus : Instance Description
Clock Protection
Control [of [T ¢
79 TC3 CHANNELO X X MCKODIV X Timer Counter 3, Channel 0
80 TC3 CHANNEL1 X - MCKODIV X Timer Counter 3, Channel 1
81 TC3 CHANNEL2 X - MCKODIV X Timer Counter 3, Channel 2
82 TC3 COSEC _ _ MCKODIV X Timer Counter 3, Channel 0,
Secure IRQ
83 TC3 C1SEC _ _ MCKODIV _ Timer Counter 3, Channel 1,
Secure IRQ
84 TC3 C2SEC _ _ MCKODIV _ Timer Counter 3, Channel 2,
Secure IRQ
85 PIOD X X - MCK1DIV - Parallel /0O Controller D (PIOD)
Parallel /O Controller D Secure
PIOD E - - MCK1DIV X
8 © SEC c Interrupt (named PIOD)
87 UART X X X MCK1DIV X Optical UART
89 MCSPI X X X MCK1DIV X Multi-Channel SPI
90 PWM X X - MCK1DIV - Pulse Width Modulation
94 MATRIX2 X - - MCK1 X High-SpeedMatrix (MATRIX2)
95 MATRIX3 X - - MCK1DIV X Low-Speed Matrix (MATRIX3)
Note:

1.  SEFCO/SEFC1 clocks are MCKODIV2 clock after power-up and reset and during the whole execution of
the ROM Code. The end user application must set the SEFC clock to CPU clock (MCKO) for maximum
performance. Refer to the Flash configuration register SFR_FLASH in the section Special Function Registers
(SFR).

Peripheral DMA Controller (PDC)
Features of the PDC include:
» Data Transfer Handling between Peripherals and Memories
* Low Bus Arbitration Overhead
— One Main System Bus clock cycle needed for a transfer from memory to peripheral
— Two Main System Bus clock cycles needed for a transfer from peripheral to memory
» Next Pointer Management Reduces Interrupt Latency Requirement

The PDC handles transfer requests from the channel according to the priorities given in the following tables (low-to-
high priorities).

Table 11-2. Peripheral DMA Controller (PDCO0)

ADC Receive 10
FLEXCOMO Transmit 14
FLEXCOMO Receive 0
FLEXCOM1 Transmit 15
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FLEXCOM1 Receive 1
FLEXCOM2 Transmit 16
FLEXCOM2 Receive 2
FLEXCOM3 Transmit 17
FLEXCOM3 Receive 3
FLEXCOM4 Transmit 20
FLEXCOM4 Receive 6
FLEXCOMS5 Transmit 21
FLEXCOM5 Receive 7
FLEXCOM6 Transmit 22
FLEXCOM®6 Receive 8
FLEXCOM7 Transmit 23
FLEXCOM7 Receive 9
MEM2MEMO Transmit 19
MEM2MEMO Receive )
QSPI Transmit 18
QSPI Receive 4
TCO Receive 13
TC1 Receive 12
TC2 Receive 11

Table 11-3. Peripheral DMA Controller (PDC1)

MCSPI Transmit 6
MCSPI Receive 1
MEM2MEMA1 Transmit 9
MEM2MEM1 Receive 3
PWM Transmit 7
TC3 Receive 8
UART Transmit 8
UART Receive 2

Table 11-4. Peripheral DMA Controller (PDC2)

SHA Transmit 2
AES Transmit 1
© 2022 Microchip Technology Inc. Complete Data Sheet DS60001780B-page 53

and its subsidiaries



PIC32CXMTG

Peripherals
........... continued
AES Receive 0
© 2022 Microchip Technology Inc. Complete Data Sheet DS60001780B-page 54

and its subsidiaries



12.

121

12.2

12.3

PIC32CXMTG

Cortex-M4 Processor (Arm)

Cortex-M4 Processor (Arm)

Description

The Cortex-M4 processor is a high performance 32-bit processor designed for the microcontroller market. It

offers significant benefits to developers, including outstanding processing performance combined with fast interrupt
handling, enhanced system debug with extensive breakpoint and trace capabilities, efficient processor core, system
and memories, ultra-low power consumption with integrated sleep modes, and platform security robustness, with
integrated memory protection unit (MPU).

The Cortex-M4 processor is built on a high-performance processor core, with a 3-stage pipeline Harvard architecture,
making it ideal for demanding embedded applications. The processor delivers exceptional power efficiency through
an efficient instruction set and extensively optimized design, providing high-end processing hardware including
IEEE754-compliant single-precision floating-point computation, a range of single-cycle and SIMD multiplication and
multiply-with-accumulate capabilities, saturating arithmetic and dedicated hardware division.

To facilitate the design of cost-sensitive devices, the Cortex-M4 processor implements tightly-coupled system
components that reduce processor area while significantly improving interrupt handling and system debug
capabilities. The Cortex-M4 processor implements a version of the Thumb® instruction set based on Thumb-2
technology, ensuring high code density and reduced program memory requirements. The Cortex-M4 instruction set
provides the exceptional performance expected of a modern 32-bit architecture, with the high code density of 8-bit
and 16-bit microcontrollers.

The Cortex-M4 processor closely integrates a configurable NVIC, to deliver industry-leading interrupt performance.
The NVIC includes a non-maskable interrupt (NMI), and provides up to 256 interrupt priority levels. The tight
integration of the processor core and NVIC provides fast execution of interrupt service routines (ISRs), dramatically
reducing the interrupt latency. This is achieved through the hardware stacking of registers, and the ability to suspend
load-multiple and store-multiple operations. Interrupt handlers do not require wrapping in assembler code, removing
any code overhead from the ISRs. A tail-chain optimization also significantly reduces the overhead when switching
from one ISR to another.

To optimize low-power designs, the NVIC integrates with the sleep modes, that include a deep sleep function that
enables the entire device to be rapidly powered down while still retaining program state.

Reference Documents

Document Title Available

Arm Cortex-M4 Technical Reference Manual
developer.arm.com/
ARMv7-M Architecture Reference Manual

Embedded Characteristics
« Tight integration of system peripherals reduces area and development costs
»  Thumb instruction set combines high code density with 32-bit performance
* |EEE754-compliant single-precision FPU
» Code-patch ability for ROM system updates
» Power control optimization of system components
* Integrated sleep modes for low power consumption
» Fast code execution permits slower processor clock or increases sleep mode time
» Hardware division and fast digital-signal-processing oriented multiply accumulate
» Saturating arithmetic for signal processing
» Deterministic, high-performance interrupt handling for time-critical applications
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* Memory Protection Unit (MPU) for safety-critical applications
» Extensive debug and trace capabilities:

— Serial Wire Debug and Serial Wire Trace reduce the number of pins required for debugging, tracing, and
code profiling

© 2022 Microchip Technology Inc. Complete Data Sheet DS60001780B-page 56
and its subsidiaries



13.

131

13.2

13.21

13.2.2

13.2.2.1

PIC32CXMTG

Flash Programming, Debug and Test Features

Flash Programming, Debug and Test Features

Flash Programming Sequence
The device can be programmed in several ways during development and during production.

During development, debugger and/or Flash downloader tools program the application in Flash through the Serial
Wire/JTAG Debug Port and set the corresponding GPNVM bit according to the desired Boot mode on the next
start-up. Lock bits and the Security bit are generally set in the application code.

During end-product manufacturing, the main memory array, GPNVM bits, Lock bits and the Security bit may be set.

The following sequence must be respected when considering setting the security bit either during the development or
the production phase:

1. Program the main memory array (one or several binary images).

2. Program the lock bits (optional).

3. Program the GPNVM bits according to the desired Boot mode.

4. Program the Security bit.

Description

A number of complementary debug and test capabilities are available to users. The Serial Wire/JTAG Debug Port
(SWJ-DP) combines a Serial Wire Debug port (SW-DP) and a JTAG Debug port (JTAG-DP). The SWJ-DP is used

for standard debugging functions, such as downloading code and single-stepping through programs. It also embeds a
serial wire trace.

Associated Documentation

The device implements the standard Arm CoreSight™ Macrocell. For information on CoreSight, the following
reference documents are available from the Arm website:

» CoreSight Technology System Design Guide (ARM DGI 0012D)

» CoreSight Components Technical Reference Manual (ARM DDI 0314H)

* Arm Debug Interface v5 Architecture Specification (Doc. ARM IHI 0031A)

Embedded Characteristics
» Debugging with Serial Wire Debug Port (SW-DP) or JTAG Debug Port (JTAG-DP) Debug Access Port
* Intrumentation Trace Macrocell (ITM) on Both Cores for Support of ‘printf’ Style Debugging

» Debug Access to All Memory and Registers in the System, including Cortex-M4 Register Bank when the Core is
Running, Halted, or Held in Reset

* Flash Patch and Breakpoint (FPB) Unit for Implementing Breakpoints and Code Patches
» Data Watchpoint and Trace (DWT) Unit for Implementing Watchpoints, Data Tracing, and System Profiling
« |EEE 1149.1 JTAG Boundary Scan on All Digital Pins

JTAG Debug Port (JTAG-DP) and Serial Wire Debug Port (SW-DP) Pins

The SWJ-DP is a combined JTAG-DP and SW-DP. SWJ-DP pins are TCK/SWCLK, TMS/SWDIO, TDO/TRACESWO,
TDI and commonly provided on a standard 20-pin JTAG connector defined by Arm.

At start-up, SWJ-DP pins are configured in SW-DP mode. SWJ-DP pins can be used as standard I/Os to provide
users with more general input/output pins when the debug port is not needed in the end application. Mode selection
between SWJ-DP modes is performed through the PIO Controller Registers. Configuration of the pad for pull-up,
triggers, debouncing and glitch filters is possible regardless of the mode.

The JTAGSEL pin is used to select the JTAG boundary scan when asserted at a high level. It integrates a permanent
pull-down resistor of about 15 k to GND, so that it can be left unconnected for normal operations.
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By default, the Serial Wire Debug Port (SW-DP) is active. If the debugger host wants to switch to the JTAG-DP,

it must provide a dedicated JTAG sequence on TMS/SWDIO and TCK/SWCLK which disables the SWD-DP and
enables the JTAG-DP. When the Serial Wire Debug Port is active, TDO/TRACESWO can be used for instrumentation
trace.

The asynchronous TRACE output (TRACESWO) is multiplexed with TDO. The asynchronous trace can only be used
with SW-DP, not JTAG-DP. The SWJ-DP pins are used for debug access to both cores.

Figure 13-1. Debug and Test Block Diagram

[[]| ms/iswoio

[ ]| Tekiswelk

[ ]| o

Boundary SWJ-DP i I:l JTAGSEL
TAP |;
| / >|:| TDO/TRACESWO
Reset < POR
and

Test D TST

Application Examples

Debug Environment

The figure below shows a complete debug environment example. The ICE/JTAG interface is used for standard
debugging functions, such as downloading code and single-stepping through the program. A software debugger
running on a personal computer provides the user interface for configuring a Trace Port interface utilizing the ICE/
JTAG interface.
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Figure 13-2. Application Debug and Trace Environment Example

Host Debugger
| / PC

SWJ-DP
Emulator/Probe

SWJ-DP
Connector

|
MCU

Application Board

13.2.3.2 Test Environment

The figure below shows a test environment example. Test vectors are sent and interpreted by the tester. In

this example, the “board in test” is designed using a number of JTAG-compliant devices. These devices can be
connected to form a single scan chain.

Figure 13-3. Application Test Environment Example

Test Adaptor
£ Tester
JTAG
Probe
JTAG .
— h b - - i
Connector Chip n Chip 2
MCU Chip 1
Application Board In Test

13.2.4 Debug and Test Signal Description
Table 13-1. Debug and Test Signal List

Reset/Test
NRST Microcontroller Reset /0 Low
TST Test Select Input -
SWD/JTAG
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........... continued

ene rweion e | e e
TCK/SWCLK Test Clock/Serial Wire Clock Input

TDI Test Data In Input -
TDO/TRACESWO Test Data Out/Trace Asynchronous Data Out Output -
TMS/SWDIO Test Mode Select/Serial Wire Input/Output Input -
JTAGSEL JTAG Selection Input High

Functional Description

Test Pin

One dedicated pin, TST, is used to define the device operating mode. When this pin is at low level during power-up,
the device is in normal operating mode. When at high level, the device is in Test mode or FFPI mode. The TST pin
integrates a permanent pull-down resistor of about 15 kQ, so that it can be left unconnected for normal operation.
Note that when setting the TST pin to low or high level at power-up, the pin must remain in the same state for the
duration of the operation.

Debug Architecture
The figure below illustrates the debug architecture. The Cortex-M4F embeds four functional units for debug:

*  SWJ-DP (Serial Wire/JTAG Debug Port)
* FPB (Flash Patch Breakpoint)
+ DWT (Data Watchpoint and Trace)
* ITM (Instrumentation Trace Macrocell)
» TPIU (Trace Port Interface Unit)
The information that follows is mainly dedicated to developers of SWJ-DP Emulators/Probes and debugging tool

vendors for Cortex-M4 based microcontrollers. For further details on SWJ-DP, see the Cortex-M4 technical reference
manual.

Figure 13-4. Debug Architecture

DWT

4 Watchpoints

FPB
PC Sampler SWJ-DP

6 Breakpoints

Data address sampler
SWD/JITAG
Data sampler ™
Software trace SWO trace
2 channels
Interrupt trace TPIU

Timestamping

CPU Statistics

Serial Wire/JTAG Debug Port (SWJ-DP)
The Cortex-M4 embeds a SWJ-DP Debug port which is the standard CoreSight debug port. It combines Serial Wire
Debug Port (SW-DP), from 2 to 3 pins and JTAG Debug Port (JTAG-DP), 5 pins.

By default, the SW-DP is active. If the host debugger wants to switch to the JTAG-DP, it must provide a dedicated
JTAG sequence on TMS/SWDIO and TCK/SWCLK. This disables SW-DP and enables JTAG-DP.
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When SW-DP is active, TDO/TRACESWO can be used for trace. The asynchronous TRACE output (TRACESWO) is
multiplexed with TDO and thus the asynchronous trace can only be used with SW-DP.

SW-DP or JTAG-DP mode is selected when JTAGSEL is low. It is not possible to switch directly between SWJ-DP
and JTAG boundary scan operations. A chip reset must be performed after JTAGSEL is changed.

Table 13-2. SWJ-DP Pin List

m JTAG Port Serial Wire Debug Port

TMS/SWDIO T™MS SWDIO
TCK/SWCLK TCK SWCLK

TDI TDI -
TDO/TRACESWO TDO TRACESWO (optional: trace)

13.2.5.3.1 SW-DP and JTAG-DP Selection
Debug port selection is done by sending a specific SWDIOTMS sequence.

» Switch from JTAG-DP to SW-DP. The sequence is:
— Send more than 50 SWCLKTCK cycles with SWDIOTMS = 1
— Send the 16-bit sequence on SWDIOTMS = 0111100111100111 (0x79E7 MSB first)
— Send more than 50 SWCLKTCK cycles with SWDIOTMS = 1

» Switch from SWD to JTAG. The sequence is:
— Send more than 50 SWCLKTCK cycles with SWDIOTMS = 1
— Send the 16-bit sequence on SWDIOTMS = 0011110011100111 (0x3CE7 MSB first)
— Send more than 50 SWCLKTCK cycles with SWDIOTMS = 1

13.2.5.4 Flash Patch Breakpoint (FPB)
The Flash Patch Breakpoint (FPB):

* implements hardware breakpoints
» patches code and data from code space to system space
The FPB unit contains:
» two literal comparators for matching against literal loads from Code space, and remapping to a corresponding
area in System space
» six instruction comparators for matching against instruction fetches from Code space and remapping to a
corresponding area in System space

Alternatively, comparators can also be configured to generate a breakpoint instruction to the processor core on a
match

13.2.5.5 Data Watchpoint and Trace (DWT)
The Data Watchpoint and Trace (DWT) contains four comparators which can be configured to generate the following:

» PC sampling packets at set intervals
» PC or Data watchpoint packets
« Watchpoint event to halt core

The DWT contains counters for the items that follow:

» Clock cycle (CYCCNT)

» Folded instructions

» Load Store Unit (LSU) operations

» Sleep Cycles

CPI (all instruction cycles except for the first cycle)
Interrupt overhead
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13.2.5.6 Instrumentation Trace Macrocell (ITM)
The Instrumentation Trace Macrocell (ITM) is an application-driven trace source that supports ‘printf ‘style debugging
to trace operating system (OS) and application events, and emits diagnostic system information. The ITM emits trace
information as packets which can be generated by three different sources with several priority levels:

» Software trace—Software can write directly to ITM stimulus registers. This can be done using the ‘printf’
function. For more information, see How to Configure the ITM.

* Hardware trace—The ITM emits packets generated by the DWT.

« Timestamping—Timestamps are emitted relative to packets. The ITM contains a 21-bit counter to generate the
timestamp.

13.2.5.6.1 How to Configure the ITM
The following example describes how to output trace data in asynchronous trace mode.

1. Configure the TPIU for asynchronous trace mode (see How to Configure the TPIU)

2. Enable the write accesses into the ITM registers by writing 0OxC5ACCES55 into the Lock Access Register
(Address: OXxEOOOOFBO0)

3. Write 0x00010015 into the Trace Control Register:
— Enable ITM.
— Enable Synchronization packets.
— Enable SWO behavior.
— Fixthe ATB ID to 1.
4. Write Ox1 into the Trace Enable Register:
— Enable the Stimulus port 0.
5. Write 0x1 into the Trace Privilege Register:

— Stimulus port 0 only accessed in privileged mode (Clearing a bit in this register will result in the
corresponding stimulus port being accessible in user mode.)

6. Write into the Stimulus port 0 register: TPIU (Trace Port Interface Unit). The TPIU acts as a bridge between
the on-chip trace data and the ITM. It formats and transmits trace data off-chip at frequencies asynchronous to
the core.

13.2.5.6.2 Asynchronous Mode
The TPIU is configured in asynchronous mode, trace data are output using the single TRACESWO pin. The
TRACESWO signal is multiplexed with the TDO signal of the JTAG Debug Port. As a consequence, asynchronous
trace mode is only available when the Serial Wire Debug mode is selected since TDO signal is used in JTAG debug
mode.

Two encoding formats are available for the single pin output:

* Manchester encoded stream. This is the reset value.
* NRZ-based UART byte structure

13.2.5.6.3 How to Configure the TPIU
This example only concerns the asynchronous trace mode.

1.  Set the TRCENA bit to 1 into the Debug Exception and Monitor register (OXEOOOEDFC) to enable the use of
trace and debug blocks.

2. Write 0x2 into the Selected Pin Protocol register:
— Select the Serial Wire Output — NRZ
3. Write 0x100 into the Formatter and Flush Control register.

4. Set the suitable clock prescaler value into the Async Clock Prescaler register to scale the baud rate of the
asynchronous output (this can be done automatically by the debugging tool).

13.2.5.7 |EEE 1149.1 JTAG Boundary Scan
IEEE 1149.1 JTAG Boundary Scan allows pin-level access independent of the device packaging technology.

IEEE 1149.1 JTAG Boundary Scan is enabled when TST is tied low, while JTAGSEL is high during the power-up, and
must be kept in this state during the whole boundary scan operation. The SAMPLE, EXTEST and BYPASS functions
are implemented. In SWD/JTAG Debug mode, the Arm processor responds with a non-JTAG chip ID that identifies
the processor. This is not IEEE 1149.1 JTAG-compliant.
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It is not possible to switch directly between JTAG Boundary Scan and SWJ Debug Port operations. A chip reset must
be performed after JTAGSEL is changed.

A Boundary-scan Descriptor Language (BSDL) file is provided on www.microchip.com for test setup.

13.2.5.7.1 JTAG Boundary-Scan Register (BSR)

The Boundary-scan Register (BSR) contains a number of bits which correspond to active pins and associated control
signals.

Each input/output pin corresponds to a 3-bit register in the BSR. The OUTPUT bit contains data that can be forced on
the pad. The INPUT bit facilitates the observability of data applied to the pad. The CONTROL bit selects the direction
of the pad.

For more information, refer to the BDSL files available for the device on www.microchip.com.

13.2.5.8 Reset Control

When in Debug mode, debug probes can reset the device (core and peripherals) via the NRST pin or the Reset
Controller (RSTC) registers.

When in JTAG Boundary Scan mode, the device can be reset via the NRST pin or the IEEE 1149.1 reset method.

Important: In Debug mode, resetting the core and peripherals by setting the SYSRESETREQ bit in the
AIRCR via the SW-DP/JTAG-DP interface is not possible.
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13.2.5.9 ID Code Register

Name: ID Code Register
Property: Read-only

JTAG ID Code value is 0x05B4503F.

Bit 31 30 29 28 27 26 25 24
| VERSION[3:0] PART NUMBER[15:12]

Access R R R R R R R R
Reset

Bit 23 22 21 20 19 18 17 16

PART NUMBER([11:4]

Access R R R R R R R R
Reset

Bit 15 14 13 12 11 10 9 8

PART NUMBER([3:0] MANUFACTURER IDENTITY[10:7]

Access R R R R R R R R
Reset

Bit 7 6 5 4 3 2 1 0

MANUFACTURER IDENTITY[6:0] 1

Access R R R R R R R R
Reset

Bits 31:28 — VERSION[3:0] Product Version Number
Set to 0x0.

Bits 27:12 — PART NUMBER([15:0] Product Part Number
Product part number is 0x05B45.

Bits 11:1 — MANUFACTURER IDENTITY[10:0]
Set to 0x01F.

Bit 0 — 1
Required by IEEE Std. 1149.1. Set to 1.
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ROM Code and Boot Strategies

Description

The system always boots from the ROM code, the first-stage bootloader stored in ROM. The main function of the
ROM code is to execute the user application, stored in the internal Flash at address 0x01000000. Boot may be done
in Standard mode, or in Secure mode if the user application requires authentication before execution.

SAM-BA Monitor modes are available to configure the system, to program the user application into regular pages of
the internal Flash, or to save boot-related data such as customer secret keys into dedicated pages of the internal
Flash.

The boot mode selection is done through GPNVM[8:5] of the GPNVM word. Other boot and security features, such
as Flash memory plane exchange or JTAG access, are also managed by the GPNVM word.

Boot Modes and System Clock Tree

The ROM code configures the system clock tree based on the boot mode selected by GPNVM[8:5] and on the value
of the GPBR[15] register.

Standard Boot Mode or FFPI Monitor

When Standard Boot mode is selected, the ROM code jumps directly into the internal Flash memory to execute the
user application. When entering FFPI Monitor, the ROM code keeps the system clock configuration that was set at
power-on or reset: no PLL is enabled, Core and MCKO are sourced by the MAIN clock running from the 12 MHz
internal RC oscillator. The value of the GPBR[15] register is ignored.

Secure Boot Modes or SAM-BA Monitors

For all other boot modes other than Standard Boot and FFPI Monitor, the ROM code modifies the system clock tree
that was configured at power-on or reset and sets a new configuration based on the value of the GPBR[15] register.
For more details, see the section System Clock Tree.

Boot Sequence
The figure below illustrates the ROM code boot sequence depending on the Boot mode.
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Figure 14-1. ROM Code Flowchart (Part 1)
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Figure 14-2. ROM Code Flowchart (Part 2)
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Important:

Boot memory is always the ROM regardless of the value of GPNVM bits [8:5]. The ROM Code sets the
Core clock to 200 MHz on PLLB with a 12 MHz RC oscillator as input clock, only if the ROM code, via the
configuration of the GPNVM bits, is instructed to start the SAM-BA monitor, the secure SAM-BA monitor,
Secure boot with or without fall back to secure SAM-BA monitor.

Because the PMC is set up by the ROM code, care must be taken when the main application running
from Flash sets a new clock configuration scheme for PLLB. Any switch of the input clock of the PLLB
must avoid leading to an output frequency higher than 200 MHz. To avoid any potential over-clocking and
provide more flexibility, Microchip software examples make use of the down-clocking feature for the ROM
code available when programming GPBR15. For more information, see System Clock Tree.

14.2 Functional Description

14.21 ROM Code Console
The console of the ROM code is a serial link to interact with the ROM code and its SAM-BA Monitors.

By default, the system communicates through FLEXCOMO ( FLEXCOMO_IO0 on PA4, and FLEXCOMO_IO1 on PA5)
configured in USART mode with the following attributes:

* Baud rate: 115200 Baud
* Data bits: 8

» Parity: none

» Stop bit: 1

With the GPBR[15] word, the baud rate can be reduced to 57600 if required.

14.2.2 GPNVM Bits

The device features up to eight GPNVM bits and one security bit in the SEFCO0/Plane 0. The GPNVM bits configure
the software or physical connection to hardware in the device for Boot mode selection and other functions.

Note that all GPNVM bits are erased upon assertion of the ERASE signal.

14.2.2.1 GPNVM Bits Overview
For more information on using GPNVM bits, refer to GPNVM Bits.

Security bit
0 - When set to 1, the security bit can only be erased by the ERASE signal
Memory Plane Selection (Plane 0 or Plane 1)
0 The Flash addresses are the default one: order Plane 0, Plane 1
1 The Flash addresses are exchanged: order Plane 1, Plane 0
Hardware Erase Function Lock (EFL)
000 | Not locked, default

110 HW Erase function disabled, EFL bits are read-only (active only if security bit is set)

[4:2]
HW Erase function disabled, EFL bits can still be written by software (active only if
Others L
security bit is set)
Boot Mode
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........... continued

0000 | Standard SAM-BA Monitor ( default). Not Secured.

Standard Boot: Run the user application from the internal Flash at offset 0. Not
Secured.

8:5] 1001 | Secure SAM-BA Monitor. Secured.
1010 Secure Boot (with fallback to Secure SAM-BA Monitor). Secured.
1100 | Secure Boot (Secure SAM-BA Monitor disabled). Secured.

0011

Others Halt (the CPU runs an endless loop)

GPNVM[O0]: Security Bit
The security bit is based on a specific general-purpose NVM bit (GPNVM bit 0).

When security is enabled, any access to the Flash, SRAM, core registers and internal peripherals, either through
the SW-DP/JTAG-DP interface or through the FFPI, is forbidden. This ensures the confidentiality of the code
programmed in the Flash.

This bit is enabled through the command “Set General Purpose NVM Bit” in EEFC_FCR.FCMD. Disabling the
security bit can only be achieved by asserting the ERASE signal on pin PB2 at 1, and after a full Flash erase is
performed.

GPNVM[1]: Memory Plane Addresses Exchange (MPAE) (Plane 0 or Plane 1)

When the device contains two Flash controllers, SEFC0O and SEFCA1, the Flash memory is constituted of two planes,
Plane 0 and Plane 1.

The Flash controller register interfaces have fixed addresses in the system memory map. However, their associated
memory planes are contiguous in the system memory map but can be dynamically swapped by changing the value of
the bit MPAE.

When planes are swapped for dual-boot purposes, the SEFC follows the Flash plane it is connected to. MPAE has no
effect on a device with a single Flash controller ((SEFCO)/Plane 0).

GPNVM[4:2]: Erase Function Lock (EFL)

To avoid erase of the device, the ERASE signal can be locked by programming the GPNVM[4:2].

The EFL function is managed at application level. By default, the ERASE signal is active. The software can lock the

ERASE signal by setting the Erase Function Lock (EFL). These bits can be set to 0 or 1 by software and they apply
only to the ERASE signal. These bits do not prevent erase commands requested by the software.

When the EFL locks the ERASE signal and the security bit (GPNVM[0]) is enabled, the device cannot be recovered.
This function should be used only at the end of the production process. EFL has three bits to allow the majority filter
mechanism.

GPNVM[8:5]: Boot Mode

GPNVM[8:5] are used to select the boot mode. If the Flash is erased via the ERASE signal, the GPNVM are erased
and the next boot mode is the Standard SAM-BA Monitor. To allow at least two bits of difference between two values,
four GPNVM bits are implemented.

SW-DP/JTAG-DP Access
SW-DP/JTAG-DP access is during execution of the ROM code. It is re-enabled when:

« jumping into the user application in Flash after the execution of the Standard boot or Secure boot mode
» executing the FFPI Monitor
» executing the SAM-BA Monitor

Note that the JTAG access remains locked during the execution of the Secure SAM-BA Monitor and its secured
applets.
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User Signature Block 0 of SEFC0
The User Signature Block 0 of SEFCO is reserved for ROM code usage. This is a 4096-byte special area, split into
eight 512-byte pages.

In “non-secure” boot modes (SAM-BA Monitor, Standard boot or FFPI Monitor), the ROM code scans the User
Signature Block 0, erases it if not already erased, and keeps the block unlocked to allow read, write and erase
permissions from the EEFC_USR register of SEFCO. This is a safety mechanism, erasing the customer keys when
the selected boot mode in GPNVM[8:5] is altered from a “secure” boot mode to a “non-secure” boot mode.

If the selected boot mode in GPNVM[8:5] is SAM-BA Monitor, the user is allowed to program the secure boot data
expected in Secure boot mode, without executing the Secure SAM-BA Monitor.

In “secure” boot modes (Secure boot, Secure SAM-BA Monitor), the ROM code stores its secure boot configuration
(authentication algorithm and customer keys) in the User Signature Block 0. Before executing an authenticated user
application, the ROM code locks the access to the User Signature Block 0 and removes read, write and erase
permissions through the EEFC_USR register of SEFCO. This way the customer keys are protected against any
further access from the software.

Finally, the secret customer key, used during AES-256-CMAC computation for user application authentication, is sent
from the Flash controller (SEFCO) to the AES hardware through the key bus. This key never goes through the system
bus, the CPU or the internal SRAM.
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14.2.5 System Clock Tree
Name: System Clock Tree
Reset: -
The ROM code configures the system clock tree according to the value of the GPBR[15] word:
Bit 31 30 29 28 27 26 25 24
| KEY[23:16]
Access
Reset - - - - - - - -
Bit 23 22 21 20 19 18 17 16
KEY[15:8]
Access
Reset - - - - - - - -
Bit 15 14 13 12 1" 10 9 8
KEY[7:0]
Access
Reset - - - - - - - -
Bit 7 6 5 4 3 2 1 0
CPU_CK][3:0] PATCH_BYPAS| BR_57600 MCKODIV2 MCKODIV
S
Access
Reset - - - - - - - -

Bits 31:8 — KEY[23:0]
The ROM code ignores the value of GPBR[15] word unless the value of KEY is 0x524F4D. For any other value, the
ROM code configures the system clock tree from its default settings:

.+ CPU_CK: 0
« MCKODIV: 1

« MCKODIV2: 1

« BR_57600: 0

« PATCH_BYPASS: 1

Bits 7:4 — CPU_CK][3:0] CPU Clock Frequency

0 CPU clock frequency is 200 MHz
1 CPU clock frequency is 100 MHz
2 CPU clock frequency is 50 MHz

Others CPU clock frequency is 200 MHz

Bit 3 — PATCH_BYPASS Flash Patch Bypass
When the ROM code configures the system clock tree, it sets the value of the PATCH_BYPASS bit from the
GPBRI[15] word into the SFR_FLASH register.

Bit 2 - BR_57600 ROM Code Console Baud Rate is 57600
Depending on the system clock tree, the FLEXCOMO USART baud rate cannot reach the targeted 115200 baud rate.
In such cases, the baud rate should be reduced to 57600.
0 ROM code console baud rate is 115200
1 ROM code console baud rate is 57600
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Bit 1 — MCKODIV2

When the ROM code configures the system clock tree, it sets the value of the MCKODIV2 bit from the GPBR[15]
word into the PMC_CPU_CKR register.

Bit 0 — MCKODIV

14.3

When the ROM code configures the system clock tree, it sets the value of the MCKODIV bit from the GPBR[15] word
into the PMC_CPU_CKR register.

Secure Boot Mode

In Secure boot mode, the ROM code authenticates the user application before execution. If the ROM code fails to
authenticate the user application , then this user application is not executed and either:

» the Secure SAM-BA Monitor is run (boot mode is 0b1010)
» the ROM code halts, running an endless loop (boot mode is 0b1100)

A cryptographic signature is appended to the user application in the internal Flash. The ROM code verifies this
signature based on cryptographic data and algorithm choice stored in the first two 512-byte pages of the User
Signature Block 0 (USBO0) in SEFCO.

Table 14-1. User Signature Block 0 Page 0

Byte Offset Bits[127:96] Bits[95:64] Bits[63:32] m

0x000

Reserved
0x010
0x020

AES_256_CMAC_KEY

0x030
0x040

Reserved
0x1F0

AES_256_CMAC_KEY

256-bit secret key that the ROM code uses to compute the AES-CMAC signature of the user application before
comparing it to the signature appended to the user application in the internal Flash. This private key is only used if
AUTH_TYPE is 0 in USBO page1.

Table 14-2. User Signature Block 0 Page 1
[ eyooiset | misiizion | Bispsed | Bisiss | siswto |
0x000
0x010
0x020
0x030
0x040

PUBLIC_KEY_DIGEST

Reserved
0x050

0x060 Reserved AUTH_TYPE

Ox1FO0 Reserved

PUBLIC_KEY_DIGEST:
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SHA-512 digest of the X.509 root certificate in DER format. This public key digest is used by the ROM code only
when AUTH_TYPE is 1. A chain of X.509 certificates in DER format is appended to the user application signature.
The root certificate is the first certificate in this chain.

AUTH_TYPE: Authentication Type

Selects the cryptographic algorithm to be used for the user application authentication.

0 AES-256-CMAC algorithm
1 Public Key algorithm (RSA or ECDSA)
Others The ROM code fails to authenticate the user application

User Application Padding and Signature Alignment

When the Secure boot mode is enabled, padding is always inserted between the user application and its signature so
the offset of this signature in internal Flash is always aligned to 128 bits. The padding is included in the computation
of the user application signature.

In the sections that follow, the 128-bit aligned user signature refers to the user signature plus its padding.

AES-256-CMAC Authentication (AUTH_TYPE = 0)

In AES-256-CMAC Authentication mode, the 128-bit signature of the user application is computed using the
AES-256-CMAC algorithm, hence using the 256-bit secret key, AES_256_CMAC_KEY, stored in USBO page 0.

The computed signature is compared to the signature appended to the 128-bit aligned user application in Flash. The
ROM code locates the position of the signature in Flash reading the 8th vector in the ARM Cortex-M4 exception table
read from 0x01000000 address. Indeed, this 32-bit word, in little endian format, is written with the size in bytes of the
128-bit aligned user application size plus the 16 bytes of the 128-bit AES-CMAC signature.

Table 14-3. User Application in Internal Flash at 0x01000000

Byte Offset Bits[127:96] Bits[95:64] | Bits[63:32] W

0x000 Hard Fault Reset Stack Pointer
0x010 (User App + Signature) Size Usage Fault  Bus Fault Mem Manage
0x020
0x040

User App Size 128-bit AES-256-CMAC signature

(User App + Signature) Size

As an example, for a 1000-byte unsigned user application, the size of the 128-bit aligned user application is ((1000 +
16 -1)/ 16) * 16 = 1008. Then the User App Size written into the 8th vector is 1008 + 16 = 1024.

Public Key Signature for Authentication (AUTH_TYPE = 1)

The signature of 128-bit aligned user application is appended to the 128-bit aligned user application itself and
stored in the internal Flash. The size of this signature depends on the signature algorithm (RSA or ECDSA) and its
parameters.

A chain of X.509 version 3 certificates in DER format is stored in the internal Flash, immediately after the user
application signature. The 1st certificate of this chain (lowest address in internal Flash) is called the root certificate.
The root certificate is self-signed. A SHA-512 digest of the whole root certificate is stored in PUBLIC_KEY_DIGEST
inside page 1 of the User Block Signature 0 in SEFCO.

The ROM code computes the SHA-512 digest of the root-certificate stored in internal Flash then compares the
computed digest with the digest stored in PUBLIC_KEY_DIGEST in page 1 of USBO.
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If the two digests do not match, then the ROM code rejects the root certificate and fails to authenticate the user
application. If the two digests match, then the ROM code continues it authentication process.

Once the root certificate passes the SHA-512 digest test, the ROM code iterates on each X.509 certificate next in
the chain and verifies its signature with the public key of the previous X.509 certificate in the chain. If the ROM code
fails to verify the signature of any certificate in the chain, it fails to authenticate the certificate chain, therefore fails to
authenticate the user application.

When the whole certificate chain is authenticated, the public key of the last X.509 certificate in the chain (highest
address in internal Flash) is used to verify the signature of the user application. If this final signature verification is
passed, then the user application is authenticated and is executed. Otherwise, the ROM code fails to authenticate the
user application.

In this security model, the root of trust is established by the root certificate and its SHA-512 digest stored in page 1 of
USBO.

The 8th and 9th vectors in the exception table of ARM Cortex-M4 are used to store
1. the 32-bit size in bytes of the 128-bit aligned user application plus the size of its signature
2. the 31-bit size in bytes of the chain of X.509 certificates

X.509 certificates are appended in the chain without padding or any alignment consideration.

Bit 31 in the 9th vector tells whether the ROM code can skip the signature verification of the self-signed root
certificate:

0: The signature of the self-signed root certificate if verified before the SHA-512 digest verification

1: The ROM code skips the verification of signature of the self-signed root certificate; only the SHA-512 digest
verification is done to authenticate the root certificate.

fully compliant with https://datatracker.ietf.org/doc/html/rfc5280#section-4.1.2.2, as serial numbers, which

m Restriction: The ROM code has a known limitation when parsing X.509 certificates. Therefore, it is not
MUST be positive numbers, are limited to 18 bytes instead of 20 bytes.

ECDSA Signature
For ECDSA algorithm only, the user signature is organized based on the following layout:

ECDSA user application signature:

OpenSSL ECDSA signature Padding for 32-bit alignment User App Size (32-bit word)

The OpenSSL ECDSA signature is located at the beginning (lowest address in internal Flash) of the ECDSA user
application signature. The 32-bit trailing word value is the size in bytes of the 128-bit aligned user application in
little-endian format.

As an example, for a 1000-byte user application, the size of the 128-bit aligned user application is ((1000 + 16 - 1) /
16) * 16 = 1008 bytes. Hence the 32-bit word is 0x000003F0 and its byte sequence from lowest addresses to highest
addresses is 0xF0, 0x03, 0x00, 0x00.

Thus the total size of the ECDSA user application signature, as verified by the ROM code, is always aligned to 32
bits. Therefore, the offset of the X.509 certificate chain in the internal Flash, given by the value of the 8th vector, is
also always aligned to 32 bits. However, the size of this X.509 certificate chain, given by the value of the 9th vector,
has no alignment constraint.

The layout of the user signature, its signature and the X.509 certificate chain is given in the table below.

0x000 Stack Pointer
0x004 Reset
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........... continued
 muote o

0x008 NMI

0x00C Hard Fault

0x010 Mem Manage

0x014 Bus Fault

0x018 Usage Fault

0x01C (User App + Signature) Size

0x020 X.509 Certificate Chain Size

User App Size

OpenSSL ECDSA Signature + Padding for 32-bit alignment
(User App + Signature) Size - 0x008
(User App + Signature) Size - 0x004 User App Size
(User App + Signature) Size

X.509 Certificate Chain
(User App + Signature) Size +

X.509 Certificate Chain Size - 0x001

(User App + Signature) Size +
X.509 Certificate Chain Size

14.3.3.2 RSA Signature
For the RSA algorithm only, the user signature is directly the RSA signature alone. Unlike the ECDSA case, the size
of the 128-bit aligned user application (without its signature) is not stored because the size of the RSA signature is
always equal to the size of the modulo of the public key from the last X.509 certificate in the chain.

This modulo/signature size is extracted during the parsing and the authentication of the X.509 certificate chain. This
signature size is subtracted to 32-bit size stored in the 8th vector to compute the offset of the RSA signature. The
ROM code supports 2048 and 4096-bit RSA signature size.

The layout of the user signature, its signature and the X.509 certificate chain is given in the table below.

0x000 Stack Pointer
0x004 Reset
0x008 NMI
0x00C Hard Fault
0x010 Mem Manage
0x014 Bus Fault
0x018 Usage Fault
0x01C (User App + Signature) Size
0x020 X.509 Certificate Chain Size
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........... continued

User App Size
2048 or 4096-bit RSA signature
(User App + Signature) Size - 0x001
(User App + Signature) Size

X.509 Certificate Chain
(User App + Signature) Size +

X.509 Certificate Chain Size - 0x001

(User App + Signature) Size +
X.509 Certificate Chain Size

SAM-BA Monitors

The ROM code embeds two distinct SAM-BA Monitors. Both transfer data through FLEXCOMO USART. Most
transfers, including all commands, exchange raw text, or small sequences of ASCII characters. However, bigger
data transfers use the Xmodem protocol to improve the data integrity.

The communication is always initiated by the monitor client, likely the SAM-BA tool, which acts as the Host in the
communication protocol between the target (PIC32CXMTx) and the Host computed.

Standard SAM-BA Monitor

Standard SAM-BA Monitor is the factory default for the boot mode. It supports a small set of basic commands. Most
of these commands allow the user to perform 8-, 16- and 32-bit read or write access to the entire system memory
map, including peripheral registers. Two additional commands download or upload files into the system memory so
that a third command may be run to execute any previously loaded code. Such small binary programs are called
applets. They help to extend the features of the SAM-BA Monitor. For example, one applet could be dedicated to the
internal Flash management so that the user application may be programmed into the internal Flash prior to switching
into the Standard boot mode.

The general syntax of any non-secure SAM-BA Monitor command is:

command ::=[ op_code [ “”
0p_code == “S” [ “R" [ “O” | “H” | “W" [ “0” | *h” | “W" | “G” | “T" | *N" | *K” | “V"

address ::= hex_value

address [ “,” value ]]]‘#"

value ::= hex_value
hex_value ::= [ hex_digit] | hex_digit hex_value
hex_digit ::="0" | “17 | “27 | “3” | “4” | “5” | “6” | “7” | “8” | “9”" | “A” | “B” | “C” | “D” | “E” | “F" | “a@” | “b” | “c” | “d” | “e” | “f"

The following array lists all supported commands and their expected parameters:

e S

Send a value-byte file at address into the system memory S,300000,1000#
R X X  Receive a value-byte file from address in the system memory  R,20000000,40000#
(0] X X | Write the 8-bit value at address into the system memory 0,F8034060,7F#
H X X  Write the 16-bit value at address into the system memory H,00300000,1337#
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........... continued
T
X Write the 32-bit value at address into the system memory W.300010,deadbeef#
o X - Read the 8-bit data from address in the system memory 0,1234 #
h X - Read the 16-bit data from address in the system memory h,00001234 #
w X - Read the 32-bit data from address in the system memory w,f802c000,#
G X — | Execute code at address in the system memory G,300000#
T - —  Enter terminal mode T#
N - — | Exit terminal mode N#
Sets the boot mode to Secure SAM-BA Monitor for further
K X X  power-on/resets (only if address is Oxcafe4fab and value is K,cafe4fab,cafedeca#
Oxcafedeca)
\Y, - — | Read the ROM code version string V#

When the ROM code starts executing its SAM-BA Monitor, Terminal mode is enabled. If Terminal mode is enabled,
each command output is enclosed by an opening “\n\r” sequence and a closing “>”" prompt. Neither the “\n\r”
sequence nor the “>” prompt is sent if Terminal mode is disabled. However, a “\n\r” sequence alone is sent in reply to
any “N#” received command even if Terminal mode is disabled.

In order to help SAM-BA clients to parse and process data, it is recommended to exit Terminal mode before sending
or receiving binary files through the SAM-BA Monitor.

The address and value parameters are case-insensitive and are limited to the last 8 hex_digits received. All
previously received hexadecimal digits are dropped, limiting both address and value to 32-bit words.

Data transfers following “R” and “S” commands use the Xmodem protocol. All other transfers are raw text only.

Secure SAM-BA Monitor

Secure SAM-BA Monitor restricts the number of supported commands compared to the non-secure SAM-BA Monitor.
Direct read and write access to the system memory is now discarded and new commands are introduced to help the
user configure the Secure boot mode.

Note that the syntax of commands differs from that of the non-secure SAM-BA Monitor.

Commands are the only transfers using the raw text format. All other transfers, including replies and payloads, use
the Xmodem protocol.

The syntax for Secure SAM-BA Monitor commands is:
command ::= op_code “,” address “,” length “,” id “,” rw “#”

op_code ::= “RVER” | “WCKY” | “SAPT” | “SMBX” | “RMBX” | “EAPP” | “SFIL” | “RFIL" | “SJTD” | “CRST" | “SSEC” |
“SSNM”

address ::= hex_value

length ::= hex_value

id ::= hex_value

rw ::= hex_value

hex_value ::= [ hex_digit] | hex_digit hex_value

hex_digit :="0" | “17 | “27 | “3” | “4” | “5” | “6” | “7” | “8” | “9”" | “A” | “B” | “C” | “D” | “E” | “F" | “a” | “b” | “c” | “d” | “e” | “f"

The op_code parameter is always a string of four upper-case letters. The address and length parameters must not
exceed eight hexadecimal digits.

The id and rw parameters are not used but kept for backward compatibility purpose. They should be left empty.
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Depending on the command, a data payload can be added after the command. In this case, the payload must be
sent after the Secure SAM-BA Monitor has acknowledged the command and communicated how the data payload
must be split (size of the payload).

The following array lists all supported commands and their expected parameters:

o B S "

RVER Read the ROM code version string RVER,,, #
Write the payload of the length-byte Customer Key message into

[N - A page 0 and page 1 of the User Signature Block 0. RCREE
SAPT X Send a length-byte Secure SAM-BA applet into the internal SAPT, 13D0, #
- SRAMO.
SMBX _ X Send the 128-byte applet mailbox into the internal SRAMO. SMBX,,80,,#
RMBX _ _ Received the 128-byte applet mailbox from internal SRAMO RMBX,,, #
EAPP _ _ Execute the Secure SAM-BA applet previously loaded with the EAPP,, #
SAPT command
SFIL X X Send a length-byte file to later program it at the address offset in SFIL,2000,400, #
some applet-dependent memory
REIL X X Receive a length-byte file from the address offset in some applet- RFIL,2000,400, #
dependent memory
SJTD Set the ‘SECURITY’ bit in GPNVM to persistently disable JTAG SJTD,,, #

- - and Debug ports
CRST Chip Reset CRST,,, #

Set the boot mode to Secure Boot (with fallback to Secure SAM-

SSEC - — BA Monitor) for further power-on/resets

SSEC,,, #

Set the boot mode to Secure Boot (Secure SAM-BA Monitor

S - disabled) for further power-on/resets

SSNM,,, #

There are three types of Secure SAM-BA command replies. The first type is used as a Command ACKnowledge for
all but EAPP and SVER commands. In this case, the syntax of the reply is:

reply ::= “CACK,” errcode “,” length “#’ [ payload ]

errcode ::= hex_value

length ::= hex_value

hex_value ::= [ hex_digit] | hex_digit hex_value

hex_digit :="0" | “17 | “27 | “3” | “4” | “6” | “6” | “7”" | “8” | “9”" | “A” | “B” | “C” | “D”" | “E” | “F” | “a” | “b” | “c” | “d” | “e” | “f"
payload ::= [ BYTE ]| BYTE payload

The second type replies to EAPP (Execute APPlet) commands. The syntax of this reply is the same as the first type
except that “CACK” is replaced by “ASTA”, which stands for Applet STAtus.

Finally, the third type replies to RVER (Read VERsion) commands. . The syntax of this reply is the same as the first
type except that “CACK” is replaced by “SVER”, which stands for Send VERsion.

Table 14-4. List of errcode

00000000 No error
FFFFFFFD Bad value for address argument
FFFFFFFC Bad value for length argument
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FFFFFFF9 Bad op_code
FFFFFFF8 Bad customer key length
FFFFFFF6 The customer key has already been written
FFFFFFF5 AES-256-CMAC error
FFFFFFF4 AES-256-CBC error
FFFFFFF3 Key expansion error
FFFFFFFO SEFC UID read error
FFFFFFED SEFC write error
FFFFFFE7 Data transfer error
FFFFFFEG Invalid argument (payload)

14.4.2.1 Secure SAM-BA Monitor Protocol

14.4.2.1.1 Read ROM Code Version (RVER)
For this specific command, the Secure SAM-BA Monitor replies with the SVER opcode and indicates that the ROM
Code version string length is 48 (0x30) bytes, so the external tool knows how many characters it has to receive.

(PC to Device) >> RVER,,, #
(Device to PC) << SVER,00000000,00000030#v1.0 Jul 4 2019 11:58:23

14.4.2.1.2 Write Customer Key (WCKY)
Sending the customer key to the chip involves sending a binary payload (the ciphered and signed message
containing the customer key and all secure boot settings). This payload is to be sent by the tool after receiving
the acknowledge from the Secure SAM-BA Monitor, telling how many bytes it expects.

(PC to Device) >> WCKY,,cO0,,#

(Device to PC) << CACK,00000000,000000C0#
(PC to Device) >> <customer_key _file.cip>
(Device to PC) << CACK,00000000,00000000#

14.4.2.1.3 Executing Secured Applets
Secured applets are small programs running in the target internal SRAM and extending the Secure SAM-BA Monitor
features. Secured applet binaries are ciphered, signed and bundled with the SAM-BA tool. They cannot be modified
by the user and only Microchip can provide them.

First, send the ciphered and signed applet to the target. This is done by the Send Applet command:
(PC to Device) >> SAPT,,9870, #

(Device to PC) << CACK,00000000,00009870#

(PC to Device) >> <applet_binary.cip>

(Device to PC) << CACK,00000000,00000000#

In the example above, the SAM-BA tool requests sending an applet of size 0x9870 and the Secure SAM-BA Monitor
acknowledges this. The SAM-BA tool sends the ciphered and signed applet binary (the file applet_binary.cip), and
after checking the signature and deciphering the applet in SRAM, the Secure SAM-BA Monitor sends the status (0x0:
successful).

Once the applet has been loaded into the internal SRAM, there is no need to load it again between applet command
executions.
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Once the applet is in SRAM, before executing its code, its mailbox must be filled. The mailbox is the 32-word buffer at
the beginning of the applet area, which allows input parameters and output results to be exchanged with the applet.
To do so, the Send Mailbox command must be issued.

The mailbox is not ciphered, and is automatically written at the correct address in SRAMO by the Secure SAM-BA
Monitor.

(PC to Device) >> SMBX,,80,,#

(Device to PC) << CACK,00000000,00000080#

(PC to Device) >> <applet_init_mailbox.bin>

(Device to PC) << CACK,00000000,00000000#

Now we can run the applet program with Execute Applet command.
(PC to Device) >> EAPP,,, #

(Device to PC) << 0x06

(Device to PC) << ASTA,00000000,00000000#

First, the applet sends a 0x06 byte to notify completion, then the Secure SAM-BA Monitor replies with the status of
the applet execution (0x0: successful). The status of applets are specific to each applet and are not related to the
Secure SAM-BA Monitor error codes.

Also, depending on the applet and the executed command, the mailbox may have been updated with output results.
Then the mailbox should be read back to get those outputs running the Read Mailbox command.

(PC to Device) >> RMBX,,,#
(Device to PC) << CACK,00000000,00000080#<applet_output_mailbox.bin>

Finally, some applet commands need to exchange a large amount of data that does not fit into the 128-byte mailbox.
In this case, applet commands can expect to exchange data through the applet buffer. The Send File (SFIL) and
Receive File (RFIL) Secure SAM-BA Monitor commands are responsible for large data exchange through the applet
buffer.

The Send File (SFIL) command should be executed before the Execute Applet (EAPP), whereas the Receive File
(RFIL) should be executed after it.

(PC to Device) >> SFIL,,10000,,#

(Device to PC) << CACK,00000000,00010000#

(PC to Device) >> <data.bin>

(Device to PC) << CACK,00000000,00000000#

Or

(PC to Device) >> RFIL,00000000,00000400#

(Device to PC) << CACK,00000000,00000400#<data.bin>

The “initialize” command should be the first applet command to be executed for any applet. Then, the size of the
applet buffer can be retrieved by reading the output mailbox.

FFPI Monitor

Description
FFPI Monitor provides parallel high-volume programming using a standard gang programmer. The parallel interface
is fully handshaked and offers an optimized access to all the embedded Flash functionalities

Although the Fast Flash Programming mode is a dedicated mode for high-volume programming, this mode is not
designed for in-situ programming.
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14.5.2 Embedded Characteristics

*  Programming Mode for High-volume Flash Programming Using Gang Programmer
— Offers read and write access to the Flash memory plane
— Enables control of lock bits and general-purpose NVM bits
— Enables security bit activation
— Disabled once security bit is set

» Parallel Fast Flash Programming Interface
— Provides an 16-bit parallel interface to program the embedded Flash
— Full handshake protocol

14.5.3 Parallel Fast Flash Programming

14.5.3.1 Device Configuration

In Fast Flash Programming mode, the device is in a specific test mode. Only a certain set of pins is significant. The
rest of the PIOs are used as inputs with a pull-up. The crystal oscillator is in bypass mode. Other pins must be left
unconnected.

The figure and table below provide details on the signals and power supplies used when FFPI is implemented.

VDD3V3 [«——
—— #CMD VBAT
«— RDY
»| #OE VDDPLL je——
RESP VDDCORE f«——
GND fe——
«— #VALID

XIN f—
—»| MODE[2:0]
TST je—
<> DATA[15:0]
JTAGSEL fe—

Table 14-5. Signal Description List

. . Active

Power

I/0 Lines and Main Power

. Power - Connect to 3.3V
Supplies Input

VDD3V3

VBAT - Backup Area and Backup 1/0 Power - Connect to 3.3V
Lines Power Supply Input

VDDCORE - Core Power Supply Input Power - Connect to 1.1V
VDDPLL - PLL Power Supply Input Power - Connect to 1.1V
GND - Ground Ground - Connect to GND
Clocks
XIN PA29  Main Clock Input Input _ ?r:r;/ fg‘t‘jrseo""'\%‘; Slgiel
Test
Must be at high (3.3V)
TST - Test Mode Select Input High during power-up, then low
(0V) after reset period.
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........... continued

. . Active

JTAGSEL

#CMD
RESP

RDY

#OE

#VALID

MODEO
MODE1
MODE2

PA8
PB26

PB24

PA9

PB25

PA23
PA24
PA25

JTAG Test Mode Select Input

PIO

Valid command available Input

Error Response Output

0: Device is busy

1: Device is ready for a new Output

command

Output Enable (active low)

0: the host releases the
DATA[15:0] lines and asks the

target device to drive them Input

1: the host drives the
DATA[15:0] lines

When #OE is 0, #VALID is O
if a valid data can by read

by the host from DATA[15:0]
and #VALID is 1 if the data on
DATA[15:0] is not valid yet.

When #OE is 1, the target
device rises #VALID to 1

Output

Specifies DATA type Input

High

Low

High

Low

Low

Must be at high (3.3V)
during power-up, then low
(OV) after reset period.

Pulled-up input at reset

Pulled-up input at reset

Pulled-up input at reset

Pulled-up input at reset

Pulled-up input at reset

Pulled-up input at reset
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........... continued
e
DATAO PA4
DATA1 PA5
DATA2 PA6
DATA3 PA7
DATA4 PB3
DATA5 PB4
DATA6 PB9
DATA7 PB10
Bi-directional data bus Input/Output - Pulled-up input at reset
DATAS8 PB11
DATA9 PB12
DATA10 PC10
DATA11 PC11
DATA12 PC12
DATA13 PC13
DATA14 PC14
DATA15 PC15

14.5.3.2 Entering FFPI Mode

14.54

14.5.41

To enter FFPI mode, follow the steps below:

1. Apply the supplies as described in figure and table above.

2. Apply XIN within the VDDCORE POR reset time-out period, as defined in the section “Electrical
Characteristics”.

3. Wait for the end of this reset period. Set JTAGSEL and TST to 0V during the entire FFPI operation.
The FFPI Monitor also requires that:

* Boot mode (BM) in GPNVM is either 0b0000 (SAM-BA Monitor) or 0b0011 (Standard boot)
* SECURITY bitis 0 in GPNVM

FFPI Protocol

Despite the XIN clock, the FFPI protocol is asynchronous, as there is no clock signal to synchronize other FFPI
signals. Instead, the target device and the host are kept synchronized by the RDY and CMD signals.

RDY , #CMD and MODE[2:0] Lines

The RDY signal is driven by the target device so its ready/busy state can be monitored by the host. Hence, the target
device raises the RDY line to level 1 (ready) when it is ready to process a new command and it keeps the line to
level 0 (busy) while processing a command. The host must wait for the RDY line level to be 1 before sending any
command.

Once the command processing is finished for the target device, it must wait for the host to release the #CMD line
before raising the RDY line to level 1 again.

When the target device is ready to process a command, the host first drives the MODE[2:0] lines to encode the type
of the next command to be processed by the target device. Then it asserts the #CMD to query the target to process
the requested command. The table below lists four different types of commands:
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m Command Description

CMDE Read the value of DATA[7:0] lines and set it as the new value of the OP[7:0] register
1 ADDRO Read the value of DATA[15:0] lines and set it as the new value of ADDR[15:0] register
2 ADDR1 Read the value of DATA[15:0] lines and set it as the new value of ADDR[31:16] register
5 DATA Exchange data and/or start/resume the selected operation

For details on OP[7:0] and ADDR[31:0], see the section Internal Registers.

The host must keep the levels of the MODE[2:0] and #CMD lines until a falling edge is detected on the RDY line. This
falling edge of the RDY line indicates that the target device has acknowledged the new command and has started to
process it. Now, the host can release the MODE[2:0] and #CMD lines.

Next, the host must release the #CMD line because the target device waits for the #CMD line to be released before
raising the RDY line again.

DATA[15:0], #OE and VALID Lines
16-bit data are exchanged between the target device and the host through the DATA[15:0] lines. This data transfer
can be bidirectional. The level of the #OE line, driven by the host, indicates the direction of the transfer:

» 0: target device to host (output data)

* 1: host to target device (input data)

Input data are always sampled by the target device at the beginning of any command but output data can only be
sent by the target device then sampled by the host at the end of DATA commands.

14.5.4.2.1 Input Data Transfer (all commands)

At the beginning of any command, the host should drive the DATA[15:0] lines and release the #OE line.

If the host has to send an input data, then it must set the proper value on the DATA[15:0] lines (and on the
MODE[2:0] lines) before it starts a new command by lowering the #CMD line. Also, similar to the MODE[2:0] lines,
the host must maintain the value on the DATA[15:0] lines until it detects a falling edge on the RDY line. The target
device always samples the DATA[0:15] lines to read the input data at the same time as it samples the #CMD and
#MODE[2:0] lines, just before lowering the RDY line.

14.5.4.2.2 Output Data Transfer (DATA Command Only)

The host can assert #OE only during DATA commands to query output data. The host must wait for the RDY line

to be lowered before asserting the #OE line. Then, the host must maintain #OE asserted in order to allow the

target device to drive the DATA[15:0] lines and write the output data. When it has completed processing the DATA
command, the target device always waits for the host to assert the #OE line before driving the DATA[15:0] lines then
asserting the #VALID line.

The #VALID line notifies the host that the output data is available for reading. Consequently, the target device must
keep the #VALID signal asserted and the output value on the DATA[15:0] lines until it detects the next rising edge of
the #OE signal.

Once it has detected the assertion of the #VALID line, the host reads the output value on the DATA[15:0] lines. Then,
the host must deassert the #OE line to notify the target device that the output data has been read. Finally, the target
device can release the DATA[15:0] lines before raising again the RDY line.

14.5.4.2.3 RESP Line

The target device raises the RESP line at the end of a command if an error has occurred during processing. The
target device can raise the RESP line only during CMDE or DATA commands. The host keeps the RESP line to 1
until the host acknowledges it. The procedure to acknowledge the error depends only on the type of command during
which the target device has raised the RESP line.

» If the RESP line has been raised to 1 at the end of a CMDE command, then the host only needs to send a single
CMDE or DATA command to acknowledge the error

« |f the RESP line has been raised to 1 at the end of a DATA command, then the host must send two commands:
a CMDE command first, then either a CMDE or a DATA command for the second command.

© 2022 Microchip Technology Inc. Complete Data Sheet DS60001780B-page 84
and its subsidiaries



14.5.4.3

PIC32CXMTG
ROM Code and Boot Strategies

The input data carried by the DATA[15:0] lines during the commands sent to acknowledge the error are not relevant.
However, CMDE or DATA commands are processed normally by the target device, as if the RESP line were 0.

On error acknowledge, the target device lowers the RESP line just after it has lowered the RDY line, hence at the
beginning of the CMDE or DATA command processing.

Internal Registers
The FFPI Monitor uses two internal registers: OP[7:0] and ADDR[31:0].

14.5.4.3.1 OP[7:0] Register

OPJ7:0] is an 8-bit register that stores an operation code to select which operation the target device performs when

it processes DATA commands. The host updates the value of the OP[7:0] register with CMDE commands. Supported
operations are listed in the table below.

Note: Operation codes listed in the table below are not the low-level Flash Commands at SEFC level. These are
high-level commands within the FFPI Monitor.

0x00 SYNC No operation

0x11 READ Read Pages

0x12 WP Write Pages

0x21 USRP User Signature Read Pages
0x22 WPL Write Pages then Lock Pages
0x32 EWP Erase Block then Write Pages
0x42 EWPL Erase Block, Write Pages then Lock Pages
0x14 SLB Set Lock Bit

0x24 CLB Clear Lock Bit

0x34 SGB Set GPNVM Bit

0x44 CGB Clear GPNVM Bit

0x52 UsSwp User Signature Write Pages
0x54 SSB Set SECURITY Bit

0x62 USEWP User Signature Erase Block then Write Pages
0x15 GLB Get Lock Bit

0x25 GGB Get GPNVM Bit

0x35 GSB Get SECURITY Bit
0x06 SFB Select Flash Bank
Ox1E VERSION Read FFPI Monitor Version
Ox1F WRAM Write into RAM

0x2F RRAM Read from RAM

O0x3F JRAM Jump in RAM

14.5.4.3.2 ADDR[31:0] Register

ADDR([31:0] is a 32-bit register that stores the address/offset value used as an argument by some operations.
Operations making use of the ADDR[31:0] register are:

+ READ

« WP

+ USRP
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« WPL

« EWP

« EWPL

+ USWP

+ USEWP
* RRAM

+ WRAM
+ JRAM

Before selecting any of those operations, the user should execute ADDRO and ADDR1 commands to set the value of
ADDR[31:0].

The example below sets the ADDR[31:0] register to 0x12345678.

The ADDR[31:0] register is automatically incremented by 2 after each DATA command in the operations listed above
except JRAM.

ROY /] \ I \ |
MODE X apDRO ¥/ X mpbDR1 §
sco  \ [ J/ v )

DATA X oxs678 ¥ N oxie3a ¥

HOE J/ Ji

#VALID J/ J/
RESP I [

14.5.5 Erasing Flash Sectors

Prior to programming a Flash page, the 4K block containing this Flash page must be erased by using the EWP
command.

Note: If a large amount of data must be programmed, for example, data spanning several 4K or 32K blocks or 128K
sectors, it is advisable to use the HW Erase signal to erase the entire Flash prior to writing data into the Flash.

RDY 7] /N I [
MODE |\ CMDE ) X _DATA Yt
scvp  \_ [\ Ji
DATA X EA | X dummy K7

#OE J/

#VALID J/

RESP [[

The above example shows a successful EWP command. However, if an error occurs during the erase operation the
FPPI Monitor raises the RESP line as shown below:
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roy 7777 7]

MODE 7 cMDE V7 7N oata Y07 ﬁ@( CMDE ¥/ X _cmpoE Y
e\ /[ )/ A U A
DATA ZEIEN 7N dummy Y07 ﬁ/%( sYNG W7 A sy~ ¥

#OE J/ Ji
#VALID J J
RESP / / ) —

Programming Flash Pages

Page programming into the internal Flash uses a page cache in internal SRAMO to speed up to the process, writing
all page data at once in the internal Flash.

ROY 7] \ /A A R
MODE X comoE Y7 77X oatAa XV X oatAa Yo

gm0\ [\ [ N J
DATA X wp Y Q777 N oxBEEF ¥/ ]V X oxDEAD ¥

#OE Ji Ji Ji
#VALID Ji Ji )
RESP I [ /!

The above example shows how to write the [OXEF, 0xBE, OxAD, 0xDE] byte sequence into the page cache. Since
Flash pages are 512 bytes, the offset in the page cache where any 16-bit data is written is given by current value
ADDR]8:0] before the auto increment. In turn, the page index where the page cache will be flushed into is given in
ADDRJ[31:9]. A value of zero for page index makes the address parameter point to the very first page of the internal
Flash.

At the end of a DATA command, if the auto increment of ADDR[31:0] crosses the page boundary, then a page cache
flush into the internal Flash is automatically triggered at the beginning of the next DATA command, before writing the
new data into the page cache. If no more data are to be written, a page cache flush can be manually triggered by
sending a CMDE command, similar to a simple SYNC operation.

Before executing a DATA command during a Write Page operation (WP, EWP, WPL, EWPL)s, the ADDR[31:0]
register should always be aligned to 2 bytes, meaning ADDR[0] = 0.

If an error occurs while flushing the page cache, the FPPI Monitor raises the RESP line:

rRoYy  \__ [\ [ [ [ [

MODE 77/ DATA X N _oata W N _cmpE X7 X cMDE {7
#CMD \ / \ / J y—__/ /7
DATA 777§ Ox0IFE {7 N _oxoooo Wl N _sync ¥ X sync {7

#OE Jii J/
#VALID J J
RESP [ / J —

In the above example, the sequence of bytes [OxFE, 0x01, 0x00, 0x00] is written into the page cache. The page
boundary is crossed after byte 0x01 so the 2nd DATA command triggers a page cache flush. This flush operation
fails, so the FFPI Monitor raises the RESP line. Later the host sends two CMDE commands to acknowledge the error
so the FFPI Monitor lowers the RESP line.

Reading Flash Pages

Flash pages are read executing READ operations. The ADDR[31:0] register must be positioned first. A zero value for
ADDR([31:0] sets the current address parameter to the beginning of the internal Flash.
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In the example below, the sequence of bytes [OXEF, 0xBE, 0xAD, 0xDE] is read from the internal Flash.

RDY 7/ \ i \ A / \ I [
MODE X oMDE Yt 7 oaTA Xl N oata Y

w0\ [\ __ ] /)
DATA 7777777X_READ_X77777]777777)_dummy _——{f—"oxBEEF ¥777)_dummy f—{CoxoEAD } 777

#OE i \ 7\ /i [/
#VALID /2’/ ?[ Y /[/[ .

14.5.8 Selecting the Flash Bank (SEFCO0 or SEFC1)

Some product parts embed two Flash banks, each controlled by the corresponding Flash controllers: either SEFCO
or SEFC1. All Flash operations, such as EA or SLB, access only the selected Flash bank. By default, the bank
controlled by SEFCO is selected. The SFB operation changes the selected Flash bank according to the input value of
the DATA command following the CMDE command:

* 0: Flash Bank 0 (SEFCQ) is selected
* 1: Flash Bank 1 (SEFC1) is selected

RDY \ / \ /
MODE 7/ 7} CMDE }\ 7\ DATA )
#CMD \ / \ /
DATA 7% SFB Y 7\ ox0001 )

#0OE

#VALID

RESP

14.5.9 Managing Flash Bits

The FFPI Monitor supports a set of command to set, clear or get Flash bits. Three kinds of Flash bits can be
managed:

* GPNVM bits
* Lock bits
« SECURITY bit (GPNVM bit 0)

All set/clear/get operations start by a CMDE command with the relevant op code, followed by one or more DATA
commands carrying data. The first data carries bits [15:0], the second data carries bits [31:16], the third data carries
bits [47:32], etc.

RDY 77 \ / \ / \ / \ /
MODE X CMDE ) % DATA )\ % DATA )\ % DATA )\
sco O\ [\ [\ /[
DATA {_sB )7 % _oxoc4al ) % _ox0800 )7 % _oxcooo )7

#OE

#VALID
RESP
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As an example, the above command sets Lock bits 0, 6, 10, 11, 27, 46 and 47 in the selected Flash bank.

Then the Get Lock Bit operation can be executed to read back:

W\—ff_/ \ // /

#CMD mm ﬂ Ji
oar 777777748 Y7777)777X oy~ f— onccas s om0 7
#OE ﬂ \ Jm I [
#VALID /En’[ /?/ . ?// .

Set Bit operations only update the value of bits set in the bitmask carried by DATA commands but leave the values of
other bits unchanged. Also, Clear Bit operations only update the value of bits set in the bitmask, leaving values of bits
not set in the bitmask unchanged.

14.5.10 Read, Write or Jump into RAM

RRAM and WRAM operations perform 16-bit read/write accesses into any RAM area of the system memory. The
ADDR([31:0] register must be updated first with the address of in the system memory of the 16-bit word in RAM to be
read or written. Then, the ADDR[31:0] register is automatically incremented by 2 after each DATA command within
the RRAM or WRAM operation. There is no alignment constraint when accessing the system RAM.

Finally, the JRAM operation makes the FFPI Monitor jump into an address in the system RAM to execute the binary
code previously loaded into this address. The binary code is executed after the target device has processed a DATA
command within a JRAM operation.
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15.  Supply Controller (SUPC)

15.1 Description

The Supply Controller (SUPC) is a VDDBU-powered (resulting voltage from VBAT/VDD3V3 selection) peripheral in
charge of:

Sequencing the internal circuits (VDDCORE regulator, oscillators, etc.) at device power-up or wake-up, as well
as when entering a low-power mode (Backup mode, Wait mode),

Slow clock (MD_SLCK and TD_SLCK) generation

Internal supply regulator control

Control of external power supply circuit (via SHDN pin)

Supply Monitoring functions (Power-on Reset, Supply Monitors) management
Wake-up event detection

Tamper event detection

The SUPC configuration is saved as long as VDDBU supply is maintained.

15.2 Embedded Characteristics

Management of the Embedded Voltage Regulator to Enter In and Exit from Backup Mode
Management of Supply Monitors on VDD3V3 and VDDCORE to Trigger a Reset
Shutdown Logic for External VDDCORE Generation

— Software assertion of the Shutdown Output pin (SHDN)

— Automatic de-assertion from the configurable wake-up events
Slow Clock Generation

— MD_SLCK—Monitoring domain slow clock. This clock, sourced from the Slow RC oscillator, is the only
permanent clock of the system and feeds the safety-critical functions of the device (WDT, RSTC, SUPC,
frequency monitors and detectors, PMC start-up time counters). Its source cannot be modified.

— TD_CLK—Timing domain slow clock. This clock, generally sourced from the 32.768 kHz crystal oscillator,
is routed to the RTC and RTT peripherals.

Independent Tamper Detection on 5 Inputs with Configurable Backup Mode Exit
Programmable Immediate Clear of the General-Purpose Backup Registers (GPBR) on Tamper Events
Support of Multiple Wake-Up Sources to Exit from Backup Mode
— 15 wake-up inputs with programmable debouncers
— Real-Time Clock alarm
— Real-Time Timer alarm
— Supply monitor detection on VDD3V3, with programmable sampling period and voltage threshold
— Detection of VDDCORE rising edge when externally supplied
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15.3 Block Diagram
Figure 15-1. SUPC Block Diagram

VDDCORE
Power-On Reset

VDD3V3
Power-On Reset
Backup Reset from  —Jp» VDDCORE
Reset Controller (RSTC) Regulator

&
RSTC_MR.PWRSW Core Reset

Controller

Supply Controller (SUPC)
VDDBU powered

To Reset Controller
Power Switch Control

VDDCORE Voltage|
Regulator

VDD3V3 [ }— (internal)
VBATD Monitoring

At power-up VDDBU= VDD3V3

WAKEUP TAMPER | | vopavs

VDDLCD

VBAT Controller Control

Supply Monitor

VDDLCD Voltage
Regulator | | vboLep

Internal (In/Out)
VDD3V3 VDD3V3 SM output ( )

Supply Monitor

VDDCORE X interrupt line
Supply Monitor

To Interrupt
Controller

XQUT32
32.768kHz

Crystal
Oscillator w} To RTC and RTT

MD_SLCK To peripherals
Oscillator (WDT, etc)

WKUP[14:3]
powered on VDD3V3

D_

WKUP[2:0]
powered on VDDBU

| Peripheral Input Output Controller |

SHDN
(to external
power supply)

VDD3V3 SM output

MD_SCLK 1

External Regulator Control

RTT_ALARM
From RTT and RTC RTC_ALARM

Tamper Detection Controller TAMPER event
for Timestamping

DEBOUNCERY
A GPBR Clear

To GPBR

WKUP[4:3] (VDD3V3)

WKUP[2:0] (VDDBU)

From RTC [—}RTCOUTO

© 2022 Microchip Technology Inc. Complete Data Sheet DS60001780B-page 91
and its subsidiaries



15.4

15.4.1

15.4.2

PIC32CXMTG
Supply Controller (SUPC)

Functional Description

Overview
The Supply Controller (SUPC) is powered by VDDBU and clocked by MD_SCLK (slow clock).

MD_SLCK is always driven by the slow RC oscillator for safety/security reasons.

At power-up, as soon as the VDDBU voltage passes over the VDD3V3 POR threshold voltage, the SUPC
sequentially starts the VDDCORE voltage regulator and deactivates the reset of the VDDCORE domain.

The system can be put in Backup mode (Low-power mode) by configuring the SUPC; exit from Backup mode can be
triggered by different programmable sources (RTC, RTT, WKUPXx pins, Supply Monitor).

When entering or exiting Backup mode, the SUPC controls the VDDCORE voltage regulator and the reset of the
VDDCORE domain.

At power-up, TD_SLCK is driven by the slow RC oscillator. Once configured on the 32.768 kHz crystal oscillator,
TD_SLCK is driven by this 32.768 kHz crystal oscillator as long as VDDBU voltage is active.

A slow crystal oscillator monitoring circuitry is active in all system modes including Backup mode, and can be
configured to automatically switch the TD_SLCK clock source from the slow crystal oscillator to the slow RC
oscillator.

The Supply Monitoring section of the SUPC includes a programmable supply monitor on VDD3V3. The output can
either generate a software interrupt or a reset of the VDDCORE domain.

The SUPC features a tamper detection circuit on the WKUP[14:0] signals. This detection is active in all power modes.
When only VBAT is supplied, 3 tamper detection pins are available (WKUP[2:0]. Upon a tamper detection event, the
SUPC can be configured to automatically clear the General-Purpose Backup Registers (GPBR) and the tamper event
is routed to the RTC for timestamping purposes.

The SUPC can be configured to control an external power supply, for example an external voltage regulator, by
driving the SHDN pin.

To perform a shutdown of the external voltage regulator, the software asserts the SHDN pin by writing SHDW=1 in
the Control register (SUPC_CR). The shutdown is active only two MD_SLCK cycles after the write of SUPC_CR. This
register is password-protected and so the value written must contain the correct key for the command to be taken into
account. As a result, the SHDN pin is driven low and the system is powered down (VDDCORE voltage equals 0).

Slow Clock Generator

As soon as VDD3V3 is supplied, both the 32.768 kHz crystal oscillator and the slow RC oscillator are powered, but
only the slow RC oscillator is enabled. The slow RC oscillator provides a faster start-up time than the 32.768 kHz
crystal oscillator.

The user can select the 32.768 kHz crystal oscillator to be the source of TD_SLCK, as it provides higher accuracy
than the slow RC oscillator especially when an RTC is required by the application. The slow crystal oscillator is
selected when SUPC_CR.TDXTALSEL=1.

For MD_SLCK clock, the slow RC oscillator is always the source. There is no way to modify the source of this clock.
This ensures a reliable monitoring clock for the system due to the monolithic nature of the slow RC oscillator.

The following sequences must be followed to switch from the slow RC oscillator to the 32.768 kHz crystal oscillator:
Case 1: The 32.768 kHz crystal oscillator was not previously enabled.

1. Start and select the 32.768 kHz crystal oscillator as the source of TD_SLCK by setting
SUPC_CR.TDXTALSEL.

2. The switching of TD_SLCK is effective when TDOSCSEL is set in the Status register (SUPC_SR).
Note: This flag is set at the end of the 32.768 kHz crystal oscillator start-up period, which can last from a few
hundreds of millisecond to a few seconds.

Case 2: The 32.768 kHz crystal oscillator is already enabled.

1. Select the 32.768 kHz crystal oscillator as the source of TD_SLCK by setting SUPC_CR.TDXTALSEL.
2. The switching of TD_SLCK is effective when SUPC_SR.TDOSCSEL is set.
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The switching time may vary depending on the slow RC oscillator output frequency. The switch of the slow clock
source is glitch-free.

Reverting to the slow RC oscillator as the clock source of TD_SLCK is only possible by powering down the selected
voltage source of VDDBU (VDD3V3 or VBAT).

The user can also set the 32.768 kHz crystal oscillator in Bypass mode instead of connecting a crystal. In this case,
the user has to provide the external clock signal on XIN32. The input characteristics of the XIN32 pin are given in the
section “Electrical Characteristics”. To enter Bypass mode, SUPC_MR.OSCBYPASS must be set to 1 before setting
TDXTALSEL.

Core Voltage Regulator and Low-Power Modes

The SUPC controls the embedded VDDCORE voltage regulator. It controls its power-up sequence to ensure an
optimal load.

The user can switch off the voltage regulator, thus putting the device into Backup mode, by writing
SUPC_CR.VROFF to 1.

If an external power supply is used, the device is put into Backup mode by writing SUPC_CR.SHDW to 1.

When the internal voltage regulator is not used and VDDCORE is externally supplied, the voltage regulator can be
disabled by writing SUPC_MR.VREGDIS to 1. In this case, SUPC_EMR.COREBGEN must be set to 1 once the
external VDDCORE is supplied.

This asserts the VDDCORE domain reset signal after the write resynchronization time, which lasts two slow clock
cycles (worst case). Once the VDDCORE domain reset signal is asserted, the processor and the peripherals are
stopped one slow clock cycle before the core power supply shuts off.

VDD3V3 Supply Monitor
The SUPC embeds a supply monitor which monitors the VDD3V3 rail.

The VDD3V3 supply monitor can be used to prevent the processor from falling into an unpredictable state if the main
power supply drops below a certain level.

The threshold of the VDD3V3 supply monitor is programmable in the IOSMTH field of the Supply Monitor Mode
register (SUPC_SMMR). Refer to the section “Electrical Characteristics”.

The VDD3V3 supply monitor can also be enabled during one slow clock period on every one of either 32,
256 or 2048 slow clock periods, depending on the user selection. This is configured in the IOSMSMPL field in
SUPC_SMMR.

Enabling the VDD3V3 supply monitor for such reduced times divides the typical supply monitor power consumption
by factors of 2, 16 and 128, respectively, if continuous monitoring of the VDD3V3 power supply is not required.

A VDD3V3 supply monitor detection generates either a reset of the VDDCORE domain or a wake-up (exit from
Backup mode). Generating a VDDCORE domain reset when a VDD3V3 supply monitor detection occurs is enabled
by writing SUPC_SMMR.IOSMRSTEN=1.

Waking up the device when a VDD3V3 supply monitor event occurs can be enabled by writing IOSMWKEN=1 in the
Backup Mode register (SUPC_BMR).

A VDD3V3 supply monitor under voltage event can trigger an interrupt by writing IOSMEV=1 in the Interrupt Enable
register (SUPC_IER).

The SUPC provides the following status bit:

+ SUPC_SR.IOSMWS: The flag rises when a VDD3V3 supply monitor event triggers a wake-up of the system.
This flag is a copy of IOSMWS in the Wakeup Status register (SUPC_WUSR) and thus is cleared when
SUPC_WUSR is read.

*+ SUPC_SR.IOSMRSTS: The flag rises when VDD3V3 supply monitor under voltage event triggers a VDDCORE
reset. This flag is a copy of SUPC_WUSR.IOSMRSTS and thus is cleared when SUPC_WUSR is read.

+ SUPC_SR.IOSMS: VDD3V3 supply monitor output.

+ SUPC_SR.IOSMIS: The flag rises when VDD3V3 supply monitor under voltage event occurs. This flag is a copy
of SUPC_ISR.IOSMEYV and thus is cleared when the SUPC_ISR is read.
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Figure 15-2. VDD3V3 Supply Monitor Status Bit and Associated Interrupt
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Power-up, Power-down and SUPC Reset

The SUPC is reset (Backup area reset) by powering down the selected voltage source of VDDBU (VDD3V3 or
VBAT).

As long as a Backup area reset is asserted, the system is in the following state:

* The SUPC is in reset state, and consequently,

+ The VDDCORE core voltage regulator is off and the VDDCORE reset signal is asserted. The 1/O pins default to
their reset state as described in the section “Package and Pinout”.

The slow RC oscillator, powered by VDDBU, is off as long as VDDBU voltage remains low.

As soon as VDDBU voltage is valid, the SUPC exits reset state. Five slow RC oscillator cycles later, the SUPC
enables the VDDCORE voltage regulator and the VDDCORE POR. When the output signal of this VDDCORE POR
indicates a valid VDDCORE voltage for at least one slow RC oscillator cycle, the VDDCORE core logic reset signal is
de-asserted and the Reset Controller (RSTC) de-asserts the downstream reset signals in the VDDCORE domain.

At power-down, the SUPC is reset and its configuration is immediately lost. Without any sequencing, the core voltage
regulator is turned off, the core reset signal (vddcore_nreset) is asserted, the I/O configuration is lost (I/Os default to
their reset state), the oscillators and PLLs are switched off. Considering the uncontrolled nature of this power-down, it
is strongly recommended to have the device in an idle state before reaching VDDBU low voltage threshold.

VDDCORE Domain Reset

The SUPC manages the VDDCORE reset signal sent to the Reset Controller, as described in 15.4.5. Power-up,
Power-down and SUPC Reset. The VDDCORE domain reset signal is asserted before shutting down the VDDCORE
power supply and released as soon as the VDDCORE power supply is valid.

There are two additional sources (different from watchdog, user reset) which can be programmed to trigger a
VDDCORE domain reset:

* aVDD3V3 supply monitor under voltage detection
* a VDDCORE supply monitor under voltage detection

VDD3V3 Supply Monitor Reset

The VDD3V3 supply monitor can be configured to generate a reset of the VDDCORE domain This is enabled by
setting the SUPC_SMMR.VDD3V3SMRSTEN=1.
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If SUPC_SMMR.VDD3V3SMRSTEN=1 and a VDD3V3 supply monitor event occurs, the VDDCORE source reset
signal is immediately activated for a minimum of one slow clock cycle.

VDDCORE Supply Monitor Reset

The VDDCORE supply monitor can be configured to generate a reset of the VDDCORE domain. If the VDDCORE
supply monitor output is low for more than one slow clock period, the SUPC asserts a VDDCORE reset if
SUPC_MR.CORSMRSTEN=1.

If SUPC_MR.CORSMRSTEN=1 and the VDDCORE voltage regulation is below the threshold configured in the
supply monitor, the VDDCORE reset signal is asserted for a minimum of one slow clock cycle and de-asserted as
soon as supply monitor indicates a valid voltage.

Wake-up Sources
The wake-up events allow the device to exit from Backup mode. When a wake-up event is detected, the SUPC
performs a sequence that automatically enables the core voltage regulator.

Figure 15-3. Wake-up Sources
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Wake-up Inputs

The wake-up inputs, WKUPXx, can be programmed to perform a wake-up of the device from Backup mode. Each input
can be enabled by writing a 1 to the corresponding bit, WKUPENX, in the Wakeup Inputs register (SUPC_WUIR). The
wake-up level can be selected with the corresponding polarity bit, WKUPTX, also located in SUPC_WUIR.

WKUPO to WKUP2 pins are located on the VDDBU power rail. All other wake-up inputs are located on the VDD3V3
power rail, and so they cannot be used if VDD3V3 is not supplied.

The resulting signals are wired-ORed to trigger a debounce counter, which is programmed with the WKUPDBC field
in the Wakeup Mode register (SUPC_WUMR). SUPC_WUMR.WKUPDBC selects a debouncing period of 3, 32, 512,
4096 or 32768 slow clock cycles. The duration of these periods corresponds, respectively, to about 100 ps, about 1
ms, about 16 ms, about 128 ms and about 1 second (for a typical slow clock frequency of 32 kHz). Programming
WKUPDBC to 0x0 selects an immediate wake-up, i.e., an enabled WKUP pin must be active according to its polarity
during a minimum of one slow clock period to wake up the core power supply. Once a wake-up event has been
detected, the SHDN pin is released.

If an enabled WKUP pin is asserted for a duration longer than the debouncing period, a wake-up of the core voltage
regulator is started and the wake-up signals are latched in SUPC_SR. Refer to the figure Wake-up Sources. This
allows the user to identify the source of the wake-up. However, if a new wake-up condition occurs, the primary
information is lost. No new wake-up can be detected since the primary wake-up condition has disappeared.

Wake-Up by RTC and RTT Alarm
The RTC and the RTT can be programmed to perform a wake-up of the device from Backup mode. This can be
enabled by writing SUPC_BMR.RTCWKEN=1 and/or SUPC_BMR.RTTWKEN=1.

When the RTC is enabled to perform a system wake-up, the triggering event can be either the alarm event configured
by writing RTC alarm registers (RTC_TIMALR, RTC_CALALR) or an abnormal behavior of the RTC reported by the
on-the-fly RTC integrity circuitry. To determine which source triggered the RTC wake-up, refer to the RTC_SR in the
section “Real-Time Controller (RTC)".

Refer to the sections “Real-Time Controller (RTC)” or “Real-Time Timer (RTT)” to configure the alarms (condition of
wake-up).

The SUPC does not provide any status as the information is available in the user interface of either the RTT or the
RTC.

Wake-up by VDD3V3 Supply Monitor Detection

The VDD3V3 supply monitor can generate a wake-up of the VDDCORE domain if
SUPC_BMR.VDD3V3SMWKEN=1. See VDD3V3 Supply Monitor.

Wake-up by VBAT Supply Monitor Detection

The VBAT supply monitor can generate a wake-up of the VDDCORE domain if the VBAT voltage drops down a
predefined threshold (Power-on Reset threshold) if SUPC_BMR.VBATWKEN=1.

Wake-up by Slow Crystal Oscillator Frequency Monitor

The slow crystal oscillator frequency monitor can generate a wake-up of the VDDCORE domain if
SUPC_BMR.BADXTWKEN=1.

Tamper Detection

Tamper detection is done through wake-up pins (WKUP) with a specific configuration. Up to 5 WKUP inputs can be
enabled to act as tamper detection. Some wake-up/tamper pins are referenced in the VDDBU domain (output of the
power switch) and some others in the VDD3V3 domain.

Refer to the table “Pinout and Multiplexing”.

A tamper detection can perform a partial or full immediate clear of the General-Purpose Backup, an immediate clear
of the keys of the AES and the AESB crypto engine as well as the scrambling keys of the Quad SPI (QSPI). In
addition, a tamper detection can lock the SHA.

Each tamper input has a dedicated Low Power Debouncer (LPDBC). For wake-up pins to be enabled as tamper to
perform the actions defined above, follow the steps:

1. Configure the corresponding LPDBCENX bit in SUPC_WUMR to 1.

2. Configure the corresponding LPDBCx bit field in SUPC_WUMR to a value other than 0.
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For the different possible actions on tamper events, configure the corresponding peripheral.

Some power reduction can be performed in the tamper circuitry. For example, if the tamper sensor is biased through
a resistor and constantly driven by the power supply when the tamper is active, this leads to power consumption as
long as the tamper detection switch is in its active state. To reduce the energy when the switch is in active state, the
tamper sensor circuitry can be intermittently powered, and thus a specific waveform must be applied to the sensor
circuitry.

The waveform is generated using RTCOUTO in all modes including Backup mode. Refer to the section “Real-Time
Clock (RTC)” for waveform generation.

Figure 15-4 and Figure 15-5 below show examples of optimized power consumption circuitry where two tamper
switches are used. RTCOUTO powers the external pullup used by the tamper sensor circuitry.

The SUPC provides two modes for driving the pull-up/down resistor with RTCOUTO. The waveform provided by the
RTCOUTO pin differs slightly depending on the mode configured in SUPC_BMR.MRTCOUT.

When SUPC_BMR.MRTCOUT=1, the RTCOUTO pin is stuck at 1 while there is no tamper detected on any

inputs, thus no dynamic power consumption due to RTCOUTO swicthing. As soon as a tamper detection occur
(SUPC_SR.LPDBCSx differs from 0), RTCOUTO starts powering the tamper detection circuitry in an intermittent way
to reduce the energy when the switch is in active state.

Figure 15-6 shows the waveforms provided by RTCOUTO according to the configuration of SUPC_BMR.MRTCOUT.

The WKUP inputs enabled for tamper detection can be configured to perform a system wake-up upon tamper
detection. This is enabled by writing SUPC_WUMR.LPDBCENx=1 and SUPC_WUIR.WKUPENXx=1.

The WKUP inputs enabled for tamper detection can also be used when VDDCORE is powered.

Low-power tamper detection requires the RTC to be configured to generate a duty cycle programmable pulse (i.e.,
OUTO = 0x7 in RTC_MR) in order to create the sampling points of both debouncers. For the debouncer circuitry, the
sampling point is the falling edge of the RTCOUTO waveform (carried on internal wire of the system).

Figure 15-4. Low-power Debouncer (Push-to-Make Switch, Pull-up Resistors)
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Figure 15-5. Low-power Debouncer (Push-to-Break Switch, Pull-down Resistors)
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Figure 15-6. Low-power Debouncer Waveforms
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The figure below shows the energy consumed by the tamper detection circuitry when configured in different operating
modes. When the system is in Backup mode, the energy required by the tamper circuitry depends on the ratio tamper
period versus inactive period.
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Figure 15-7. Energy Required by Tamper Detection Circuitry
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The debouncing period duration is configurable. The period is set for all debouncers; the duration cannot be adjusted
for each debouncer. The number of successive identical samples to wake up the system can be configured from
2 up to 8 in SUPC_WUMR.LPDBC. The period of time between two samples can be configured by programming
RTC_MR.TPERIOD. Power parameters can be adjusted by modifying the period of time in RTC_MR.THIGH.

The wake-up polarity of the inputs can be independently configured by writing SUPC_WUIR.WKUPTXx.

In order to determine which wake-up/tamper pin triggers the system wake-up, a status flag is associated for each
low-power debouncer. These flags can be read in SUPC_SR (no clear on read) or in SUPC_ISR (cleared on read).
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A tamper detection can perform a partial or full immediate clear of the General-purpose Backup registers by writing
RTC_TAMPER.TAMPCLR=1 (refer to the section “Real-Time Controller (RTC)”).

A tamper detection can perform an immediate clear of the keys of the AES crypto engine. Refer to the section
“Advanced Encryption Standard (AES)” to enable the immediate clear.

A tamper detection can perform an immediate clear of the keys of the AES Bridge (AESB) and the scrambling keys
of the Quad SPI (QSPI). Refer to the sections “AES Bridge (AESB)” and “Quad SPI (QSPI)” to enable the immediate
clear.

Note that it is not mandatory to use the RTCOUTO pin when using the WKUPX pins as tampering inputs in any
mode. Using the RTCOUTO pin provides a “sampling mode” to further reduce the power consumption of the tamper
detection circuitry. If RTCOUTO is not used to bias external pull-ups or pull-down, the RTC.OUTO field must be
configured to create an internal sampling point for the debouncer logic. The period of time between two samples can
be configured by programming RTC_MR.TPERIOD.

The following figure illustrates the use of WKUPx without the RTCOUTO pin. Note that VDD in the figure below can
be VBAT or VDD3V3 depending on the wake-up/tamper pins used.

Figure 15-8. Using WKUP Pins Without RTCOUTO Pins
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10 Settings Retention Mode

Before entering Backup mode with VDD3V3 voltage always supplied, the IO lines can be configured to keep their
current states (input/output/pull-up/pull-down) when VDDCORE voltage is no longer supplied. This retention mode
prevents any extra power consumption, current path or electrical compatibility with external devices connected to the
10 lines.

When waking up from Backup mode (with no VDD3V3 voltage supplied), all 10 lines are reset to their default state.
Refer to “Reset State” in the table “Pin Description”.

10 retention can be configured in the 10 Retention register. The granularity of the configuration is 8. Refer to the |10
Retention register in the section “Special Function Registers (SFR)” for further details.

Backup Domain IO Isolation

If VDD3V3 is removed when the device is in Backup mode, isolation must be

enabled (SUPC_MR.IO_BACKUP_ISO=0) before entering Backup mode and must disabled
(SUPC_MR.IO_BACKUP_ISO=1) after a wake-up from Backup mode. If VDD3V3 is not removed when the device is
in Backup mode, SUPC_MR.IO_BACKUP_ISO must be kept at ‘1".
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15.4.10 Register Write Protection
To prevent any single software error from corrupting SYSC behavior, certain registers in the address space can be
write-protected by writing SYSC_WPMR.WPEN=1.
The following registers can be write-protected:

» SUPC Control Register

»  SUPC Supply Monitor Mode Register
» SUPC Mode Register

+ SUPC Wakeup Mode Register

»  SUPC Wakeup Inputs Register

» SUPC Extended Mode Register

» SUPC Backup Mode Register

15.4.11 Register Bits in Backup Domain (VDDBU)
The following configuration registers, or certain bits of these registers, are physically located in the product backup
domain:
» SUPC Control Register (see register description for details)
»  SUPC Supply Monitor Mode Register (all bits)
+ SUPC Mode Register (see register description for details)
»  SUPC Wakeup Mode Register (all bits)
»  SUPC Wakeup Inputs Register (all bits)
« SUPC Status Register (all bits)
» SUPC Extended Mode Register (all bits)
» SUPC Backup Mode Register (all bits)
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15.5.1 SUPC Control Register

Name: SUPC_CR
Offset: 0x00
Reset: -

Property: Write-only

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).

Bit 31 30 29 28 27 26 25 24
| KEY[7:0]
Access W w w W w w W w
Reset - - - - - - - -
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
TDXTALSEL VROFF SHDWEOF SHDW
Access w w W w
Reset - - - -

Bits 31:24 — KEY[7:0] Password
Value Name Description
0xAS5 PASSWD Writing any other value in this field aborts the write operation.

Bit 3 - TDXTALSEL Timing Domain Clock on Slow Crystal Oscillator
This bit is located in the VDDBU domain.

Value Name Description
0 NO_EFFECT | No effect.
1 XTAL32K If KEY=0xA5, TDXTALSEL switches the slow clock of the timing domain (TD_SLCK) on

the 32.768 kHz crystal oscillator output.

Bit 2 - VROFF Voltage Regulator Off
This bit is located in the VDDBU domain.

Value Name Description
0 NO_EFFECT | No effect.

1 STOP_VREG If KEY=0xA5, VROFF asserts the VDDCORE domain reset and stops the voltage
regulator.

Bit 1 - SHDWEOF Shutdown End Of Frame

Value Description

0 No effect.
1 If KEY=0xA5, activates the Shutdown pin once the end of frame of the LCD driver occurs.

Bit 0 —- SHDW Shutdown

Value Description

0 No effect.
1 If KEY=0xA5, activates the Shutdown pin.
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15.5.2 SUPC Supply Monitor Mode Register

Name: SUPC_SMMR
Offset: 0x04
Reset: 0x00000000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).

This register is located in the VDDBU domain.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1" 10 9 8
VDD3V3SMPW|VDD3V3SMRS VDD3V3SMSMPL[2:0]
RM TEN
Access R/W R/W R/W R/W R/W
Reset 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
VDD3V3SMTH[3:0]
Access R/W R/W R/W R/W
Reset 0 0 0 0

Bit 13 — VDD3V3SMPWRM VDD3V3 Supply Monitor Power Supply Mode

Value Name Description

0 MANUAL The VDDBU power source selection is controlled by configuring the bit
RSTC_MR.PWRSW.

1 AUTO_IOSM The VDDBU power source is VBAT when a VDD3V3 under voltage is detected by

VDD3V3 Supply Monitor.

Bit 12 — VDD3V3SMRSTEN VDD3V3 Supply Monitor Reset Enable

Value Description
0 The VDDCORE reset is not asserted when a VDD3V3 supply monitor event occurs.
1 The VDDCORE reset is asserted when a VDD3V3 supply monitor event occurs.

Bits 10:8 — VDD3V3SMSMPL[2:0] VDD3V3 Supply Monitor Sampling Period

Value Name Description

0x0 DISABLED VDD3V3 supply monitor is disabled

0x1 ALWAYS_ON | Continuous VDD3V3 supply monitoring

0x2 32SLCK VDD3V3 supply monitor is enabled for 1 period every 32 MD_SLCK periods
Energy optimization in Backup mode with VDD3V3 supplied.

0x3 256SLCK VDD3V3 supply monitor is enabled for 1 period every 256 MD_SLCK periods
Energy optimization in Backup mode with VDD3V3 supplied.

O0x4 2048SLCK VDD3V3 supply monitor is enabled for 1 period every 2048 MD_SLCK periods

Energy optimization in Backup mode with VDD3V3 supplied.
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Bits 3:0 - VDD3V3SMTH[3:0] VDD3V3 Supply Monitor Threshold
Selects the threshold voltage of the VDD3V3 supply monitor. Refer to the section “Electrical Characteristics” for
voltage values.
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15.5.3 SUPC Mode Register
Name: SUPC_MR
Offset: 0x08
Reset: 0x00005000
Property: Read/Write
This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).
Bit 31 30 29 28 27 26 25 24
| KEY[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
OSCBYPASS
Access R/W
Reset 0
Bit 15 14 13 12 1 10 9 8
I0_BACKUP_IS| CORSMDIS |CORSMRSTEN
O
Access R/W R/W R/wW
Reset 1 0 1
Bit 7 6 5 4 3 2 1 0
VREGDIS CORSMM LCDMODE([1:0] | LCDOUTI3:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bits 31:24 — KEY[7:0] Password Key
Value Name Description
0xA5 PASSWD Writing any other value in this field aborts the write operation.
0x59 PASSWD1 Modifies the VREGDIS bit. Other bits are not affected.
Bit 20 - OSCBYPASS Slow Crystal Oscillator Bypass
This bit is located in the VDDBU domain.
Value Name Description
0 NO_EFFECT | No effect. Clock selection depends on the value of the bit SUPC_CR.TDXTALSEL.
1 BYPASS The slow crystal oscillator is bypassed if SUPC_CR.TDXTALSEL=1. The bit

OSCBYPASS must be set prior to setting the bit TDXTALSEL.

Bit 14 — 10_BACKUP_ISO Backup Domain IO Isolation Control

Value Description
0 Isolation mode is enabled.
1 Isolation mode is disabled.

Bit 13 — CORSMDIS VDDCORE Supply Monitor Disable
This bit is located in the VDDBU domain.

Value Description
0 The VDDCORE supply monitor is enabled.
1 The VDDCORE supply monitor is disabled.

Bit 12 - CORSMRSTEN VDDCORE Supply Monitor Reset Enable
This bit is located in the VDDBU domain.
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0 The VDDCORE domain reset signal is not asserted when a VDDCORE supply monitor under-voltage
detection occurs.
1 The VDDCORE domain reset signal is asserted when a VDDCORE supply monitor under-voltage

detection occurs.

Bit 7 - VREGDIS Internal VDDCORE Voltage Regulator Disable
To write this bit, SUPC_MR.KEY must be set to 0x59.
This bit is located in the VDDBU domain.

Value Name Description

0 INT_VREG | Internal VDDCORE voltage regulator is enabled.

1 EXT_VREG | Internal VDDCORE voltage regulator is disabled (external power supply is used).

Bit 6 - CORSMM VDDCORE Supply Monitor Output Mode

Value Name Description

0 NO_EFFECT VDDCORE supply monitor output value has no effect. Power-on is performed whatever
the value of the supply monitor output.

1 VALID_VDD VDDCORE supply monitor output value is checked to validate the VDDCORE domain
power-on.

Bits 5:4 —- LCDMODE[1:0] LCD Controller Mode of Operation

Value Name Description

0x0 LCDOFF The internal supply source and the external supply source are both deselected (OFF
Mode).

0x2 LCDON_EXTVR | The external supply source for LCD (VDDLCD) is selected (the embedded LCD
voltage regulator is in High-impedance mode).

0x3 LCDON_INVR | The internal voltage regulator for VDDLCD is selected (Active mode).

Bits 3:0 - LCDOUT[3:0] LCD Voltage Regulator Output
Adjusts the output voltage of the embedded LCD Voltage Regulator. Refer to the section “Electrical Characteristics”
for voltage values.
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15.5.4 SUPC Wakeup Mode Register

Name: SUPC_WUMR
Offset: 0x0C
Reset: 0x0000_000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).

This register is located in the VDDBU domain.

Bit 31 30 29 28 27 26 25 24
| | LPDBC4[2:0] LPDBC3[2:0] LPDBC2[2] |

Access R/W RIW R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16

LPDBC2[1:0] LPDBC1[2:0] LPDBCO0[2:0]

Access R/W R/W RIW R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8

WKUPDBCI[2:0] FWUPDBCI[2:0]

Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0

LPDBCEN4 | LPDBCEN3 | LPDBCEN2 | LPDBCEN1 | LPDBCENO

Access R/W R/W R/W R/W R/W

Reset 0 0 0 0

Bits 16:18, 19:21, 22:24, 25:27, 28:30 — LPDBCx Low-power Debouncer Period of WKUPXx
Refer to the section “Real-Time Controller (RTC)” to configure the RTCOUTO clock period.

Value Name Description

0 DISABLE Disables the low-power debouncers.

1 2_RTCOUT WKUPXx in active state for at least 2 RTCOUTX clock periods
2 3 RTCOUT WKUPXx in active state for at least 3 RTCOUTX clock periods
3 4 RTCOUT WKUPXx in active state for at least 4 RTCOUTXx clock periods
4 5 RTCOUT WKUPXx in active state for at least 5 RTCOUTx clock periods
5 6 _RTCOUT WKUPXx in active state for at least 6 RTCOUTXx clock periods
6 7_RTCOUT WKUPXx in active state for at least 7 RTCOUTXx clock periods
7 8 RTCOUT WKUPXx in active state for at least 8 RTCOUTXx clock periods

Bits 14:12 — WKUPDBCJ[2:0] Wake-up Inputs Debouncer Period

Value Name Description

0 IMMEDIATE | Immediate, no debouncing, detected active at least on one Slow Clock edge.
1 3_SK WKUPXx shall be in its active state for at least 3 MD_SLCK periods

2 32 SK WKUPXx shall be in its active state for at least 32 MD_SLCK periods

3 512_SK WKUPXx shall be in its active state for at least 512 MD_SLCK periods

4 4096_SK WKUPXx shall be in its active state for at least 4,096 MD_SLCK periods

5 32768 SK WKUPXx shall be in its active state for at least 32,768 MD_SLCK periods

Bits 10:8 - FWUPDBC[2:0] Force Wake-up Inputs Debouncer Period

Value Name Description
0 IMMEDIATE | Immediate, no debouncing, detected active at least on one Slow Clock edge.
1 3 _SK WKUPXx shall be in its active state for at least 3 MD_SLCK periods
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Value Name

2 32 _SK

3 512_SK

4 4096_SK
5 32768 SK

Description

WKUPXx shall be in its active state for at least 32 MD_SLCK periods
WKUPXx shall be in its active state for at least 512 MD_SLCK periods
WKUPXx shall be in its active state for at least 4,096 MD_SLCK periods
WKUPXx shall be in its active state for at least 32,768 MD_SLCK periods

Bits 0, 1, 2, 3, 4 — LPDBCENXx Tamper Enable for WKUPx Pin

Value Description

0 The WKUPXx input pin is not used as a tamper pin. It can be used as a wake-up pin by writing
SUPC_WUIR.WKUPENx=1.

1 The WKUPX input pin acts as a tamper pin and a tamper event forces a system wake-up.
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15.5.5 SUPC Wakeup Inputs Register

Name: SUPC_WUIR
Offset: 0x10
Reset: 0x00000000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).

This register is located in the VDDBU domain.
When the system is in Backup mode and VDD3V3 voltage is not supplied, only WKUP[2:0] pins can perform a

wake-up.
Bit 31 30 29 28 27 26 25 24
| | WKUPT14 WKUPT13 WKUPT12 WKUPT11 WKUPT10 WKUPT9 WKUPTS8
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
WKUPT7 WKUPT6 WKUPTS WKUPT4 WKUPT3 WKUPT2 WKUPT1 WKUPTO
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1 10 9 8
WKUPEN14 WKUPEN13 WKUPEN12 WKUPEN11 WKUPEN10 WKUPEN9 WKUPENS
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WKUPEN7 WKUPENG6 WKUPENS WKUPEN4 WKUPEN3 WKUPEN2 WKUPEN1 WKUPENO
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30 —- WKUPTx Wake-up Input Type x
Value Name Description

0 LOW | A falling edge followed by a low level for a period defined by WKUPDBC on the corresponding
wake-up input forces the wake-up of the core power supply.
1 HIGH A rising edge followed by a high level for a period defined by WKUPDBC on the corresponding

wake-up input forces the wake-up of the core power supply.

Bits 0,1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14 - WKUPENx Wake-up Input Enable x

Value Description

0 The corresponding wake-up input has no wake-up effect.
1 The corresponding wake-up input is enabled for a wake-up of the core power supply.
© 2022 Microchip Technology Inc. Complete Data Sheet DS60001780B-page 111

and its subsidiaries



PIC32CXMTG

Supply Controller (SUPC)

15.5.6

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

SUPC Status Register

Name: SUPC_SR
Offset: 0x14

Reset: 0x00000000
Property Read-only

This register is located in the VDDBU domain.

31 30 29 28 27 26 25 24
| RTCS | RTTS FWKUPS BADXTS WKUPS SXFME SXFMS[1:0]
R R R R R R R R
0 0 0 0 0 0 0 0
23 22 21 20 19 18 17 16
LPDBCS4 LPDBCS3 LPDBCS2 LPDBCS1 LPDBCS0

R R R R R

0 0 0 0 0

15 14 13 12 1" 10 9 8

LCDS

R

0

7 6 5 4 3 2 1 0

VDD3V3SMS | VDD3V3SMIS |VDD3V3SMRS| CORSMRSTS [VDD3V3SMWS TDOSCSEL
TS
R R R R R R
0 0 0 0 0 0

Bit 31 - RTCS RTC Wake-up Status (cleared by reading SUPC_WUSR)

0 No wake-up due to the assertion of the RTC alarm has occurred since the last read of SUPC_WUSR.
1 At least one wake-up due to the assertion of the RTC alarm has occurred since the last read of
SUPC_WUSR.

Bit 30 - RTTS RTT Wake-up Status (cleared by reading SUPC_WUSR)

Value Description
0 No wake-up due to the assertion of the RTT alarm has occurred since the last read of SUPC_WUSR.
1 At least one wake-up due to the assertion of the RTT alarm has occurred since the last read of

SUPC_WUSR.

Bit 29 - FWKUPS FWUP Wake-up Status (cleared by reading SUPC_WUSR)

0 No wake-up due to the assertion of the FWUP pin has occurred since the last read of SUPC_WUSR.
1 At least one wake-up due to the assertion of the FWUP pin has occurred since the last read of
SUPC_WUSR.

Bit 28 - BADXTS Slow Crystal Oscillator Wake-up Status (cleared by reading SUPC_WUSR)

Value Description
0 No wake-up due to slow crystal oscillator failure has occurred since the last read of SUPC_WUSR.
1 At least one wake-up due to slow crystal oscillator failure has occurred since the last read of

SUPC_WUSR.

Bit 27 - WKUPS WKUP Wake-up Status (cleared by reading SUPC_WUSR)
Value Description
0 No wake-up due to the assertion of the WKUP pins has occurred since the last read of SUPC_WUSR.
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Value Description
1 At least one wake-up due to the assertion of the WKUP pins has occurred since the last read of
SUPC_WUSR.

Bit 26 — SXFME Slow Crystal Oscillator Frequency Monitor Error (cleared on read)
Value Description
0 No error detected on slow crystal oscillator frequency since the last read of SUPC_SR.
1 At least one error (SXFMS=1 or 2) detected on slow crystal oscillator frequency since the last read of
SUPC_SR.

Bits 25:24 — SXFMS[1:0] Slow Crystal Oscillator Frequency Monitor Status (cleared on read)
Value Name Description

0 GOOD No frequency error detected.

1 FREQ_ERROR ' The frequency has not been correct over 4 consecutive monitoring periods but there
are still edges detected on the slow crystal oscillator output.

2 FAIL No edge detected in the slow crystal oscillator output for at least 2 consecutive

monitoring periods.

Bits 16, 17, 18, 19, 20 — LPDBCSx Tamper Detection Wake-up Status (cleared by reading SUPC_ISR)

Value Description
0 No wake-up due to a tamper detection on WKUPX pin has occurred since the last read of SUPC_ISR.
1 At least one system wake-up due to a tamper detection on WKUPXx pin has occurred since the last read

of SUPC_ISR.

Bit 8 - LCDS LCD Power Domain Status

Value Description
0 VDDLCD voltage is not supplied.
1 VDDLCD voltage is supplied.

Bit 6 — VDD3V3SMS VDD3V3 Supply Monitor Output Status

Value Description
0 VDD3V3 supply monitor output reports a valid voltage.
1 VDD3V3 supply monitor output reports an invalid voltage.

Bit 5 - VDD3V3SMIS VDD3V3 Supply Monitor Interrupt Status (cleared by reading SUPC_ISR)

Value Description
0 No VDD3V3 supply monitor under voltage detection since the last read of the SUPC_ISR.
1 At least one VDD3V3 supply monitor under voltage detection since the last read of the SUPC_ISR.

Bit 4 — VDD3V3SMRSTS VDD3V3 Supply Monitor Reset Status (cleared by reading SUPC_WUSR)

0 No VDD3V3 supply monitor detection has generated a VDDCORE reset since the last read of the
SUPC_WUSR.
1 At least one VDD3V3 supply monitor detection has generated a VDDCORE reset since the last read of

the SUPC_WUSR.

Bit 3 - CORSMRSTS VDDCORE Supply Monitor Reset Status (cleared by reading SUPC_WUSR)
Value Description

0 No VDDCORE reset generated by VDDCORE POR event has been detected since the last read of the
SUPC_WUSR.

1 A VDDCORE reset has been generated by VDDCORE POR event since the last read of the
SUPC_WUSR.

Bit 2 - VDD3V3SMWS VDD3V3 Supply Monitor Wake-up Status (cleared by reading SUPC_WUSR)
Value Description
0 No wake-up due to a VDD3V3 supply monitor event has occurred since the last read of SUPC_WUSR.
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Value Description
1 At least one wake-up due to a VDD3V3 supply monitor event has occurred since the last read of
SUPC_WUSR

Bit 0 - TDOSCSEL Timing Domain 32 kHz Oscillator Selection Status

Value Name Description
0 RC The timing domain slow clock (TD_SLCK) source is the slow RC oscillator output.
1 XTAL  The timing domain slow clock source is the 32.768 kHz crystal oscillator output.
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15.5.7 SUPC Extended Mode Register

Name: SUPC_EMR
Offset: 0x1C
Reset: 0x00000000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).

This register is located in the VDDBU domain.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
COREBGEN | FULLGPBRC | FLRSGPBR
Access R/W R/W R/W
Reset 0 0 0
Bit 15 14 13 12 " 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
Access
Reset

Bit 18 - COREBGEN VDDCORE Voltage Regulator Bandgap Enable
Value Description
0 The bandgap of the VDDCORE internal voltage regulator is disabled.
1 The bandgap of the VDDCORE internal voltage regulator is enabled (mandatory when VDDCORE
external voltage regulator is used).

Bit 17 — FULLGPBRC Full GPBR Clean
Value Description
0 When a GPBR clear is asserted, half GPBR registers are cleared.
1 When a GPBR clear occurs, GPBR registers are all cleared.

Bit 16 —- FLRSGPBR Flash Erase GPBR

Value Description
0 When a Flash Erase occurs, there is no action on GPBR registers.
1 When a Flash Erase occurs, GPBR registers are cleared.
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15.5.8 SUPC Backup Mode Register
Name: SUPC_BMR
Offset: 0x20
Reset: 0x00000000
Property: Read/Write
This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).
This register is located in the VDDBU domain.
Bit 31 30 29 28 27 26 25 24
| KEY[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1 10 9 8
BADXTWKEN | MRTCOUT VBATREN
Access RwW R/W RW
Reset 0 0 0
Bit 7 6 5 4 3 2 1 0
VDD3V3SMWK| CORPORWKE FWUPEN VBATWKEN RTCWKEN RTTWKEN
EN N
Access R/W R/W R/wW RwW R/W RwW
Reset 0 0 0 0 0 0

Bits 31:24 — KEY[7:0] Password Key
Value Name
0xA5 PASSWD

Description
Writing any other value in this field aborts the write operation.

Bit 10 - BADXTWKEN Slow Crystal Oscillator Frequency Error Wake-up Enable

Value Description

0 A slow crystal oscillator frequency error does not wake up the system.
1 A slow crystal oscillator frequency error wakes up the system.

Bit 9 - MRTCOUT RTCOUTO Outputs Drive Mode

Value Name Description
0 USERDEF | RTCOUTO output is driven according to the configuration of the field RTC_MR.OUTO.
1 TAMP_OPT  In Backup mode, RTCOUTO output is stuck at 1 while there is no tamper detection

and driven according to the configuration of the field RTC_MR.OUTO when a tamper is
detected on a tamper input.

Bit 8 - VBATREN Battery Voltage Event Report Enable

0 (DISABLE): Disables the report of event on VBAT voltage.
1 (ENABLE): Enables the report of event on VBAT voltage.
Value Name Description
Disables the report of event on VBAT voltage.
Enables the report of event on VBAT voltage.

0 DISABLE
1 ENABLE

Bit 6 — VDD3V3SMWKEN VDD3V3 Supply Monitor Wake-up Enable
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Value Name Description
0 DISABLE Wake-up on VDD3V3 supply monitor under voltage detection is disabled.
1 ENABLE Wake-up on VDD3V3 supply monitor under voltage detection is enabled.

Bit 5— CORPORWKEN VDDCORE POR Wake-up Enable
Value Name Description
0 DISABLE Wake-up on VDDCORE Power-On Reset Event is disabled.
1 ENABLE Wake-up on VDDCORE Power-On Reset Event is enabled.

Bit 4 - FWUPEN Force Wake-up Pin Wake-up Enable
Value Name Description
0 DISABLE The FWUP pin has no wake-up effect.
1 ENABLE The FWUP pin forces the wake-up of the core power supply.

Bit 2 - VBATWKEN VBAT Supply Monitor Wake-up Enable

Value Name Description
0 DISABLE Wake-up on VBAT supply monitor under voltage detection is disabled.
1 ENABLE The RTC alarm signal forces the wake-up of the core power supply.

Bit 1 - RTCWKEN Real-time Clock Wake-up Enable

Value Name Description
0 DISABLE The RTC alarm signal has no wake-up effect.
1 ENABLE The RTC alarm signal forces the wake-up of the core power supply.

Bit 0 —- RTTWKEN Real-time Timer Wake-up Enable

Value Name Description
0 DISABLE The RTT alarm signal has no wake-up effect.
1 ENABLE The RTT alarm signal forces the wake-up of the core power supply.
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15.5.9 SUPC Wakeup Status Register

Name: SUPC_WUSR
Offset: 0x24
Reset: 0x00000000

Property: Read-only

This register is located in the VDDBU domain.

Bit 31 30 29 28 27 26 25 24
| WKUPIS15 | WKUPIS14 | WKUPIS13 | WKUPIS12 WKUPIS11 WKUPIS10 WKUPIS9 WKUPIS8
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
WKUPIS7 WKUPIS6 WKUPIS5 WKUPIS4 WKUPIS3 WKUPIS2 WKUPIS1 WKUPISO
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1" 10 9 8
VDD3V3SMRS
TS
Access R
Reset 0
Bit 7 6 5 4 3 2 1 0
RTCS RTTS VDD3V3SMWS FWUPS BADXTWKS WKUPS
Access R R R R R R
Reset 0 0 0 0 0 0

Bits 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — WKUPISx WKUPXx Input Wake-up Status (cleared on read)

0 No wake-up due to the assertion of the WKUPXx pin has occurred since the last read of SUPC_WUSR.
1 At least one wake-up due to the assertion of the WKUPX pin has occurred since the last read of
SUPC_WUSR.

Bit 8 - VDD3V3SMRSTS VDD3V3 Supply Monitor Reset Status (cleared on read)
Value Description
0 No VDDCORE reset due to VDD3V3 supply monitor event since the last read of the SUPC_WUSR.
1 VDDCORE reset due to VDD3V3 supply monitor event since the last read of the SUPC_WUSR.

Bit 5 - RTCS RTC Wake-up Status (cleared on read)
Value Description

0 No wake-up due to the assertion of the RTC alarm has occurred since the last read of SUPC_WUSR.
1 At least one wake-up due to the assertion of the RTC alarm has occurred since the last read of
SUPC_WUSR.

Bit 4 - RTTS RTT Wake-up Status (cleared on read)

0 No wake-up due to the assertion of the RTT alarm has occurred since the last read of SUPC_WUSR.
1 At least one wake-up due to the assertion of the RTT alarm has occurred since the last read of
SUPC_WUSR.

Bit 3 — VDD3V3SMWS VDD3V3 Supply Monitor Wake-up Status (cleared on read)
The VDD3V3 supply monitor event occurs if SUPC_SMMR.VDD3V3SMSMPL > 0.
Value Description
0 No wake-up due to VDD3V3 supply monitor event has occurred since the last read of SUPC_WUSR.
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Value Description
1 At least one wake-up due to VDD3V3 supply monitor event has occurred since the last read of
SUPC_WUSR.

Bit 2 - FWUPS FWUP Wake-up Status (cleared on read)
Value Description

0 No wake-up due to the assertion of the FWUP pin has occurred since the last read of SUPC_WUSR.
1 At least one wake-up due to the assertion of the FWUP pin has occurred since the last read of
SUPC_WUSR.

Bit 1 - BADXTWKS Slow Crystal Oscillator Frequency Error Wake-up Status (cleared on read)
Value Description

0 No wake-up due to slow crystal oscillator frequency error has occurred since the last read of
SUPC_WUSR.

1 At least one wake-up due to slow crystal oscillator frequency error has occurred since the last read of
SUPC_WUSR.

Bit 0 — WKUPS WKUP Wake-up Status (cleared on read)
The flags WKUPISx report the input(s) that triggered the wake-up.
In case the wake-up is issued from tamper detection circuitry (SUPC_WUMR.LPDBCENx=1), the
SUPC_SR.LPDBCSx flags report the input(s) that triggered the wake-up.

Value Description
0 No wake-up due to the assertion of the WKUP pins has occurred since the last read of SUPC_WUSR.
1 At least one wake-up due to the assertion of the WKUP pins has occurred since the last read of
SUPC_WUSR.
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15.5.10 SUPC Interrupt Enable Register

Name:
Offset:
Reset:
Property:

SUPC_IER

0x28

Write-only

This register can only be written if the WPITEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).

The following configuration values are valid for all listed bit names of this register:

0: No effect.

1: Enables the corresponding interrupt.

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16

VBATSMEV |VDD3V3SMEV

Access w W

Reset - -

Bit 15 14 13 12 11 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

LPDBC4 LPDBC3 LPDBC2 LPDBCH1 LPDBCO
Access w w w W W
Reset - - - - -

Bit 17 - VBATSMEV VBAT Supply Monitor Event Interrupt Enable
The interrupt on VBAT voltage event is enabled if SUPC_BMR.VBATREN=1.

Bit 16 — VDD3V3SMEV VDD3V3 Supply Monitor Event Interrupt Enable

The VDD3V3 supply monitor event occurs if SUPC_SMMR.VDD3V3SMSMPL > 0.

Bits 0, 1, 2, 3, 4 — LPDBCx WKUPx Pin Tamper Detection Interrupt Enable
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15.5.11 SUPC Interrupt Disable Register

Name: SUPC_IDR
Offset: 0x2C
Reset: -

Property: Write-only

This register can only be written if the WPITEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).

The following configuration values are valid for all listed bit names of this register:

0: No effect.

1: Disables the corresponding interrupt.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
VBATSMEV |VDD3V3SMEV
Access w w
Reset - -
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
LPDBC4 LPDBC3 LPDBC2 LPDBCH1 LPDBCO
Access w w w W W
Reset - - - - -

Bit 17 - VBATSMEV VBAT Supply Monitor Event Interrupt Disable
Bit 16 — VDD3V3SMEV VDD3V3 Supply Monitor Event Interrupt Disable

Bits 0, 1, 2, 3, 4 — LPDBCx WKUPXx Pin Tamper Detection Interrupt Disable
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Name:
Offset:
Reset:

Property:

15.5.12 SUPC Interrupt Mask Register

SUPC_IMR
0x30
0x00000000
Read-only

The following configuration values are valid for all listed bit names of this register:

0: The corresponding interrupt is not enabled.

1: The corresponding interrupt is enabled.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
VBATSMEV |VDD3V3SMEV
Access R R
Reset 0 0
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
LPDBC4 LPDBC3 LPDBC2 LPDBC1 LPDBCO
Access R R R R R
Reset 0 0 0 0 0

Bit 17 — VBATSMEV VBAT Supply Monitor Event Interrupt Mask
Bit 16 — VDD3V3SMEV VDD3V3 Supply Monitor Event Interrupt Mask

Bits 0, 1, 2, 3, 4 — LPDBCx WKUPXx Pin Tamper Detection Interrupt Mask
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15.5.13 SUPC Interrupt Status Register

Name: SUPC_ISR
Offset: 0x34
Reset: 0x00000000
Property: Read-only
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
VBATSMEV |VDD3V3SMEV
Access R R
Reset 0 0
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
LPDBC4 LPDBC3 LPDBC2 LPDBCA1 LPDBCO
Access R R R R R
Reset 0 0 0 0 0

Bit 17 - VBATSMEV VBAT Supply Monitor Event Interrupt Status (cleared on read)
The VBAT voltage event is reported if SUPC_BMR.VBATREN=1.
Value Description
0 No VBAT voltage drop down event has occurred since the last read of SUPC_ISR.
1 At least one VBAT voltage drop down event has occurred since the last read of SUPC_ISR.

Bit 16 — VDD3V3SMEV VDD3V3 Supply Monitor Event Interrupt Status (cleared on read)
The VDD3V3 supply monitor event occurs if SUPC_SMMR.IOSMSMPL > 0.

Value Description
0 No VDD3V3 supply monitor event has occurred since the last read of SUPC_ISR.
1 At least one VDD3V3 supply monitor event has occurred since the last read of SUPC_ISR.

Bits 0, 1, 2, 3, 4 — LPDBCx WKUPXx Pin Tamper Detection Interrupt Status (cleared on read)

Value Description
0 No tamper detection event has occurred on WKUPXx since the last read of SUPC_ISR.
1 At least one tamper detection event has occurred since the last read of SUPC_ISR.
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16. Reset Controller (RSTC)

16.1 Description
The Reset Controller (RSTC) handles all the resets of the system and is driven by power-on reset cells (POR), supply
monitor cells (SM), software, the external reset pin, and peripheral events. The RTSC reports the type of reset.

The RSTC drives independently or simultaneously the external reset and the peripheral and processor resets.

16.2 Embedded Characteristics
» Driven by Embedded Power-On Reset, Supply Monitor, Software, External Reset Pin and Peripheral Events
» Management of All Internal Resets Lines in the System
* Reset Source Report:
» External Reset Line Control
» Backup Area Voltage Selection
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Block Diagram
Figure 16-1. RSTC Block Diagram

Reset Controller
(RSTC)
Backup Backup area reset
VDD3V3 POR Area
(PORVDD3V3) SUPC Reset
Ctrl.
VDD3V3 SM
RST
(SMVDD3V3) VDD3V3 Supply Monitor reset — . STC .
- interrupt line
SM Core Supply Monitor reset
VDDCORE p— 32.768 kHz Crystal Oscillator
Slow Crystal Failure Detection reset
POR Frequency Monitor T
VDDCORE PMC
reset line
PMC Reset
Processor State
Frequency Monitor CPU Clock Failure Detection reset Manager
Processor and
VDDCORE i
Slow Crystal —r— PerlFt)TeraIS
Frequency Monitor - PROCRST reset line
- PERRST Software reset
- CPEREN
- EXTRST Second
Peripheral Set
nrst_in User reset reset line®
NRsTPin[ | Manage
nrst out ger| External
= reset
DWDT
WDTO Watchdog 0 reset
Watchdog 1 reset N
WDT1
MD_SLCK
Note (1): Peripherals driven by clocks MCK1 and MCK1DIV.

(2): See the table “Peripheral Identifiers” for the main system bus clock driving each peripheral.

Functional Description

Overview

The RSTC comprises an NRST pin manager and a Reset State manager. The RSTC clock is MD_SLCK (monitoring
slow clock) generated by the always-on slow RC oscillator. The RSTC generates the following reset signals:

Processor and peripherals reset line (also resets the Watchdog Timers)
Power Management Controller (PMC) reset line

NRST pin

These reset signals are controlled by the RSTC, either on events generated by peripherals, events on NRST pin,
watchdog fault or overflow, or on software action. The Reset State manager controls the generation of reset signals
and provides a signal to the NRST manager when an assertion of the NRST pin is required.

The NRST manager asserts the NRST pin during a programmable time, thus controlling external device resets.
The Mode register (RSTC_MR), used to configure the RSTC, is powered by VDDBU.
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The RSTC can reset separately the processor and its peripherals.

NRST Manager

The NRST manager samples the NRST input pin and drives this pin low when required by the Reset State manager.
The figure below shows the block diagram of the NRST manager.

Figure 16-2. NRST Manager
RSTC_MR

URSTIEN
RSTC_SR
URSTS
3y RSTC
NRSTL RSTC_MRQO Other Interrupt line
URSTEN interrupt

sources

4| nrst_in > User reset
NRST RSTC_MR

(-

I nrst_out .
I External Reset Timer fj&«————  External reset

control

NRST Signal or Interrupt

The NRST manager handles the NRST input line asynchronously if RSTC_MR.URSTASYNC =1. When the NRST
input is low, a User reset is immediately reported to the Reset State manager and the internal reset signals are
asserted even if there is a clock failure on MD_SLCK (safe reset).

The NRST manager handles the NRST input line synchronously if RSTC_MR.URSTASYNC=0. When the line is low,
it is first resynchronized on slow clock before it is reported to the Reset State manager. In both cases, when the
NRST goes from low to high, the internal reset is synchronized with the monitoring slow clock to provide a safe
internal de-assertion of reset (if enabled).

If RSTC_MR.URSTEN=0, the assertion of the NRST input pin does not trigger a VDDCORE domain reset.
The level of the pin NRST is reported in NRSTL of the Status register (RSTC_SR).

As soon as the pin NRST is asserted (low level), RSTC_SR.URSTS=1. This bit is cleared on read.

If RSTC_MR.URSTIEN=1, the assertion of the NRST pin triggers an interrupt and not a VDDCORE reset.

NRST External Reset Control

The RSTC can be configured to assert the external reset line (NRST). The NRST pin is driven low for a
time programmed by RSTC_MR.ERSTL. This assertion duration lasts 2(ERSTL+1) MD S| CK cycles. This assertion
duration time in range 60 us to 2 seconds. If ERSTL=0, a two slow clock period duration is generated on the NRST

pin.
This feature allows the NRST line to be compliant with any external devices connected on the system reset (i.e.,
when external devices require a longer start-up time than the processor system).

If WDTx_MR.WDNRST_DIS = 0, the NRST pin is asserted in case of a Watchdog reset.

If WDTx_MR.WDNRST_DIS = 1, the NRST pin is not asserted in case of a Watchdog reset.

VDDBU Power Switch Control

The Backup section power supply VDDBU is powered by either VBAT or VDD3V3. The voltage can be selected
by configuring RSTC_MR.PWRSW. At first power-up (General reset), the backup section is powered by VDD3V3.
If RSTC_MR.PWRSW is written to 1, the backup section is powered by VBAT if the voltage on VBAT is above the
VBAT Power-On Reset threshold; otherwise, a General reset is performed.

The VDDBU voltage can be automatically switched from VDD3V3 to VBAT in case a VDD3V3 failure is detected
by the VDD3V3 supply monitor by setting SUPC_SMMR.IOSMPWRM to 1. Refer to the section “Supply Controller
(SUPC)” for details.
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16.4.2.4 Second Peripheral Set Reset Control

The reset of the second peripheral set is managed by RSTC_MR.CPEREN. When this bit is set to ‘1’, the reset is
de-asserted. When RSTC_MR.CPEREN=0, the reset is asserted.

Note: The second peripheral set comprises peripherals driven by MCK1 and MCK1DIV. See the table “Peripheral
Identifiers” for the main system bus clock driving each peripheral.

16.4.3 Reset States

The Reset State manager handles the different reset sources and generates the internal reset signals. It reports
the reset status in the field RSTTYP of the Status register (RSTC_SR). RSTC_SR.RSTTYP is updated when the
processor reset is released.

If more than one reset event occurred since the last read of RST_SR, the field RSTTYP reports the first reset that
occurred.
16.4.3.1 General Reset

A General reset occurs when the VDD3V3 voltage is below the threshold of the VDD3V3 POR and the VBAT voltage
is below the VBAT POR threshold (first power-up).

In Active mode, a General reset occurs if VBAT is selected as the voltage source of VDDBU and is below the VBAT
POR threshold (erroneous voltage selection resulting in a loss of data in the backup domain).

The NRST line rises two cycles after the VDDCORE reset line, as ERSTL defaults at value 0xO0.

The PMC reset is de-asserted once the NRST pin has been sampled as inactive.

The processor and peripheral reset lines are de-asserted once the Flash power-up sequence has ended.
Once all the reset signals are released, RSTC_SR.RSTTYP reports a General reset.

Figure 16-3. General Reset Timing Diagram
Power Supply
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Table 16-1. General Reset Timings

am vt it Dasepion

tbupstup 16

MD_SLCK

VDDCORE POR to core area logic reset

tyrstup 8 MD_SLCK
assertion
e 7 MD_SLCK
thrstout | D MD_SLCK
thrstdbe | 2 MD_SLCK | NRST pin debouncing time
towrup O ms Flash power-up time

16.4.3.2 VDD3V3 POR Reset

Core area logic reset to NRST pin release

Backup start-up time. VDD3V3 POR rising to backup area logic reset release
Voltage regulator start-up time. Voltage regulator power on to VDDCORE POR

The system embeds a VDD3V3 Power-On Reset (POR) which generates a reset of the VDDCORE domain.

When this reset occurs, the whole VDDCORE domain is reset except for the RSTC, which reports the reset type as a

PORVDD3V3 reset.

Figure 16-4. VDD3V3 POR Reset Timing Diagram
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Note: Timings are defined in General Reset Timings.

16.4.3.3 VDDCORE Supply Monitor Reset
The system embeds a VDDCORE Supply Monitor (SM VDDCORE) which generates a reset of the VDDCORE

domain.
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When this reset occurs, the VDDCORE domain is reset except for the RSTC, which reports the reset type as a
CORE_SM_RST reset.

Figure 16-5. VDDCORE Supply Monitor Reset Timing Diagram
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Note: Timings are defined in General Reset Timings.

RSTTYP X0x10 = CORE_SM_RST

16.4.3.4 VDDCORE Reset
A VDDCORE reset occurs when VDDCORE is switched off.

The following actions result in a VDDCORE reset:

» switching off the internal VDDCORE voltage regulator by writing SUPC_CR.VROFF to ‘1’

» asserting the SHDN pin by writing SUPC_CR.SHDW to ‘1’ to switch off the external VDDCORE voltage
regulator.

While exiting Backup mode, the VDDCORE reset signal is de-asserted by the Supply Controller.
RSTC_SR.RSTTYP is updated to report a backup reset.
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Figure 16-6. VDDCORE Reset Timing Diagram
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Note: Timings are defined in General Reset Timings.

32.768 kHz Crystal Oscillator Failure Detection Reset

The system embeds two slow crystal frequency monitors: one is implemented in the Power Management Controller
(PMC) and located in the VDDCORE power domain. The second frequency monitor is located in the SUPC powered
by VDDBU. The monitor embedded in the PMC can be enabled by setting CKGR_MOR.XT32KFME to ‘1’. The
monitor located in the backup area is always enabled and monitors the slow crystal frequency even if the system is in
Backup mode.

The slow crystal oscillator failure detection reset is done when one of the two frequency monitors detects a failure
and RSTC_MR.BADXTRST=1. This reset signal lasts three slow clock cycles.

When RSTC_MR.BADXTRST=0, the 32.768 kHz crystal oscillator fault has no impact on the RSTC.

When RSTC_MR.SCKSW=1 and RSTC_MR.BADXTRST=0, the 32.768 kHz crystal oscillator fault leads to an
automatic TD_SLCK source switching from slow crystal oscillator to slow RC oscillator.

If the slow crystal oscillator failure detection is enabled to perform a system reset, the processor reset and the
peripheral reset are asserted. The NRST line is also asserted, depending on the value of RSTC_MR.ERSTL.

When the slow crystal oscillator failure generates a VDDCORE reset, PMC_SR.XT32KERR is automatically cleared
by the peripheral and core reset.
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Figure 16-7. 32.768 kHz Crystal Oscillator Failure Detection Reset Timing Diagram
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16.4.3.6 CPU Clock Failure Detection Reset

The system embeds a CPU clock frequency monitor that is located in the PMC. It can be enabled by setting
CKGR_MOR.BMCKRST.

The CPU Clock Failure Detection reset is done when the CPU frequency monitor detects a failure and
RSTC_MR.CPUFEN=1. This reset lasts three MD_SLCK cycles.

When RSTC_MR.CPUFEN=0, the slow crystal oscillator fault has no impact on the RSTC.

During a CPU Clock Failure Detection reset, the processor reset and the peripheral reset are asserted. The NRST
line is also asserted, depending on the value of RSTC_MR.ERSTL.

When the CPU clock failure generates a VDDCORE reset, PMC_SR.MCKMON is automatically cleared by the
peripheral and core reset.

Figure 16-8. CPU Clock Failure Detection Reset Timing Diagram
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16.4.3.7 Watchdog Reset

A Watchdog reset is entered when a Watchdog 0 or Watchdog 1 fault occurs and if the corresponding watchdog is
configured to generate a reset (WDTx_MR.RPTHRST or WDTx_MR.PERIODRST). This reset lasts three MD_SLCK
cycles.

A Watchdog reset can reset the circuit fully or partially:

»  The PMC controller is reset if RSTC_MR.WDTPMCx=1. If the PMC is not reset, the clock configuration is
maintained after the Watchdog reset.

* The NRST pin is asserted if WDTx_MR.WDNRSTDIS=0. The duration of the NRST pin assertion depends on
the RSTC_MR.ERSTL value. However, the resulting low level on NRST does not result in a User reset.

Note: The second peripheral set is not reset by a Watchdog reset.

The watchdog timer is always reset after a Watchdog reset, and the watchdog is enabled by default and with a period
set to a maximum.

When WDTx_MR.WDRSTEN=0, the Watchdog fault has no impact on the RSTC.
Figure 16-9. Watchdog Reset Timing Diagram RSTC_MR.WDTPMCx=1
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Figure 16-10. Watchdog Reset Timing Diagram RSTC_MR.WDTPMCx=0
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16.4.3.8 Software Reset

The RSTC offers commands to assert the different reset signals. These commands are performed by writing the
Control register (RSTC_CR) with the following bits at ‘1’

+ RSTC_CR.PROCRST and RSTC_CR.PERRST—Writing a ‘1’ to PROCRST and PERRST resets the processor,
its peripherals and the Watchdog Timer, whereas the second peripheral set is not reset, including the memory
system. If RSTC_MR.SFTPMCRS=1, the PMC is reset. If RSTC_MR.SFTPMCRS=0, the PMC is not reset.
PERRST must always be used in conjunction with PROCRST (PERRST and PROCRST set both at 1
simultaneously).

*+ RSTC_CR.EXTRST: Writing a ‘1’ to EXTRST asserts low the NRST pin during a time defined by the field
RSTC_MR.ERSTL.

The reset of the second peripheral set is managed by RSTC_MR.CPEREN.

The Software reset is entered if at least one of these bits is written to ‘1’ by the software. All these commands can be
performed independently or simultaneously. The Software reset lasts three MD_SLCK cycles.

The internal reset signals are asserted as soon as the register write is performed. This is detected on the Main
System Bus Clock (MCK). They are released when the Software reset has ended, i.e., synchronously to MD_SLCK.

If EXTRST=1, the NRST is driven low depending on the configuration of RSTC_MR.ERSTL. However, the assertion
of NRST pin does not lead to a User reset.

If RSTC_CR.PROCRST and RSTC_CR.PERRST=1, the RSTC reports the software status in RSTC_SR.RSTTYP.
Other Software resets are not reported in RSTTYP.

As soon as a software operation is detected, RSTC_SR.SRCMP=1. SRCMP is cleared at the end of the Software
reset. No other Software reset can be performed while SRCMP=1, and writing any value in RSTC_CR has no effect.
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Figure 16-11. Software Reset Timing Diagram
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16.4.3.9 User Reset

The User reset is entered when a low level is detected on the NRST pin and RSTC_MR.URSTEN=1. If
URSTASYNC-=1, a falling edge of the NRST input signal immediately asserts internal reset lines. If URSTASYNC=0,
the NRST input signal is resynchronized and internal reset lines are asserted once a falling edge has been detected
on the resynchronized NRST input signal.

In case of a User reset, the processor and all peripheral resets are asserted.

The User reset is released when NRST rises, after a two-cycle resynchronization time and a two-cycle processor
start-up. The processor clock is re-enabled as soon as NRST is confirmed high.

When the processor reset signal is released, RSTC_SR.RSTTYP is loaded with the value 0x4, indicating a User
reset.

The NRST manager ensures that the NRST line is asserted for a number of slow clock cycles configured in
RSTC_MR.ERSTL. However, if NRST pin does not rise during the configured period, because it is driven low
externally, the internal reset lines remain asserted until NRST rises.
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Figure 16-12. User Reset State (URSTASYNC ='0")
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Figure 16-13. User Reset State (URSTASYNC ="'1")
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16.4.4 Reset State Priorities
The Reset State manager manages the priorities among the different reset sources. The resets are listed in order of
priority as follows:
1. General reset
2. VDD3V3 Supply Monitor (SMVDD3V3) or VDD3V3 POR (PORVDD3V3) reset
3. VDDCORE Supply Monitor Reset
4. VDDCORE POR reset (backup reset)
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S ©® N O

0.

User reset if RSTC_MR.URSTASYNC is set to 1
32.768 kHz Crystal Oscillator Failure Detection reset
CPU Clock Failure Detection reset

Watchdog 0 or 1 reset

Software reset

User reset if RSTC_MR.URSTASYNC is set to 0

Specific cases are listed below:

When in Watchdog reset:
- The processor reset is active and so a Software reset cannot be programmed.

- If RSTC_MR.URSTASYNC is set to 1 and a User reset occurs, it has a higher priority and a User reset is
performed.

When in Software reset:

- A watchdog event has priority over the current state.

- The NRST pin has no effect.

When in User reset:

- A watchdog event is impossible because the watchdog timer is being reset.

- A Software reset is impossible, since the processor reset is being asserted.

16.4.5 Managing Resets at Application Level

If a reset source is enabled, it acts on the systems as described in the table below. See the corresponding peripheral
sections for further details on resets.

VDD3V3 Supply Monitor reset — Full system reset.

VDDCORE Supply Monitor reset — Full system reset.

32.768 kHz Crystal Oscillator Failure Detection reset — Full system reset except the second peripheral set.

CPU Clock Failure Detection reset — Full system reset.

Watchdog 0 reset — Full system reset except the second peripheral set. The reset of the PMC can be configured
with RSTC_MR.WDTPMCQO. The second peripheral set must be managed by RSTC_MR.CPEREN.

Watchdog 1 reset — Full system reset except the second peripheral set. The reset of the PMC can be configured
with RSTC_MR.WDTPMC1. The second peripheral set must be managed by RSTC_MR.CPEREN.

Software reset — Full system reset except the second peripheral set. The reset of the PMC can be configured
with RSTC_MR.SFTPMCRS. The second peripheral set must be managed by RSTC_MR.CPEREN

User reset (NRST pin) — Full system reset. To avoid this, the User reset must be configured to generate an
interrupt and not a reset (RSTC_MR.URSTEN = 0 and RSTC_MR.URSTIEN = 1).

© 2022 Microchip Technology Inc. Complete Data Sheet DS60001780B-page 136

and its subsidiaries



16.5

PIC32CXMTG
Reset Controller (RSTC)

Register Summary

I N = 2 I AR AN (N I I

0x00

0x04

0x08

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0 WDTPMC1

RSTC_CR

RSTC_SR

RSTC_MR

EXTRST

KEY[7:0]
KEY[7:0]
BADXTRST | PWRSW
WDTPMCO | SFTPMCRS | URSTIEN

CPUFEN

PERRST PROCRST
SRCMP NRSTL
RSTTYP[3:0]
CORESMS | URSTS
CPEREN | CORSMIEN
ERSTL[3:0]
URSTASYNC| SCKSW URSTEN
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16.5.1 RSTC Control Register

Name: RSTC_CR
Offset: 0x00
Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24
KEY[7:0]
Access W w W w w W W w
Reset - - - - - - - -
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 " 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
EXTRST PERRST PROCRST
Access w W W
Reset - —

Bits 31:24 — KEY[7:0] System Reset Key
Value Name Description
0xA5 PASSWD Writing any other value in this field aborts the write operation.

Bit 3 — EXTRST External Reset

Value Description
0 No effect.

1 If KEY = 0xA5, asserts the reset on NRST pin.

Bit 2 - PERRST Peripheral Reset

Value Description
0 No effect.

1 If KEY = 0xA5, resets the peripherals. Must be used in conjunction with PROCRST.

Bit 0 —- PROCRST Processor Reset
Value Description

0 No effect.
1 If KEY = 0xAD5, resets the processor.
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16.5.2 RSTC Status Register

Name: RSTC_SR
Offset: 0x04
Reset: 0x00000000

Property: Read-only

The reset value given here assumes that a General reset has been performed, subject to change if other types of
reset are generated.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
SRCMP NRSTL
Access R R
Reset 0 0
Bit 15 14 13 12 11 10 9 8
RSTTYP[3:0]
Access R R R R
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
CORESMS URSTS
Access R R
Reset 0 0

Bit 17 - SRCMP Software Reset Command in Progress
When set, this bit indicates that a Software reset command is in progress and that no further Software reset should
be performed until the end of the current one. This bit is automatically cleared at the end of the current Software

reset.
Value Description
0 No Software reset command is being performed by the RSTC. The RSTC is ready for a Software reset
command.
1 A Software reset command is being performed by the RSTC.

Bit 16 — NRSTL NRST Pin Level
Reports NRST pin level after sampling on MCK clock.

Bits 11:8 — RSTTYP[3:0] Reset Type
Reports the cause of the last processor reset. Reading RSTC_SR does not reset this field.
Values not listed below must be considered ‘reserved’.

Value Name Description
0 GENERAL_RST First power-up reset, Core and VDD3V3 Supply Monitor if not a PORVDD3V3
reset
1 BACKUP_RST VDDCORE reset. Wake-up from Backup mode.
2 WDTO_RST Watchdog 0 fault occurred
3 SOFT_RST Processor reset required by the software
4 USER_RST NRST pin detected low
5 CORE_SM_RST Core Supply Monitor reset
6 CPU_FAIL_RST CPU clock failure detection occurred
7 SLCK_XTAL_RST  32.768 kHz crystal failure detection fault occurred
9 WDT1_RST Watchdog 1 fault occurred
10 PORVDD3V3_RST VDD3V3 (PORVDD3V3) reset occurred
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Bit 1 - CORESMS VDDCORE Supply Monitor Reset Flag Status (cleared on read)

Value Description
0 No VDDCORE reset occurred since the last read of RSTC_SR.
1 VDDCORE reset occurred since the last read of RSTC_SR.

Bit 0 —- URSTS User Reset Status (cleared on read)
Set when a high-to-low transition of the NRST pin (reset assertion) occurs. This transition is also detected on the
MCK rising edge. If the User reset is disabled (URSTEN = 0 in RSTC_MR) and if the interrupt is enabled by
RSTC_MR.URSTIEN, URSTS triggers an interrupt. Reading the RSTC_SR resets URSTS and clears the interrupt.

Value Description
0 No high-to-low edge on NRST pin happened since the last read of RSTC_SR.
1 At least one high-to-low transition of NRST pin has been detected since the last read of RSTC_SR.
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16.5.3 RSTC Mode Register

Name: RSTC_MR
Offset: 0x08
Reset: 0x000000F5

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).

Bit 31 30 29 28 27 26 25 24
| KEY[7:0]
Access W w w w w w W w
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
BADXTRST PWRSW CPEREN CORSMIEN
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 15 14 13 12 11 10 9 8
ERSTLI[3:0]
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WDTPMC1 WDTPMCO SFTPMCRS URSTIEN CPUFEN URSTASYNC SCKSW URSTEN
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 0 1 0 1

Bits 31:24 — KEY[7:0] Write Access Password
Value Name Description
0xA5 PASSWD Writing any other value in this field aborts the write operation.

Always reads as 0.

Bit 22 - BADXTRST Bad XTAL Fail Reset

Value Description
0 The detection of a 32.768 kHz crystal failure has no effect.
1 The detection of a 32.768 kHz crystal failure resets the logic supplied by VDDCORE.

Bit 21 —- PWRSW Backup Area Power Switch Control

Value Description
0 VDDBU is supplied by VDD3V3.
1 VDDBU is supplied by VBAT.

Bit 17 — CPEREN Second Peripheral Set Enable

Value Description
0 If KEY = 0xA5, resets the second peripheral set.
1 If KEY = 0xA5, deasserts the reset of the second peripheral set.

Bit 16 — CORSMIEN VDDCORE Supply Monitor Interrupt Enable

Value Description
0 Disables VDDCORE supply monitor event interrupt.
1 Enables VDDCORE supply monitor event interrupt.
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Bits 11:8 — ERSTL[3:0] External Reset Length
This field defines the external reset length. The external reset is asserted during a time of 2(ERSTL+1) MD_SLCK
cycles. This allows assertion duration to be programmed between 60 ps and 2 seconds. Note that synchronization
cycles must also be considered when calculating the actual reset length as previously described.

Bit 7 - WDTPMC1 WDT1 PMC Reset

Value Description
0 In case of a WDT1 reset, the PMC is not reset.
1 In case of a WDT1 reset, the PMC is reset.

Bit 6 - WDTPMCO0 WDTO PMC Reset

Value Description
0 In case of a WDTO reset, the PMC is not reset.
1 In case of a WDTO reset, the PMC is reset.

Bit 5 - SFTPMCRS Software PMC Reset

Value Description
0 In case of a Software reset, the PMC is not reset.
1 In case of a Software reset, the PMC is reset.

Bit 4 —- URSTIEN User Reset Interrupt Enable

Value Description
0 If RSTC_SR.USRTS =1, no effect on the RSTC interrupt line.
1 If RSTC_SR.USRTS =1, asserts the RSTC interrupt line if URSTEN = 0.

Bit 3 - CPUFEN CPU Fail Enable

Value Description
0 The detection of a CPU clock failure has no effect.
1 The detection of a CPU clock failure resets the logic supplied by VDDCORE.

Bit 2 - URSTASYNC User Reset Asynchronous Control

Value Description
0 NRST input signal is managed synchronously.
1 NRST input signal is managed asynchronously.

Bit 1 - SCKSW Slow Clock Switching

Value Description
0 The detection of a 32.768 kHz crystal failure has no effect.
1 The detection of a 32.768 kHz crystal failure automatically switches the TD_SLCK clock source to the

slow RC oscillator.

Bit 0 —- URSTEN User Reset Enable

Value Description
0 The detection of a low level on the NRST pin does not trigger a User reset.
1 The detection of a low level on the NRST pin triggers a User reset.
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System Controller Write Protection (SYSCWP)

Functional Description

System Controller Peripheral Mapping
Table 17-1. System Controller Peripheral Mapping

0x0000-0x002C Watchdog 1 of Dual Watchdog Controller (DWDT) DWDT.WDT1
0x1000-0x100C Reset Controller RSTC
0x1020-0x103C Real-time Timer RTT
0x1050-0x105C Reserved =
0x1060-0x10FC General Purpose Backup Registers GPBR
0x1100-0x119C Real Time Clock RTC

0x11A0 Write Protection Mode Register SYSC_WPMR
0x11A4 Write Protection Status Register SYSC_WPSR
0x11D0-0x120C Supply Controller SUPC
0x1210-0x123C Watchdog 0 of Dual Watchdog Controller (DWDT) DWDT.WDTO

Register Write Protection

To prevent any single software error from modifying the configuration of Reset Controller (RSTC), Supply Controller
(SUPC), Real-time Timer (RTT), General Purpose Backup Register (GPBR), Real-time Clock (RTC) and Dual
Watchdog Timer (DWDT), some registers of these peripherals can be write-protected by setting the WPEN and/or
WPITEN bits in the System Controller Write Protection Mode register (SYSC_WPMR).

Note: The DWDT embeds additional write protection mechanisms.

When write protection is enabled, any attempt to write these registers is reported in the System Controller Write
Protection Status register (SYSC_WPSR).

The following registers can be write-protected when SYSC_WPMR.WPEN=1:

» WDT 0 Control Register

« WDT 0 Mode Register

« WDT 0 Window Level Register

« WDT 0 Window Interrupt Register
* RSTC Mode Register

» RTC Control Register

* RTC Mode Register

* RTC Time Alarm Register

» RTC Calendar Alarm Register

* RTC Tamper Control Register

* RTT Mode Register

* RTT Alarm Register

* RTT Modulo Selection Register

* GPBR Full Clear Register (Write protection only. No violation report.)
* GPBR Registers
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SUPC Control Register

SUPC Control Register

SUPC Supply Monitor Mode Register
» SUPC Mode Register

SUPC Wakeup Mode Register
SUPC Wakeup Input Register
SUPC Extended mode Register
SUPC Backup Mode Register
WDT 1 Control Register

WDT 1 Mode Register

WDT 1 Window Level Register
WDT 1 Window Interrupt Register

The following registers can be write-protected when SYSC_WPMR.WPITEN=1:

» WDT 0 Interrupt Enable Register
WDT 0 Interrupt Disable Register
* RTC Interrupt Enable Register

* RTC Interrupt Disable Register
SUPC Interrupt Enable Register
SUPC Interrupt Disable Register
WDT 1 Interrupt Enable Register
WDT 1 Interrupt Disable Register
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17.2 Register Summary

I N = 2 I R AN (N I BT

31:24 WPKEY[23:16]
23:16 WPKEY[15:8]
0x00 SYSC_WPMR 158 WPKEY([7:0]
70 WPITEN WPEN
31:24
23:16
0x04 SYSC_WPSR 158 WVSRC[7:0]
o WPVS
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17.2.1 SYSC Write Protection Mode Register

Name: SYSC_WPMR
Offset: 0x00
Reset: 0x00000000
Property: Read/Write
Bit 31 30 29 28 27 26 25 24
WPKEY[23:16]
Access W w w w w W W w
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
WPKEY[15:8]
Access W w W w w W W w
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 " 10 9 8
WPKEY[7:0]
Access W w w w w w W w
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WPITEN WPEN
Access R/W R/W
Reset 0 0

Bits 31:8 - WPKEY[23:0] Write Protection Key

Value

Name Description

0x535943 | PASSWD | Writing any other value in this field aborts the write operation of the WPEN and WPITEN

bits. Always reads as 0.

Bit 1 — WPITEN Write Protection RTC Interrupt Enable

Value
0

Description

Disables the write protection of the interrupt enable/disable registers if WPKEY corresponds to
0x535943 (“SYC” in ASCII).

Enables the write protection of the interrupt enable/disable registers if WPKEY corresponds to
0x535943 (“SYC” in ASCII).

Bit 0 —- WPEN Write Protection Enable

Value Description
0 Disables the write protection of the configuration registers if WPKEY corresponds to 0x535943 (“SYC”
in ASCII).
1 Enables the write protection of the configuration registers if WPKEY corresponds to 0x535943 (“SYC”
in ASCII).
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17.2.2 SYSC Write Protection Status Register

Name: SYSC_WPSR
Offset: 0x04
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1" 10 9 8
WVSRC[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WPVS
Access R
Reset 0

Bits 15:8 — WVSRCJ[7:0] Write Violation Source
When bit WPVS is equal to 1, the field WVSRC indicates the register address offset at which a write access has been
attempted.

Bit 0 — WPVS Write Protection Register Violation Status

Value Description
0 No write protection violation has occurred since the last read of SYSC_WPSR.
1 A write protection violation has occurred since the last read of SYSC_WPSR. The associated violation

is reported into field WVSRC.
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Dual Watchdog Timer (DWDT)

Description

The Dual Watchdog Timer (DWDT) is used to prevent system lock-up if the software becomes trapped in a deadlock.
The DWDT embeds two independent watchdogs (WDTO and WDT1) and each watchdog provides a monitoring
period of up to 16 seconds.

One watchdog may be used to monitor critical software task execution time in an OS/RTOS by generating an
interrupt only. The second watchdog may be used to generate a system reset if the software is trapped in a deadlock.

WDTO and WDT1 clocks are driven by monitoring the slow clock (MD_SLCK).

Embedded Characteristics

12-bit Key-Protected Programmable Counter

Watchdog Clocks are Independent from Processor Clock

Provides Reset or Interrupt Signals to the System

Counters May be Stopped while the Core is in Debug State or in Sleep Mode
Generates a General Reset
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18.3 Block Diagram
Figure 18-1. DWDT Block Diagram
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18.4 Functional Description

18.4.1 Configuration
The DWDT is supplied with VDDCORE.

Each watchdog monitoring period (period corresponding to an overflow of the watchdog counter) is independent and
can be configured by writing the field PERIOD in the Window Level register (WDT1_WL or WDTO_WL).

The WDTO clock period is defined by MD_SLCK divided by 2(7-WDTO_IL.PRESC),
The WDT1 clock period is defined by MD_SLCK divided by 2(7-WDT1_IL.PRESC)

For each watchdog, the following parameters can be defined:
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* PRESC (Prescaler value)-Defines the clock of the 12-bit down counter. The watchdog counter is decreased by
1 each time the prescaler reaches the value defined by 2(7-WDTx_IL.PRESC),

* PERIOD (Watchdog Monitoring Period)—Value loaded each time a watchdog reset command is asserted.
Once the down counter reaches 0, a watchdog event is generated. This event leads to either a reset
(if WDTO_MR.PERIODRST=1 or WDT1_MR.PERIODRST=1) or an interrupt (if WDTO_IMR.PERINT=1 or
WDT1_IMR.PERINT=1).

* RPTH (Repeat Threshold)-A watchdog restart done before the repeat threshold is elapsed leads to a repeat
violation. A repeat violation leads to either a reset (if WDTO_MR.RPTHRST=1 or WDT1_MR.RPTHRST=1) or
an interrupt (if WDTO_IMR.RPTHINT=1 or WDT1_IMR.RPTHINT=1).

* LVLTH (Interrupt Threshold)-Threshold after which an interrupt is generated (if WDTO_IMR.LVLINT=1 or
WDT1_IMR.LVLINT=1).

After a processor reset, the value of PERIOD is OxFFF and the value of PRESC is 0x000, corresponding to the
maximum value of the counter with the external reset generation enabled (PERIODRST at 1 after a backup reset).
This means that watchdogs are running at reset, that is, at power-up. The user can either disable the WDT by setting
WDTO0_MR.WDDIS=1 and/or WDT1_MR.WDDIS=1 or reprogram the WDTs to meet the maximum watchdog period
the application requires.

The WDT1 and the WDTO embed securities to avoid programming out of range values. The following inequality must
be verified, otherwise the configuration is canceled:

RPTH < LVLTH < PERIOD

In addition, the WDTO has the possibility to control the range of operation of the WDT1. It can limit the period,
the repeat threshold and the interrupt level of the WDT1 by programming WDT1_LVLLIM, WDT1_RLIM and
WDT1_PLIM.

Watchdog Reload

In normal operation, the user reloads the watchdog at regular intervals before the down counter reaches 0, by
configuring WDTO_CR.WDRSTT=1 or WDT1_CR.WDRSTT=1 with the correct KEY field. The watchdog counter is
then immediately reloaded with the PERIOD value and restarted, and the MD_SLCK PRESC divider is reset and
restarted. Writing WDTO_CR or WDT1_CR with an incorrect key raises an error flag.

Writing WDTO_MR, WDTO_WLR or WDTO_ILR immediately reloads the counter from PERIOD and restarts the
MD_SLCK PRESC divider of WDTO.

Writing WDT1_MR, WDT1_WLR or WDT1_ILR immediately reloads the counter from PERIOD and restarts the
MD_SLCK PRESC divider of WDT1.

Watchdog Lock

WDTO_MR and WDT1_MR can be written until a LOCKMR command is issued in the corresponding WDTO_CR
or WDT1_CR. Once locked, only a processor reset resets WDT0_MR and WDT1_MR. As long as a WDT is not

locked, writing WDT1_MR or WDTO_MR automatically reloads the corresponding Watchdog timer with the newly
programmed mode parameters.

If the watchdog is restarted by writing into the corresponding Control register (WDTO_CR or WDT1_CR), the
corresponding WDTO_MR or WDT1_MR must not be programmed during a period of time of three MD_SLCK periods
following the WDTO_CR or WDT1_CR write access.

Repeat Threshold

A repeat threshold can be defined for each watchdog in order to protect against deadlocks that would repeatedly
restart the watchdog. WDTO_WL.RPTH and WDT1_WL.RPTH define the minimum number of cycles to wait after a
watchdog restart before the watchdog can be started again. If a watchdog restart occurs before this limit is reached,
a repeat threshold failure is asserted and WDTO_ISR.RPTHINT and/or WDT1_ISR.RPTHINT arelis set to 1. This
feature can be disabled by programming a null RPTH value. In such a configuration, restarting the Watchdog Timer is
permitted in the whole range [0; PERIOD] and does not generate an error. This is the default configuration on reset
(RPTH is null).
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Watchdog Reset Order

If the down counter of any watchdog reaches 0 or if one of the watchdogs is restarted before reaching the RPTH
threshold limit, a Watchdog Reset Order is sent to the Reset Controller (RSTC) if WDT0_MR.PERIODRST=1 and/or
WDTO_MR.RPTHRST=1 or if WDT1_MR.PERIODRST=1 and/or WDT1_MR.RPTHRST=1.

Watchdog Interrupt
Each watchdog drives a separate interrupt line.

Watchdog 0 interrupt line can be asserted on Watchdog 1 events (see WDTO_IER ).

Watchdog Halt
The counters may be stopped depending on the value programmed for the bits:
« WDTx_MR.WDIDLEHLT: If high, the corresponding watchdog counter is stopped while the Core is in Sleep
mode.

« WDTO_MR.WDDBGxHLT, WDT1_MR.WDDBGXHLT: If high, the corresponding watchdog counter is stopped
while the Core is in Debug state.

Timing Diagrams

Figure 18-2. Timing Diagram

WDT Down Counter

Value

S —_———— PERIOD

RPTH
Repeat Threshold)

LVLTH
(Level Threshold)

1
1
1
1
1
Forbidden window !
PERIOD In case of a WDT restalt
an interrupt or a reset

If the WDT counter reaches this point
can be generated

an interrupt can be generated.

r/

WDT can be safely
restarted in this area

1
1
1
1
1
1
1
1
1
: Permitted window
1
1
1
1
1
1
T
1
1

N4 Time
1 ) If the WDT counter reaches 0
! ! an interrupt or a reset
can be generated
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Register Summary

I N = 2 I AR AN (N I I

0x00

0x04

0x08

0x0C

0x10

0x14

0x18

0x1C

0x20

0x24
0x120F
0x1210
0x1214

0x1218

0x121C

WDT1_CR

WDT1_MR

WDT1_VR

WDT1_WL

WDT1_IL

WDT1_IER

WDT1_IDR

WDT1_ISR

WDT1_IMR

Reserved

WDTO_CR

WDTO_MR

WDTO_VR

WDTO_WL

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

KEY[7:0]

LOCKMR

WDDBGOHLT| WDIDLEHLT

WDDIS
RPTHRST | PERIODRST

COUNTER[7:0]
RPTH[7:0]
PERIODI[7:0]
LVLTH[7:0]
RLDERR
RLDERR
RLDERR
RLDERR
KEY[7:0]
LOCKMR

WDDBGOHLT| WDIDLEHLT

WDDIS
RPTHRST | PERIODRST

COUNTER][7:0]

RPTHI[7:0]

PERIODJ7:0]

WDRSTT

WDNRSTDIS

COUNTER[11:8]

RPTH[11:8]

PERIOD[11:8]

PRESC[2:0]
LVLTH[11:8]

LVLINT RPTHINT PERINT

LVLINT RPTHINT PERINT

LVLINT RPTHINT PERINT

LVLINT RPTHINT PERINT

WDRSTT

WDNRSTDIS

COUNTER[11:8]

RPTH[11:8]

PERIOD[11:8]

© 2022 Microchip Technology Inc.

and its subsidiaries

Complete Data Sheet

DS60001780B-page 152



PIC32CXMTG

Dual Watchdog Timer (DWDT)

........... continued

omet | Name JEeres ] 7 e s e ]2 | | o

0x1220

0x1224

0x1228

0x122C

0x1230

0x1234

0x1238

0x123C

WDTO_IL

WDTO_IER

WDTO_IDR

WDTO_ISR

WDTO_IMR

WDT1_LVLLIM

WDT1_RLIM

WDT1_PLIM

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

LVLTH[7:0]

RLDERR | WIRPTHINT | W1PERINT

RLDERR | WIRPTHINT | W1PERINT

RLDERR | WIRPTHINT | W1PERINT

RLDERR | WIRPTHINT | W1PERINT

LVLMAX[7:0]

LVLMIN[7:0]

RPTHMAX[7:0]

RPTHMIN[7:0]

PERMAX[7:0]

PERMIN[7:0]

PRESC[2:0]
LVLTH[11:8]

LVLINT RPTHINT PERINT

LVLINT RPTHINT PERINT

LVLINT RPTHINT PERINT

LVLINT RPTHINT PERINT
LVLMAX[11:8]

LVLMIN[11:8]

RPTHMAX[11:8]

RPTHMIN[11:8]

PERMAX[11:8]

PERMIN[11:8]
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18.5.1 DWDT Watchdog 1 Control Register

Name: WDT1_CR
Offset: 0x0000
Reset: -

Property: Write-only

The WDT1_CR register values must not be modified within three MD_SLCK periods following a restart of the
watchdog performed by a write access in WDT1_CR. Any modification causes the watchdog to trigger an end of
period earlier than expected.

Bit 31 30 29 28 27 26 25 24
| KEY[7:0]
Access W w W w w W W w
Reset - - - - - - - -
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
LOCKMR WDRSTT
Access w w
Reset -

Bits 31:24 — KEY[7:0] Password
Value Name Description
0xA5 PASSWD Writing any other value in this field aborts the write operation.

Bit 4 - LOCKMR Lock Mode Register Write Access
Value Description

0 No effect.

1 Locks the configuration registers if KEY is written to OxA5. Write accesses to WDT1_MR, WDT1_WL
and WDT1_IL have no effect.

Bit 0 - WDRSTT Watchdog Restart

Value Description
0 No effect.
1 Restarts the watchdog if KEY is written to 0xA5.
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18.5.2 DWDT Watchdog 1 Mode Register

Name: WDT1_MR
Offset: 0x0004
Reset: 0x00000030

Property: Read/Write

Write access to this register has no effect if the LOCKMR command is issued in WDT1_CR (unlocked on hardware
reset).

The WDT1_MR register values must not be modified within three MD_SLCK periods following a restart of the
watchdog performed by a write access in WDT1_CR. Any modification will cause the watchdog to trigger an end of
period earlier than expected.

Bit 31 30 29 28 27 26 25 24
| | | WDDBGOHLT | WDIDLEHLT
Access R/W R/W
Reset 0 0
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
WDDIS WDNRSTDIS
Access R/W R/W
Reset 0 0
Bit 7 6 5 4 3 2 1 0
RPTHRST PERIODRST
Access R/W R/W
Reset 1 1

Bit 29 - WDDBGOHLT Watchdog Core Debug Halt

Value Description
0 The Watchdog 1 runs when the processor is in Debug state.
1 The Watchdog 1 stops when the processor is in Debug state.

Bit 28 — WDIDLEHLT Watchdog Idle Halt

Value Description
0 The watchdog runs when the system is in Idle state.
1 The watchdog stops when the system is in Idle state.

Bit 12 - WDDIS Watchdog Disable

Value Description
0 Enables the Watchdog Timer.
1 Disables the Watchdog Timer.

Bit 9 — WDNRSTDIS Watchdog Reset NRST Pin Disable

Value Description
0 A watchdog reset asserts the NRST pin.
1 A watchdog reset does not assert the NRST pin.

Bit 5 - RPTHRST Repeat Threshold Reset Enable
Value Description
0 No reset is generated if the watchdog is restarted before the RPTH threshold (early restart).
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Value Description
1 A reset is generated if the watchdog is restarted before the RPTH threshold.

Bit 4 - PERIODRST Watchdog Overflow Period Reset Enable

Value Description

0 No reset is generated if the watchdog reaches 0.
1 A reset is generated once the watchdog reaches 0.
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18.5.3 DWDT Watchdog 1 Value Register

Name: WDT1_VR
Offset: 0x0008
Reset: 0x00000FFF

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
COUNTER[11:8]
Access R R R R
Reset 1 1 1 1
Bit 7 6 5 4 3 2 1 0
COUNTERJ7:0]
Access R R R R R R R R

Reset 1 1 1 1 1 1 1 1

Bits 11:0 — COUNTER[11:0] Watchdog Down Counter Value
Current value of the watchdog down counter.
Due to the asynchronous operation of the watchdog, it is necessary to read this register twice at the same value to
get a valid read. Therefore, a minimum of two and a maximum of three accesses are required.
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18.5.4 DWDT Watchdog 1 Window Level Register

Name: WDT1_WL
Offset: 0x000C
Reset: 0x00000FFF

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
RPTH[11:8]
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 23 22 21 20 19 18 17 16
RPTHI7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
PERIODI[11:8]
Access R/W R/W R/W R/W
Reset 1 1 1 1
Bit 7 6 5 4 3 2 1 0
PERIODI[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W

Reset 1 1 1 1 1 1 1 1

Bits 27:16 — RPTH[11:0] Repeat Threshold
Defines the period before which a watchdog restart generates a Watchdog 1 and/or a Watchdog 0 interrupt.

Bits 11:0 — PERIOD[11:0] Watchdog Period
Defines the period after which the watchdog generates a Watchdog 1 and/or a Watchdog 0 interrupt.
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18.5.5 DWDT Watchdog 1 Interrupt Level Register

Name: WDT1_IL
Offset: 0x0010
Reset: 0x00000FFF

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
PRESC[2:0]
Access R/W R/W RW
Reset 0 0 0
Bit 15 14 13 12 1 10 9 8
LVLTH[11:8]
Access R/W RwW R/wW R/wW
Reset 1 1 1 1
Bit 7 6 5 4 3 2 1 0
LVLTH[7:0]
Access R/W R/W R/W R/W R/W R/W R/W RW
Reset 1 1 1 1 1 1 1 1
Bits 18:16 — PRESC[2:0] Prescaler Ratio
Defines the Watchdog 1 Prescaler ratio.
Value Name Description
0x0 RATIO128 The watchdog counter decreased when the prescaler reaches 128.
0x1 RATIO64 The watchdog counter decreased when the prescaler reaches 64.
0x2 RATIO32 The watchdog counter decreased when the prescaler reaches 32.
0x3 RATIO16 The watchdog counter decreased when the prescaler reaches 16.
0x4 RATIO8 The watchdog counter decreased when the prescaler reaches 8.
0x5 RATIO4 The watchdog counter decreased when the prescaler reaches 4.
0x6 RATIO2 The watchdog counter decreased when the prescaler reaches 2.
0x7 RATIO1 The watchdog counter decreased when the prescaler reaches 1.

Bits 11:0 — LVLTH[11:0] Level Threshold

Defines the period after which the watchdog generates an interrupt.
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18.5.6 DWDT Watchdog 1 Interrupt Enable Register

Name: WDT1_IER
Offset: 0x0014
Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 1" 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

RLDERR LVLINT RPTHINT PERINT
Access W W W W
Reset - - - -

Bit 5 - RLDERR Reload Command Error Interrupt Enable

Value Description

0 No effect.
1 Enables the interrupt when there is an attempt to do a Watchdog 1 reload with an incorrect key
(WDT1_CR.KEY).

Bit 2 — LVLINT Interrupt Level Threshold Interrupt Enable

Value Description

0 No effect.

1 Enables the interrupt when the Watchdog 1 counter reaches the interrupt period defined in
WDT1_IL.LVLTH.

Bit 1 — RPTHINT Reload Repeat Period Interrupt Enable

Value Description

0 No effect.
1 Enables the interrupt when the Watchdog 1 is reloaded before the period configured in
WDT1_WL.RPTH.

Bit 0 — PERINT Overflow Period Interrupt Enable

Value Description

0 No effect.
1 Enables the interrupt when the Watchdog 1 overflow occurs (period configured in WDT1_WL.PERIOD).
© 2022 Microchip Technology Inc. Complete Data Sheet DS60001780B-page 160

and its subsidiaries



PIC32CXMTG
Dual Watchdog Timer (DWDT)

18.5.7 DWDT Watchdog 1 Interrupt Disable Register

Name: WDT1_IDR
Offset: 0x0018
Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 1" 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

RLDERR LVLINT RPTHINT PERINT
Access W W W W
Reset - - - -

Bit 5 - RLDERR Reload Command Error Interrupt Disable

Value Description

0 No effect.
1 Disables the interrupt when there is an attempt to do a Watchdog 1 reload with an incorrect key
(WDT1_CR.KEY).

Bit 2 — LVLINT Interrupt Level Threshold Interrupt Disable

Value Description

0 No effect.

1 Disables the interrupt when the Watchdog 1 counter reaches the interrupt period defined in
WDT1_IL.LVLTH.

Bit 1 — RPTHINT Reload Repeat Period Interrupt Disable

Value Description

0 No effect.
1 Disables the interrupt when the Watchdog 1 is reloaded before the period configured in
WDT1_WL.RPTH.

Bit 0 — PERINT Overflow Period Interrupt Disable

Value Description

0 No effect.
1 Disables the interrupt when the Watchdog 1 overflow occurs (period configured in
WDT1_WL.PERIOD).
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18.5.8 DWDT Watchdog 1 Interrupt Status Register

Name: WDT1_ISR
Offset: 0x001C
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 1" 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

RLDERR LVLINT RPTHINT PERINT
Access R R R R
Reset 0 0 0 0

Bit 5 - RLDERR Reload Command Error Status (cleared on read)
Value Description

0 No attempt to do a Watchdog 1 reload with an incorrect key (WDT1_CR.KEY) since the last read of
WDT1_ISR.
1 At least one attempt to do a Watchdog 1 reload with an incorrect key (WDT1_CR.KEY) since the last

read of WDT1_ISR.

Bit 2 — LVLINT Interrupt Level Threshold Status (cleared on read)

0 The Watchdog 1 counter did not reach the period defined in WDT1_IL.LVLTH since the last read of
WDT1_ISR.

1 The Watchdog 1 counter reached the period defined in WDT1_IL.LVLTH since the last read of
WDT1_ISR.

Bit 1 — RPTHINT Reload Repeat Period Status (cleared on read)

0 No reload of the Watchdog 1 before the period configured in WDT1_WL.RPTH since the last read of
WDT1_ISR.
1 At least one reload of the Watchdog 1 before the period configured in WDT1_WL.RPTH since the last

read of WDT1_ISR.

Bit 0 — PERINT Overflow Period Status (cleared on read)
Value Description

0 No Watchdog 1 overflow has occurred since the last read of WDT1_ISR.
1 At least one Watchdog 1 overflow has occurred since the last read of WDT1_ISR.
© 2022 Microchip Technology Inc. Complete Data Sheet DS60001780B-page 162

and its subsidiaries



PIC32CXMTG
Dual Watchdog Timer (DWDT)

18.5.9 DWDT Watchdog 1 Interrupt Mask Register

Name: WDT1_IMR
Offset: 0x0020
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 1" 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

RLDERR LVLINT RPTHINT PERINT
Access R R R R
Reset 0 0 0 0

Bit 5 - RLDERR Reload Command Error Interrupt Mask
Value Description
0 The interrupt on Watchdog 1 attempt to reload with an incorrect key (WDT1_CR.KEY) is disabled.
1 The interrupt on Watchdog 1 attempt to reload with an incorrect key (WDT1_CR.KEY) is enabled.

Bit 2 — LVLINT Interrupt Level Threshold Interrupt Mask
Value Description
0 The interrupt is disabled when the Watchdog 1 counter reaches the period defined in WDT1_IL.LVLTH.
1 The interrupt is enabled when the Watchdog 1 counter reaches the period defined in WDT1_IL.LVLTH.

Bit 1 - RPTHINT Reload Repeat Period Interrupt Mask

Value Description

0 The interrupt is disabled when the Watchdog 1 is reloaded before the period configured in
WDT1_WL.RPTH.

1 The interrupt is enabled when the Watchdog 1 is reloaded before the period configured in
WDT1_WL.RPTH.

Bit 0 — PERINT Overflow Period Interrupt Mask
Value Description

0 The interrupt is disabled when a Watchdog 1 overflow occurs.
1 The interrupt is enabled when a Watchdog 1 overflow occurs.
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18.5.10 DWDT Watchdog 0 Control Register

Name: WDTO_CR
Offset: 0x1210
Reset: -

Property: Write-only

The WDTO_CR register values must not be modified within three MD_SLCK periods following a restart of the
watchdog performed by a write access in WDTO_CR. Any modification will cause the watchdog to trigger an end of
period earlier than expected.

Bit 31 30 29 28 27 26 25 24
| KEY[7:0]
Access W w W w w W W w
Reset - - - - - - - -
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
LOCKMR WDRSTT
Access w w
Reset -

Bits 31:24 — KEY[7:0] Password
Value Name Description
0xA5 PASSWD Writing any other value in this field aborts the write operation.

Bit 4 - LOCKMR Lock Mode Register Write Access
Value Description

0 No effect.

1 Locks the configuration registers if KEY is written to OxA5. Write accesses to WDT0_MR, WDTO_VR,
WDTO_WL and WDTO_IL have no effect.

Bit 0 - WDRSTT Watchdog Restart

Value Description
0 No effect.
1 Restarts the watchdog if KEY is written to 0xA5.
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18.5.11 DWDT Watchdog 0 Mode Register

Name: WDTO_MR
Offset: 0x1214
Reset: 0x00000030

Property: Read/Write

Write access to this register has no effect if the LOCKMR command is issued in WDTO_CR (unlocked on hardware
reset).

The WDTO_MR register values must not be modified within three MD_SLCK periods following a restart of the
watchdog performed by a write access in WDTO_CR. Any modification will cause the watchdog to trigger an end of
period earlier than expected.

Bit 31 30 29 28 27 26 25 24
| | | WDDBGOHLT | WDIDLEHLT
Access R/W R/W
Reset 0 0
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
WDDIS WDNRSTDIS
Access R/W R/W
Reset 0 0
Bit 7 6 5 4 3 2 1 0
RPTHRST PERIODRST
Access R/W R/W
Reset 1 1

Bit 29 - WDDBGOHLT Watchdog Core Debug Halt

Value Description
0 The Watchdog 0 runs when the processor is in Debug state.
1 The Watchdog 0 stops when the processor is in Debug state.

Bit 28 — WDIDLEHLT Watchdog Idle Halt

Value Description
0 The watchdog runs when the system is in Idle state.
1 The watchdog stops when the system is in Idle state.

Bit 12 - WDDIS Watchdog Disable

Value Description
0 Enables the Watchdog Timer.
1 Disables the Watchdog Timer.

Bit 9 —- WDNRSTDIS Watchdog NRST Disable

Value Description
0 A watchdog reset asserts the NRST pin.
1 A watchdog reset does not assert the NRST pin.

Bit 5 - RPTHRST Repeat Threshold Reset

Value Description
0 No reset is generated if the watchdog is restarted before the RPTH threshold.
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Value Description
1 A reset is generated if the watchdog is restarted before the RPTH threshold.

Bit 4 — PERIODRST Period Reset

Value Description

0 No reset is generated if the watchdog down counter reaches 0.
1 A reset is generated once the watchdog down counter reaches 0.
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18.5.12 DWDT Watchdog 0 Value Register

Name: WDTO_VR
Offset: 0x1218
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
COUNTER[11:8]
Access R R R R
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
COUNTERJ7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 11:0 — COUNTER[11:0] Watchdog Down Counter Value
Current value of the watchdog down counter.
Due to the asynchronous operation of the watchdog, it is necessary to read this register twice at the same value to
get a valid read. Therefore, a minimum of two and a maximum of three accesses are required.
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18.5.13 DWDT Watchdog 0 Window Level Register

Name: WDTO_WL
Offset: 0x121C
Reset: 0x00000FFF

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
RPTH[11:8]
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 23 22 21 20 19 18 17 16
RPTHI7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
PERIODI[11:8]
Access R/W R/W R/W R/W
Reset 1 1 1 1
Bit 7 6 5 4 3 2 1 0
PERIODI[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W

Reset 1 1 1 1 1 1 1 1

Bits 27:16 — RPTH[11:0] Repeat Threshold
Defines the period before which the Watchdog 0 restart generates an interrupt.

Bits 11:0 — PERIOD[11:0] Watchdog Period
Defines the period after which the Watchdog 0 generates an interrupt.
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18.5.14 DWDT Watchdog 0 Interrupt Level Register

Name: WDTO_IL
Offset: 0x1220
Reset: 0x00000FFF

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
PRESC[2:0]
Access R/W R/W RW
Reset 0 0 0
Bit 15 14 13 12 1 10 9 8
LVLTH[11:8]
Access R/W RwW R/wW R/wW
Reset 1 1 1 1
Bit 7 6 5 4 3 2 1 0
LVLTH[7:0]
Access R/W R/W R/W R/W R/W R/W R/W RW
Reset 1 1 1 1 1 1 1 1
Bits 18:16 — PRESC[2:0] Prescaler Ratio
Defines the Watchdog 0 Prescaler ratio.
Value Name Description
0x0 RATIO128 The watchdog counter decreased when the prescaler reaches 128.
0x1 RATIO64 The watchdog counter decreased when the prescaler reaches 64.
0x2 RATIO32 The watchdog counter decreased when the prescaler reaches 32.
0x3 RATIO16 The watchdog counter decreased when the prescaler reaches 16.
0x4 RATIO8 The watchdog counter decreased when the prescaler reaches 8.
0x5 RATIO4 The watchdog counter decreased when the prescaler reaches 4.
0x6 RATIO2 The watchdog counter decreased when the prescaler reaches 2.
0x7 RATIO1 The watchdog counter decreased when the prescaler reaches 1.

Bits 11:0 — LVLTH[11:0] Level Threshold

Defines the period after which the Watchdog generates an interrupt.
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18.5.15 DWDT Watchdog 0 Interrupt Enable Register

Name: WDTO_IER
Offset: 0x1224
Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 1" 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

RLDERR W1RPTHINT W1PERINT LVLINT RPTHINT PERINT
Access W W w W W W
Reset - - - - - -

Bit 5 - RLDERR Reload Command Error Interrupt Enable
Value Description

0 No effect.
1 Enables the interrupt when there is an attempt to do a Watchdog 0 reload with an incorrect key
(WDTO_CR.KEY).

Bit 4 - WIRPTHINT Watchdog 1 Repeat Threshold Interrupt Enable
Value Description
0 No effect.
1 Enables the interrupt when Watchdog 1 is reloaded before the period configured in WDT1_WL.RPTH.

Bit 3 - WIPERINT Watchdog 1 Overflow Interrupt Enable
Value Description

0 No effect.
1 Enables the interrupt when Watchdog 1 overflows.

Bit 2 — LVLINT Interrupt Level Threshold Interrupt Enable

Value Description
0 No effect.
1 Enables the interrupt when the Watchdog O counter reaches the interrupt period defined in

WDTO_IL.LVLTH.

Bit 1 — RPTHINT Reload Repeat Period Interrupt Enable

Value Description
0 No effect.
1 Enables the interrupt when the Watchdog 0 is reloaded before the period configured in

WDTO_WL.RPTH.

Bit 0 — PERINT Overflow Period Interrupt Enable
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Value Description

0 No effect.
1 Enables the interrupt when the Watchdog 0 overflow occurs (period configured in WDTO_WL.PERIOD).
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18.5.16 DWDT Watchdog 0 Interrupt Disable Register

Name: WDTO_IDR
Offset: 0x1228
Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 1" 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

RLDERR W1RPTHINT W1PERINT LVLINT RPTHINT PERINT
Access W W w W W W
Reset - - - - - -

Bit 5 - RLDERR Reload Command Error Interrupt Disable
Value Description

0 No effect.
1 Disables the interrupt when there is an attempt to do a Watchdog 0 reload with an incorrect key
(WDTO_CR.KEY).

Bit 4 - WIRPTHINT Watchdog 1 Repeat Threshold Interrupt Disable
Value Description
0 No effect.
1 Disables the interrupt when Watchdog 1 is reloaded before the period configured in WDT1_WL.RPTH.

Bit 3 — W1PERINT Watchdog 1 Overflow Interrupt Disable
Value Description

0 No effect.
1 Disables the interrupt when Watchdog 1 overflows.

Bit 2 — LVLINT Interrupt Level Threshold Interrupt Disable

Value Description
0 No effect.
1 Disables the interrupt when the Watchdog 0 counter reaches the interrupt period defined in

WDTO_IL.LVLTH.

Bit 1 — RPTHINT Reload Repeat Period Interrupt Disable

Value Description
0 No effect.
1 Disables the interrupt when the Watchdog 0 is reloaded before the period configured in

WDTO_WL.RPTH.

Bit 0 — PERINT Overflow Period Interrupt Disable
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Value Description
0 No effect.
1 Disables the interrupt when the Watchdog 0 overflow occurs (period configured in

WDTO_WL.PERIOD).
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18.5.17 DWDT Watchdog 0 Interrupt Status Register

Name: WDTO_ISR
Offset: 0x122C
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 1" 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

RLDERR W1RPTHINT W1PERINT LVLINT RPTHINT PERINT
Access R R R R R R
Reset 0 0 0 0 0 0

Bit 5 - RLDERR Reload Command Error Status (cleared on read)
Value Description

0 No attempt to do a Watchdog 0 reload with an incorrect key (WDTO_CR.KEY) since the last read of
WDTO_ISR.
1 At least one attempt to do a Watchdog 0 reload with an incorrect key (WDTO_CR.KEY) since the last

read of WDTO_ISR.

Bit 4 - WIRPTHINT Watchdog 1 Repeat Threshold Interrupt Status

Value Description
0 No Watchdog 1 repeat threshold failure since the last read of WDTO_ISR.
1 At least one Watchdog 1 repeat threshold failure since the last read of WDTO_ISR.

Bit 3 — WIPERINT Watchdog 1 Overflow Interrupt Status
Value Description
0 No Watchdog 1 overflow has occurred in the Watchdog 0 since the last read of WDTO0_ISR.
1 At least one Watchdog 1 overflow occurred in the Watchdog 0 since the last read of WDTO_ISR.

Bit 2 — LVLINT Interrupt Level Threshold Status (cleared on read)
Value Description

0 The Watchdog 0 counter did not reach the period defined in WDTO_IL.LVLTH since the last read of
WDTO_ISR.

1 The Watchdog 0 counter reached the period defined in WDTO_IL.LVLTH since the last read of
WDTO_ISR.

Bit 1 — RPTHINT Reload Repeat Period Status (cleared on read)

Value Description

0 No reload of the Watchdog 0 before the period configured in WDTO_WL.RPTH since the last read of
WDTO_ISR.
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Value Description
At least one reload of the Watchdog 0 before the period configured in WDTO_WL.RPTH since the last
read of WDTO_ISR.

Bit 0 — PERINT Overflow Period Status (cleared on read)

Value Description
0 No Watchdog 0 overflow has occurred since the last read of WDTO_ISR.
1 At least one Watchdog 0 overflow has occurred since the last read of WDTO_ISR.
© 2022 Microchip Technology Inc. Complete Data Sheet DS60001780B-page 175

and its subsidiaries



PIC32CXMTG
Dual Watchdog Timer (DWDT)

18.5.18 DWDT Watchdog 0 Interrupt Mask Register

Name: WDTO_IMR
Offset: 0x1230
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 1" 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

RLDERR W1RPTHINT W1PERINT LVLINT RPTHINT PERINT
Access R R R R R R
Reset 0 0 0 0 0 0

Bit 5 - RLDERR Reload Command Error Interrupt Mask
Value Description
0 The interrupt on Watchdog 0 attempt to reload with an incorrect key (WDTO_CR.KEY) is disabled.
1 The interrupt on Watchdog 0 attempt to reload with an incorrect key (WDTO_CR.KEY) is enabled.

Bit 4 - WIRPTHINT Watchdog 1 Repeat Threshold Interrupt Mask
Value Description

0 The interrupt is disabled when Watchdog 1 is reloaded before the period configured in
WDT1_WL.RPTH.
1 The interrupt is enabled when Watchdog 1 is reloaded before the period configured in

WDT1_WL.RPTH.

Bit 3 — WIPERINT Watchdog 1 Overflow Interrupt Mask
Value Description
0 The interrupt is disabled when Watchdog 1 overflow occurs.
1 The interrupt is enabled when Watchdog 1 overflow occurs.

Bit 2 — LVLINT Interrupt Level Threshold Interrupt Mask
Value Description

0 The interrupt is disabled when the Watchdog 0 counter reaches the period defined in WDTO_IL.LVLTH.

1 The interrupt is enabled when the Watchdog 0 counter reaches the period defined in WDTO_IL.LVLTH.

Bit 1 - RPTHINT Reload Repeat Period Interrupt Mask
Value Description

0 The interrupt is disabled when the Watchdog 0 is reloaded before the period configured in
WDTO_WL.RPTH.
1 The interrupt is enabled when the Watchdog 0 is reloaded before the period configured in

WDTO_WL.RPTH.
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Bit 0 — PERINT Overflow Period Interrupt Mask

Value Description

0 The interrupt is disabled when Watchdog 0 overflow occurs.
1 The interrupt is enabled when Watchdog 0 overflow occurs.
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18.5.19 DWDT Watchdog 1 Level Limit Register

Name: WDT1_LVLLIM
Offset: 0x1234
Reset: OxOFFF0000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
LVLMAX[11:8]
Access R/W R/W R/W R/W
Reset 1 1 1 1
Bit 23 22 21 20 19 18 17 16
LVLMAX[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1 1 1
Bit 15 14 13 12 11 10 9 8
LVLMIN[11:8]
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
LVLMIN[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 27:16 — LVLMAX[11:0] Maximum Level
Defines the maximum value that can be applied on WDT1_IL.LVLTH.
If the currently defined LVLTH value is higher than the LVLMAX to be configured, LVLMAX value is applied to LVLTH.

Bits 11:0 — LVLMIN[11:0] Minimum Level
Defines the minimum value that can be applied on WDT1_IL.LVLTH.
If the currently defined LVLTH value is lower than the LVLMIN to be configured, LVLMIN value is applied to LVLTH.
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18.5.20 DWDT Watchdog 1 Repeat Threshold Limit Register

Name: WDT1_RLIM
Offset: 0x1238
Reset: OxOFFF0000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
RPTHMAX[11:8]
Access R/W R/W R/W R/W
Reset 1 1 1 1
Bit 23 22 21 20 19 18 17 16
RPTHMAX]7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1 1 1
Bit 15 14 13 12 11 10 9 8
RPTHMIN[11:8]
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
RPTHMIN[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 27:16 - RPTHMAX[11:0] Maximum Repeat Threshold
Defines the maximum value that can be applied to WDT1_WL.RPTH.
If the currently defined RPTH value is higher than the RPTHMAX to be configured, RPTHMAX value is applied to
RPTH.

Bits 11:0 — RPTHMIN[11:0] Minimum Repeat Threshold
Defines the minimum value that can be applied to WDT1_WL.RPTH.
If the currently defined RPTH value is lower than the RPTHMIN to be configured, RPTHMIN value is applied to
RPTH.
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18.5.21 DWDT Watchdog 1 Period Limit Register

Name: WDT1_PLIM
Offset: 0x123C
Reset: OxOFFF0000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
PERMAX][11:8]
Access R/W R/W R/W R/W
Reset 1 1 1 1
Bit 23 22 21 20 19 18 17 16
PERMAX][7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1 1 1
Bit 15 14 13 12 11 10 9 8
PERMIN[11:8]
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
PERMIN[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 27:16 — PERMAX[11:0] Period Maximum
Defines the maximum value that can be applied to WDT1_WL.PERIOD.
If the currently defined PERIOD value of the WDT1 is higher than the PERMAX to be configured, PERMAX value is
applied to PERIOD.

Bits 11:0 — PERMIN[11:0] Period Minimum
Defines the minimum value that can be applied to WDT1_WL.PERIOD.
If the currently defined PERIOD value of the WDT1 is lower than the PERMIN to be configured, PERMIN value is
applied to PERIOD.
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Description

The Clock Generator user interface is embedded within the Power Management Controller and is described in the
Register Summary. However, the Clock Generator registers are named CKGR _.

Embedded Characteristics
The Clock Generator is made up of:

Oscillators

— Alow-power 32.768 kHz oscillator supporting crystals, MEMs, resonators and Bypass mode
Note: This oscillator is referred to as 32.768 kHz Crystal Oscillator throughout the document.

— An embedded always-on, slow RC oscillator generating a typical 32 kHz clock

— A 12 to 48 MHz oscillator supporting crystals, MEMs, resonators and Bypass mode
Note: This oscillator is referred to as Main Crystal Oscillator throughout the document.

— A Main RC oscillator generating a typical 12 MHz clock
Three fractional-N PLLs

It provides the following clocks:

MD_SLCK—Monitoring Domain Slow clock. This clock, sourced from the always-on Slow RC oscillator only, is
the only permanent clock of the system and feeds safety-critical functions of the device (DWDT, RSTC, SUPC,
frequency monitors and detectors, PMC start-up time counters).

TD_SLCK—Timing Domain Slow clock. This clock, sourced from the 32.768 kHz crystal oscillator or the always-
on Slow RC oscillator, is routed to the RTC and RTT peripherals.

MAINCK—Output of the Main clock oscillator selection. This clock is either the Main crystal oscillator or Main
RC oscillator.

PLL Clocks—Outputs of embedded PLLs
One SysTick external clock for each Processor core
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19.3 Block Diagram
Figure 19-1. Clock Generator Block Diagram
Clock Generator
SUPC_CR
Slow RC 0 Timing Domain
Oscillator (STI(IJDW SCI_I%C}E)
XOUT32 D 32,768 KH to RTT, RTC
brysta| ‘ 1 Monitoring Domain
XIN32 D Oscillator (SI\IAOSV gll_og}li)
CKGR_MOR
SUPC_MR.OSCBYPASS
Main RC
Oscillator 0 Main Clock
(MAINCK)
XIN .
Main
D Crystal 1
XOUT D o Oscillator
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PLLMS (PLLA) PLLACKA
TD_SLCK —»| 0
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Management
Controller
User Interface
19.4 Slow Clock

The PMC does not control the Slow clock generation. The control of the Slow clock is performed by the Supply
Controller (SUPC) which embeds a slow clock generator that is supplied by the output of the power switch (VBAT or
VDD3V3). As soon as the SUPC is supplied, both the 32.768 kHz crystal oscillator and the Slow RC oscillator are
powered, but only the Slow RC oscillator is enabled.

MD_SLCK is always generated by the Slow RC oscillator.
TD_SLCK is generated either by the 32.768 kHz crystal oscillator or by the Slow RC oscillator.
The selection is made via the TDXTALSEL bit in the SUPC Control register (SUPC_CR).
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Slow RC Oscillator (32 kHz typical)

The Slow RC oscillator is a permanent 32 kHz clock that is the source clock of MD_SLCK and the default source
clock of TD_SLCK.

Compared to the 32.768 kHz crystal oscillator, this oscillator offers a faster start-up time and is less exposed to

the external environment, as it is fully integrated. However, its output frequency is subject to larger variations with
supply voltage, temperature and manufacturing process. Therefore, the user must take these variations into account
when this oscillator is used as a time base (start-up counter, frequency monitor, etc.). Refer to the section “Electrical
Characteristics”.

32.768 kHz Crystal Oscillator

By default, the 32.768 kHz oscillator is disabled. To use this oscillator, the XIN32 and XOUT32 pins must be
connected to a 32.768 kHz crystal, to a MEMS oscillator, or to a ceramic resonator. Refer to the section “Electrical
Characteristics” for appropriate loading capacitors selection on XIN32 and XOUT32.

To select the 32.768 kHz crystal oscillator as the source of TD_SLCK, SUPC_CR.TDXTALSEL must be set. The
switch of TD_SLCK source is glitch-free.

Reverting to the Slow RC oscillator is only possible by shutting down the Backup power supply.

The user can also set the 32.768 kHz crystal oscillator in Bypass mode instead of connecting a crystal. In this
case, the user must provide the external clock signal on XIN32. For input characteristics of the XIN32 pin, refer to
the section “Electrical Characteristics”. To enter Bypass mode, the OSCBYPASS bit of the Supply Controller Mode
register (SUPC_MR) must be set prior to setting SUPC_CR.TDXTALSEL.

Main Clock
The Main clock (MAINCK) has two sources:

» A Main RC oscillator with a fast start-up time and that is selected by default to start the system
* A Main crystal oscillator with Bypass mode

Figure 19-2. Main Clock (MAINCK) Block Diagram
CKGR_MOR  CKGR_MOR
[ MoscreeN| [ MoscReF |

PMC_SR
—— > MOSCRCS

CKGR_MOR PMC_SR

Main RC
Oscillator MOSCSEL MOSCSELS

CKGR_MOR

MAINCK
Main Glook

XouT D Main Crystal
Oscillator

Main RC Oscillator

After reset, the Main RC oscillator is enabled. This oscillator is selected as the source of MAINCK. MAINCK is the
default clock selected to start the system.

The Main RC oscillator is calibrated in production. For output frequency specifications, refer to the section “Electrical
Characteristics”.
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The software can disable or enable the Main RC oscillator with the MOSCRCEN bit in the Clock Generator Main
Oscillator register (CKGR_MOR).

When disabling the Main RC oscillator by clearing CKGR_MOR.MOSCRCEN, PMC_SR.MOSCRCS is automatically
cleared, indicating that the oscillator is OFF.

Setting MOSCRCS in the Interrupt Enable register (PMC_IER) triggers an interrupt to the processor.

Main RC Oscillator Frequency Adjustment

The user can adjust the value of the Main RC oscillator frequency by modifying the trimming values set in production
by Microchip. This may be used to compensate frequency drifts due to temperature or voltage. The values stored in
the Flash cannot be erased by a Flash erase command or by the ERASE pin. Values written by the user application
in the Oscillator Calibration register (PMC_OCR) are reset after each power-up or peripheral reset.

By default, PMC_OCR.SEL12 is cleared, so the Main RC oscillator is driven with the factory-defined calibration bits
which are programmed during chip production.

In order to adjust the oscillator frequency, PMC_OCR.SEL12 must be set to ‘1’ and a valid value must be configured
in PMC_OCR.CAL12.

It is possible to adjust the oscillator frequency while operating from this oscillator.

When reading PMC_OCR, CAL12 contains the value of the trimming that is currently sent to the Main RC oscillator.
This means that the read value is either the factory-defined value (PMC_OCR.SEL12="0’) or the value written in the
register by the user (PMC_OCR.SEL12="1").

At any time, the user can measure the main RC oscillator output frequency by means of the Main Frequency Counter
(refer to Main Frequency Counter). Once the frequency measurement is done, the main RC oscillator calibration field
CAL12 can be adjusted accordingly to correct this oscillator output frequency.

Main Crystal Oscillator
After reset, the Main crystal oscillator is disabled and is not selected as the source of MAINCK.

The software enables or disables this oscillator in order to reduce power consumption via CKGR_MOR.MOSCXTEN.

When disabling this oscillator by clearing the CKGR_MOR.MOSCXTEN, the PMC_SR.MOSCXTS status bit is
automatically cleared, indicating the oscillator is off. To activate the Main Crystal oscillator bypass mode, refer to
Bypassing the Main Crystal Oscillator.

When enabling this oscillator, the user must initiate the start-up time counter. The start-up time depends on the
characteristics of the external device connected to this oscillator.

When CKGR_MOR.MOSCXTEN and CKGR_MOR.MOSCXTST are written to enable this oscillator, XIN and XOUT
are driven by the Main crystal oscillator. PMC_SR.MOSCXTS is cleared and the counter starts counting down on
MD_SLCK divided by 8 from the CKGR_MOR.MOSCXTST value. Since the CKGR_MOR.MOSCXTST value is
coded with 8 bits, the start-up time can be programmed up to 2048 MD_SLCK periods, corresponding to about 62 ms
when running at 32.768 kHz.

When the start-up time counter reaches ‘0’, PMC_SR.MOSCXTS is set, indicating that the oscillator is stabilized.
Setting MOSCXTS in the Interrupt Mask register (PMC_IMR) can trigger an interrupt to the processor.

Main Clock Source Selection
The source of MAINCK can be selected from the following:

» the Main RC oscillator
« the Main crystal oscillator
» an external clock signal provided on the XIN input (Bypass mode of the Main crystal oscillator)

The advantage of the Main RC oscillator is its fast start-up time. By default, this oscillator is selected to start the
system and it must be selected prior to entering Wait mode.

The advantage of the Main crystal oscillator is its high level of accuracy.

The selection of the oscillator is made by configuring CKGR_MOR.MOSCSEL. The switchover of the MAINCK
source is glitch-free, thus the switchover can be performed even if MCKO and MCK1 are fed by MAINCK.
PMC_SR.MOSCSELS indicates when the switch sequence is done.
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Setting PMC_IMR.MOSCSELS triggers an interrupt to the processor.

Bypassing the Main Crystal Oscillator

Prior to bypassing the Main crystal oscillator (CKGR_MOR.MOSCXTBY=1’), an external clock frequency provided on
the XIN pin must be stable and within the values specified in the XIN Clock characteristics in the section “Electrical
Characteristics”. Then the Main crystal oscillator must be enabled by setting CKGR_MOR.MOSCXTEN to 1.

Main Frequency Counter
The Main frequency counter measures the Main RC oscillator or the Main crystal oscillator against the MD_SLCK
and is managed by CKGR_MCFR.

During the measurement period, the Main frequency counter increments at the speed of the clock defined by
CKGR_MCFR.CCSS.

A measurement is started in the following cases:

* When CKGR_MCFR.RCMEAS is written to ‘1’

* When the Main RC oscillator is selected as the source of MAINCK and when this oscillator is stable (i.e., when
MOSCRCS is set)

* When the Main crystal oscillator is selected as the source of MAINCK and when this oscillator is stable (i.e.,
when MOSCXTS is set)

*  When MAINCK source selection is modified

The measurement period ends at the 16th falling edge of MD_SLCK, MAINFRDY in CKGR_MCFR is set and the
counter stops counting. Its value can be read in CKGR_MCFR.MAINF and gives the number of clock cycles during
16 periods of MD_SLCK, so that the frequency of the Main RC oscillator or Main crystal oscillator can be determined.

When switching the source of MAINCK from the Main RC oscillator to the Main crystal oscillator, follow the
programming sequence below to ensure that the oscillator is present and that its frequency is valid:

1. Enable the Main crystal oscillator by setting CKGR_MOR.MOSCXTEN. Configure CKGR_MOR. MOSCXTST
with the Main crystal oscillator start-up time as defined in the section “Electrical Characteristics”.
2. Wait for PMC_SR.MOSCXTS flag to rise, indicating the end of a start-up period of the Main crystal oscillator.

3. Select the Main crystal oscillator as the source clock of the Main frequency counter by setting
CKGR_MCFR.CCSS.

4. Initiate a frequency measurement by setting CKGR_MCFR.RCMEAS.
5. Read CKGR_MCFR.MAINFRDY until its value equals 1.
6. Read CKGR_MCFR.MAINF and compute the value of the Main crystal frequency.

If the MAINF value is valid, software can switch MAINCK to the Main crystal oscillator. Refer to Main Clock Source
Selection.
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Figure 19-3. Main Frequency Counter Block Diagram
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PLL Controls

The PMC embeds 3 PLLs that are controlled by the registers PMC_PLL_CTRLO, PMC_PLL_CTRLA1,
PMC_PLL_CTRL2, PMC_PLL_SSR, PMC_PLL_ACR and PMC_PLL_UPDATE.

Although these PLLs are similar, their implementations differ in terms of input clock signal, maximum output clock
frequency or availability of a dedicated output line.

Each PLL has a constraint on the frequency it can generate on its clock output. Refer to the section “Electrical
Characteristics”.

The table below describes all PLLs with their names and source clocks. For maximum frequency, refer to the section
“Electrical Characteristics”.

Table 19-1. PLL List

m PLL Name | Clock Name | PLL Clock Source Usage Example

PLLACKO
0 PLLA MAINCK/TD_SLOW_CLOCK
PLLACK1
See General Clock Distribution Block Diagram
1 PLLB PLLBCK PLLACKO/MAINCK
2 PLLC PLLCCK PLLACKO/MAINCK

Divider and Phase Lock Loop Programming
Each PLL is controlled the same way. The internal clock frequency is configured by setting PMC_PLL_CTRL1.MUL
and PMC_PLL_CTRL2.FRACR.

The COREPLLCK operating frequency for PLLA, PLLB and PLLC is defined as:

FRACR
fCOREPLLCK = fref(MUL +1+ )2 )

where f.f = Selected reference clock in the figure PLL Controls.
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PLLACKO, PLLBCK and PLLCCK clock frequencies, noted as fp | in the formula below, are defined by the following
formula:

forL = fCOREPLLCK
PLL = (DIvPMCO + 1)

The PLLACK1 frequency is defined by the following formula:

f _ _fcorepLLCK
PLLACK1 = (DIyPMC1 + 1)

Each PLL sends a lock signal to the PMC to indicate its lock status. Once the lock signal has risen, the clock
generated by the PLL is stable and can be sent to the PMC and/or its corresponding I/O if available.

This signal reports the lock status of the PLL by setting the corresponding PMC_PLL_CTRLO.ENLOCK to ‘1’.

If the lock status is disabled, a start-up time can be used instead in the PMC_PLL_UPDT register. The start-up time
is expressed as a number of MD_SL CK cycles. Once the counter has reached the specified value, a flag rises. The
start-up time field can only be written while all PLLs are disabled (i.e., their PLLEN fields are null).

If both a start-up time and the lock are enabled, the lock sent by the PLL is read once the start-up time has elapsed.
If neither the start-up time nor the lock are enabled, there is no way to know the lock status of the PLL.

The PLL also embeds an unlock status that informs when the PLL lock is lost. When enabled, this status is read once
the start-up time (if defined) has elapsed.

The lock and unlock status can be used as interrupts.
Refer to the figure below.
Figure 19-4. PLL Controls
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Follow the steps below to initialize and start a PLL:
Note: Steps referring to ENPLLO1 and DIVPMC1 apply to PLLA only.
1. Define the ID (ID=n) and start-up time by configuring the fields PMC_PLL_UPDT.ID and
PMC_PLL_UPDT.STUPTIM. Set PMC_PLL_UPDT.UPDATE to ‘0’.
2. Configure PMC_PLL_ACR with the following values:
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— PLLA = 0x0F000038
— PLLB = 0x28000058
— PLLC = 0x28000058

3. Define the MUL and FRACR to be applied to PLL(n) in PMC_PLL_CTRL1 and PMC_PLL_CTRL2,
respectively.

4. Set PMC_PLL_UPDT.UPDATE to ‘1’. PMC_PLL_UPDT.ID must equal the one written during Step 1. else the
update is cancelled.

5. InPMC_PLL_CTRLO, write a ‘1’ to ENLOCK and to ENPLL and configure DIVPMCO, DIVPMC1, ENPLLOO
and ENPLLO1.

6. SetPMC_PLL_UPDT.UPDATE to ‘1. PMC_PLL_UPDT.ID must equal the one written during Step 1. else the
update is cancelled.

7.  Wait for the lock bit to rise by polling the PMC_PLL_ISRO or by enabling the corresponding interrupt in
PMC_PLL_IER.

8. Disable the interrupt (if enabled)
9. Enable the unlock interrupt to quickly detect a failure on the generation of the clock of the PLL.

Once enabled (PMC_PLL_CTRLO.ENPLL=1), the PLL core generates its core clock (COREPLLCK).

Once the PLL has been enabled and has locked, the configuration of the PLL can be modified without switching off
the cell.

The clock generated by the PLL (COREPLLCK) is sent to the PMC if ENPLLOO has been set to ‘1’ and
PMC_PLL_UPDT.UPDATE has then been written to ‘1’.

The first clock generated by the PLLA is sent to the PLLB and PLLC.
To stop a PLL, the following sequence must be applied:

If the PLL drives a section of the system that is active, modify the source clock of the system.
Define the ID (ID=n) of the PLL to be switched off in PMC_UPDT. Set PMC_UPDT.UPDATE to ‘0’ in this step.
In PMC_PLL_CTRLO, clear ENPLLOO and leave ENPLL at ‘1’

Set PMC_PLL_UPDT.UPDATE to ‘1’. PMC_PLL_UPDT.ID must equal the one written during Step 2. else the
update is cancelled.

5. Write a ‘0’ to PMC_PLL_CTRLO.ENPLL.

b AN

Spread Spectrum

Spread spectrum is performed by modifying the target frequency of the PLL at its input clock rate. Two parameters
are used to configure the spread spectrum:

«  STEP—the size of the step that will be applied to the FRACR input of the PLL
*  NSTEP—the number of times the STEP will be applied to the FRACR input of the PLL

The spread spectrum can be applied only if the PLL is already enabled and locked. Once the spread spectrum has
been enabled, it is no longer possible to modify the target frequency of the PLL. The spread spectrum must first be
disabled and (2 x NSTEP) cycles of the source clock of the PLL must be waited.

Starting from the base frequency of the PLL configured in PMC_PLL_CTRLA1, the spread spectrum mechanism
reduces FRACR by (8 x STEP) units at each rising edge of the source clock of the PLL. If FRACR is too low, MUL
is automatically modified to match the new PLL frequency. This subtraction is performed NSTEP times. Then the
FSM increments FRACR by (8 x STEP) units until it reaches the initial PLL frequency value (as configured in the
PMC_PLL_CTRL1). If FRACR is too high, MUL is automatically modified to match the new PLL frequency.
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Figure 19-5. Spread Spectrum Mechanism
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20. Power Management Controller (PMC)

20.1 Description
The Power Management Controller (PMC) optimizes power consumption by controlling all system and user
peripheral clocks. The PMC enables/disables the clock inputs to many of the peripherals and to the processor.

The Supply Controller (SUPC) selects the source of TD_SLCK (drives the real-time part (RTT/RTC)). The source of
MD_SLCK (drives the rest of the System Controller: wake-up logic, watchdog, PMC, etc.) is always the Slow RC
Oscillator.

By default, at start-up, the chip runs out of the Main RC oscillator.

20.2 Embedded Characteristics

The Power Management Controller provides the following clocks:

* Processor Clock (CPU_CLKO)

* Free-running Processor Clock (FCLKO)

» Peripheral Clocks with independent ON/OFF control, provided to the peripherals. Each peripheral clock is
inherited from one of the MCKXx clocks.

»  Programmable Clock Outputs (PCKXx), selected from the clock generator outputs to drive the device PCKXx pins.

» Generic Clock (GCLK) with controllable division and ON/OFF control, independent of MCKx and CPU_CLKO.
Provided to selected peripherals. Refer to the table “Peripheral Identifiers” for more details on GCLK availability
per peripheral.

The Power Management Controller also provides the following features on clocks:
» A Main crystal oscillator failure detector
» A 32.768 kHz crystal oscillator frequency monitor
» A frequency counter on Main crystal oscillator or Main RC oscillator
* An MCKQO failure detector
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20.3

Block Diagram

Figure 20-1. General Clock Distribution Block Diagram
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(1) See the table “Peripheral Identifiers” for Main System Bus Clocks used versus peripherals.

The PMC features a Processor Clock (CPU_CLKO) controller that implements the processor Sleep mode.
CPU_CLKO can be disabled by executing the WFI (WaitForlnterrupt) or the WFE (WaitForEvent) processor
instruction while LPM is at ‘0’ in the Fast Start-up Mode register (PMC_FSMR).

CPU_CLKO is enabled after a reset and is automatically re-enabled by any enabled interrupt. The processor Sleep
mode is entered by disabling CPU_CLKO, which is automatically re-enabled by any enabled interrupt, or by the reset
of the product.

When processor Sleep mode is entered, the current instruction is finished before CPU_CLKO is stopped, but this
does not prevent data transfers from other hosts of the system bus.

The clock selection is done in PMC_CPU_CKR.CSS and PMC_CPU_CKR.CPCSS.
The prescaler is configured in PMC_CPU_CKR.PRES and PMC_CPU_CKR.CPPRES.
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The Processor Clock Controller also generates the Main System Bus Clocks, MCKx, and a sub-division of this MCKX,
MCKXxDIVx. These clocks are distributed to peripherals, to the system bus and to matrices. See the table “Peripheral
Identifiers” for Main System Bus Clocks used versus peripherals.

Only one of CSS/CPCSS and PRES/CPPRES fields can be modified at a time. When one of these parameters is
modified, no other modification can be performed on these fields as long as the MCKRDY/CPMCKRDY status flags
are low.

Any madification in CSS/CPCSS and PRES/CPPRES fields must never lead to generate a MCK frequency that is
greater than the maximum allowed system frequency. When changing the source clock of the system to a faster
clock, the fields must be modified using the following order: PRES/CPPRES and then CSS/CPCSS. When changing
the source clock of the system to a slower clock, the fields must be modified using the following order: CSS/CPCSS
and then PRES/CPPRES.

If the destination clock does not exist, the switching is not performed. The CPU_CLKO keeps running with the
previous clock and the system must be reset to run correctly again.

Free-running Processor Clock

The Free-running Processor Clock (FCLKO) is used for sampling interrupts and clocking debug blocks. This clock
ensures that interrupts can be sampled, and sleep events can be traced, while the processor is sleeping.

Peripheral and Generic Clock Controller

The PMC controls the clocks of the embedded peripherals by means of the Peripheral Control register (PMC_PCR).
With this register, the user can enable and disable the different clocks used by the peripherals:

» Peripheral clocks (periph_clk[PID]), routed to every peripheral and derived from the corresponding MCKXx. It is
mandatory to enable this clock before using a peripheral.

» Generic clocks (GCLK[PID]), routed to selected peripherals only (refer to the Peripheral Identifiers table in
section Peripherals). These clocks are independent of the core and bus clocks (CPU_CLKO, MCKx and
periph_clk[PID]). They are generated by selection and division of available sources. The list of available source
clocks depends on the peripheral. Refer to the description of each peripheral to know available sources and
limitations to be applied to GCLK[PID] compared to periph_clk[PID].

To configure a peripheral’s clocks, PMC_PCR.CMD must be written to ‘1’ and PMC_PCR.PID must be written with
the index of the corresponding peripheral. All other configuration fields must be correctly set.

To read the current clock configuration of a peripheral, PMC_PCR must be first accessed with PMC_PCR.CMD
written to ‘0’ and PMC_PCR.PID written with the index of the corresponding peripheral. This write does not modify
the configuration of the peripheral. PMC_PCR can then be read to know the configuration status of the corresponding
PID.

The status of the peripheral clock activity can be read in the Peripheral Clock Status registers (PMC_CSRXx).
The status of the peripheral generic clock activity can be read in the Generic Clock Status registers (PMC_GCSRXx).

When a peripheral or a generic clock is disabled, it is immediately stopped. These clocks are disabled after a reset.
The source and the division ratio of generic clocks must not be modified while the peripheral is enabled. The generic
clock configuration must be set before the peripheral is enabled.

To stop a peripheral clock, it is recommended that the system software wait until the peripheral has executed its
last programmed operation before disabling the clock. This is to avoid data corruption or erroneous behavior of the
system.

Note: The QSPI Controller generic clock must be set to twice the desired QSPI Controller frequency. Refer to the
section “Peripheral Identifiers” for the QSPI generic clock ID.

SysTick Clock

The SysTick calibration value is fixed to 25000, which allows the generation of a time base of 1 ms with SysTick clock
to the maximum frequency divided by 8.
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Programmable Clock Output Controller
The PMC controls three signals to be output on the external pins PCKx. Each signal can be independently
programmed via the Programmable Clock registers (PMC_PCKXx).

PCKXx can be independently selected between MD_SLCK, TD_SLCK, MAINCK, MCKO and most PLLxCKy by
configuring PMC_PCKx.CSS. Each output signal can also be divided by 1 to 256 by configuring PMC_PCKx.PRES.

Each output signal can be enabled and disabled by writing a ‘1’ to the corresponding bits PMC_SCER.PCKx and
PMC_SCDR.PCKXx, respectively. The status of the active programmable output clocks is given in PMC_SCSR.PCKXx.

The status flag PMC_SR.PCKRDYXx indicates that the clock configured through the PMC_PCKXx registers is correctly
established.

As the Programmable Clock Controller does not manage with glitch prevention when switching clocks, it is strongly
recommended to disable PCKx before any configuration change and to re-enable it once the change is performed.

Ultra Low Power Modes and Fast Start-up

Wait Mode

When the system is in Wait mode, all clocks of the system except MD_SLCK are stopped. The source clock of all
MCKx must be set to the main clock, and the source of the main clock must be set to main RC.

Prior to instructing the device to enter Wait mode:

Note: The sequence below only relates to the PMC. For the complete sequence to enter Wait mode, see “Wait
Mode” in the section “Power Supply and Power Control”.
1. Select Main RC as the source of MAINCK by configuring CKGR_MOR.MOSCSEL to ‘0’

2. Select MAINCK as the source of all MCKx by configuring PMC_CPU_CKR.CSS to ‘1’ and
PMC_CPU_CKR.CPCSS to “1'.

Disable the PLL if enabled and disable the main crystal oscillator by setting CKGR_MOR.MOSCXTEN to ‘0’
Wait for two SLCK clock cycles.

Clear the internal wake-up sources.

6. Verify that none of the enabled external wake-up inputs (WKUP) hold an active polarity.

The system enters Wait mode by setting CKGR_MOR.WAITMODE. The PMC registers must not be accessed
immediately after this access.

o bk~ w

Fast Start-up

At exit from Wait mode, the device allows the processor to restart in several microseconds only if the C-code function
that manages the Wait mode entry and exit is linked to and executed from on-chip SRAM.

The fast start-up time cannot be achieved if the first instruction after an exit is located in the embedded Flash.

If fast start-up is not required, or if the first instruction after exit from Wait mode is located in embedded Flash, see
Start-up from Embedded Flash.

A fast start-up occurs upon the detection of a programmed level on one of the wake-up inputs (WKUP) or upon an
active alarm from the RTC and the RTT. The polarity of each of the wake-up inputs is programmable in the Wake-up
Control register (PMC_WCR).

WARNING: The duration of the WKUPX pins active level must be greater than four MAINCK cycles.

The fast start-up circuitry, as shown in the figure below, is fully asynchronous and provides a fast start-up signal to
the PMC. As soon as the fast start-up signal is asserted, the Main RC oscillator restarts automatically.

When entering Wait mode, the embedded Flash can be placed in one of the low-power modes (Deep-Power-Down or
Standby mode) with PMC_FSMR.FLPM. FLPM can be configured at any time and its value will be applied to the next
Wait mode period.
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The power consumption reduction is optimal when PMC_FSMR.FLPM is configured to ‘1’ (Deep-Power-Down mode).
If the field is configured to ‘0’ (Standby mode), the power consumption is slightly higher than in Deep-power-down
mode.

When PMC_FSMR.FLPM is configured to ‘2’, the Wait mode Flash power consumption is equivalent to that of the
Active mode when there is no read access on the Flash.

Figure 20-2. Fast Start-up Circuitry
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Each wake-up input pin can be configured to generate a fast start-up event by setting the corresponding bits in
PMC_WCR.

To configure a wake-up pin, a write access must be performed in PMC_WCR (CMD="1"). PID must be written with the
ID of the wake-up pin, FSTP set to the polarity of the wake-up pin and EN set to enable/disable the wake-up pin.

To read the configuration status of a wake-up pin, PMC_WCR.PID must be written with the ID of the wake-up pin and
CMD set to ‘0’. Then the next read access to PMC_WCR sends the configuration status of the wake-up pin specified
in PID.

Each alarm can be enabled to generate a fast start-up event by setting the corresponding bit in PMC_FSMR.

The user interface does not provide any status for fast start-up. The status can be read in the PIO Controller and the
status registers of the RTC and the RTT.

Asynchronous Partial Wake-Up

Description

The asynchronous partial wake-up wakes up a peripheral in a fully asynchronous way when activity is detected on
the external communication line. The asynchronous partial wake-up function automatically manages the peripheral
clock. It reduces overall power consumption of the system by clocking peripherals only when needed.

Asynchronous partial wake-up can be enabled in Wait mode or in Active mode.
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Only the following peripherals can be configured with asynchronous partial wake-up: FLEXCOM and ADC.

The peripheral selected for asynchronous partial wake-up must first be configured so that its clock is enabled. To do
so, configure PMC_PCR.PID and write a ‘1 to PMC_PCR.EN.

Asynchronous Partial Wake-Up in Wait Mode

When an asynchronous clock request from a peripheral occurs, the PMC partially wakes up the system to

feed the clock only to this peripheral. The rest of the system is not fed with the clock, thus optimizing power
consumption. Finally, depending on user-configurable conditions, the peripheral either wakes up the whole system

if these conditions are met or stops the peripheral clock until the next clock request. If a wake-up request occurs,
asynchronous partial wake-up is automatically disabled until the user instructs the PMC to enable asynchronous
partial wake-up. This is done by writing a ‘1’ to SLPWKSR in the Partial Wake-Up Control register (PMC_SLPWKCR).

Figure 20-3. Asynchronous Partial Wake-Up Waveforms
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20.10.2.1 Configuration Procedure

20.10.3

Before configuring asynchronous partial wake-up for a peripheral, check that PIDx in PMC_CSR is set. This ensures
that the peripheral clock is enabled.

The steps to enable asynchronous partial wake-up for a peripheral are the following:

1. Check that PMC_SLPWKCR.ASR is set to ‘0’ for the corresponding peripheral. This ensures that the
peripheral has no activity in progress.

2. Enable asynchronous partial wake-up for the peripheral by writing a ‘1’ to PMC_SLPWKCR.SLPWKSR.

3. Check that PMC_SLPWKCR.ASR is set to ‘0’. This ensures that no activity has started during the enable
phase.

4. Inthe PMC_SLPWKCR, asynchronous partial wake-up must be immediately disabled by writing a ‘0’ to
SLPWKSR. Wait for the end of peripheral activity before reinitializing the procedure.
If the corresponding PIDx bit is set to ‘0, then the peripheral clock is disabled and the system can then be
placed in Wait mode.

Before entering Wait mode, check that AIP in the Partial Wake-Up Activity In Progress register (PMC_SLPWK_AIPR)
is cleared. This ensures that none of the peripherals is currently active.

Note: When asynchronous partial wake-up is enabled for a peripheral and the core is running (system not in Wait
mode), the peripheral must not be accessed before a wake-up of the peripheral is performed.

Asynchronous Partial Wake-up in Active Mode

When the system is in Active mode, peripherals enabled for asynchronous partial wake-up have their respective
clocks stopped until the peripherals request a clock. When a peripheral requests the clock, the PMC provides the
clock without processor intervention.

The triggering of the peripheral clock request depends on conditions which can be configured for each peripheral. If
these conditions are met, the peripheral asserts a request to the PMC. The PMC disables the Asynchronous Partial
Wake-up mode of the peripheral and provides the clock to the peripheral until the user instructs the PMC to re-enable
partial wake-up on the peripheral. This is done by setting PMC_SLPWKCR.SLPWKSR.

If the conditions are not met, the peripheral clears the clock request and the PMC stops the peripheral clock until the
clock request is reasserted by the peripheral.
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Note: Configuring Asynchronous Partial Wake-up in Active mode requires the same registers as in Wait mode.
Figure 20-4. Asynchronous Partial Wake-Up in Active Mode

seemcee [T LUUUTU UV U UTTUUL
. Peripheral I |
ock request | I
Wakel?pe[ftherztl l_l

The wakeup request resets the
Partial Wake-up status of the peripheral

Peripheral
Partial Wake-up status

20.10.3.1 Configuration Procedure

20.11

20.12

Before configuring the asynchronous partial wake-up function of a peripheral, check that PIDx in PMC_CSR is set.
This ensures that the peripheral clock is enabled.

The steps to enable the asynchronous partial wake-up function of a peripheral are the following:

1. Check that PMC_SLPWKCR.ASR is set to ‘0’. This ensures that the peripheral has no activity in progress.

2. Enable the asynchronous partial wake-up function of the peripheral by writing a ‘1’ to
PMC_SLPWK_ER.SLPWKSR.

3. Check that PMC_SLPWKCR.ASR is set to ‘0’. This ensures that no activity has started during the enable
phase.

If an activity has started during the enable phase, the asynchronous partial wake-up function must be immediately
disabled by writing a ‘0’ to PMC_SLPWKCR.SLPWKSR. Wait for the end of peripheral activity before reinitializing the
procedure.

Start-up from Embedded Flash
The inherent start-up time of the embedded Flash cannot provide a fast start-up of the system.

If system fast start-up time is not required, the first instruction after a Wait mode exit can be located in the embedded
Flash. Under these conditions, prior to entering Wait mode, the Flash controller must be programmed to perform
access in 0 wait-state (refer to the embedded Flash Controller section).

The procedure and conditions to enter Wait mode and the circuitry to exit Wait mode are strictly the same as fast
start-up (see Fast Start-up).

Main Crystal Oscillator Failure Detection

The Main crystal oscillator failure detector monitors the Main crystal oscillator against the Slow RC oscillator and
provides an automatic switchover of the MAINCK source to the Main RC oscillator in case of failure detection.

The failure detector can be enabled or disabled by configuring CKGR_MOR.CFDEN. It cannot be enabled if the Main
crystal oscillator is disabled. It must be disabled before disabling the Main crystal oscillator.

It is also disabled in either of the following cases:

» after a VDDCORE reset
» when the Main crystal oscillator is disabled (MOSCXTEN = 0)

A failure is detected by means of a counter incrementing on the Main crystal oscillator output and detection logic is
triggered by the Slow RC oscillator which is automatically enabled when CFDEN = 1.

The counter is cleared when the Slow RC oscillator clock signal is low and enabled when the signal is high. Thus,
the failure detection time is one Slow RC oscillator period. If, during the high level period of the Slow RC oscillator
clock signal, less than eight Main crystal oscillator clock periods have been counted, then a failure is reported. Note
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that when enabling the failure detector, up to two cycles of the Slow RC oscillator are needed to detect a failure of the
Main crystal oscillator.

If a failure of Main crystal oscillator is detected, PMC_SR.CFDEV and PMC_SR.FOS both indicate a failure event.
PMC_SR.CFDEV is cleared on read of PMC_SR, and PMC_SR.FOS is cleared by writing a ‘1’ to the FOCLR bit in
the Fault Output Clear register (PMC_FOCR).

Only PMC_SR.CFDEV can generate an interrupt if the corresponding interrupt source is enabled in PMC_IER. The
current status of the clock failure detection can be read at any time from PMC_SR.CFDS.
Figure 20-5. Clock Failure Detection Example
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Note: Ratio of clock periods is for illustration purposes only.
If the Main crystal oscillator is selected as the source clock of MAINCK (CKGR_MOR.MOSCSEL = 1), and if the
MCKO source is a PLL, a clock failure detection automatically forces MAINCK to be the source clock for MCKO.
Then, regardless of the PMC configuration, a clock failure detection automatically forces the Main RC oscillator to
be the source clock for MAINCK. If the Main RC oscillator is disabled when a clock failure detection occurs, it is
automatically re-enabled by the clock failure detection mechanism.

Two Slow RC oscillator clock cycles are necessary to detect and switch from the Main crystal oscillator to the Main
RC oscillator if the source of MCKO is MAINCK, or three Slow RC oscillator clock cycles if the source of MCKO is a
PLL.

A clock failure detection activates a fault output that is connected to the Pulse Width Modulator (PWM) Controller.
With this connection, the PWM controller is able to force its outputs and to protect the driven device, if a clock failure
is detected.

32.768 kHz Crystal Oscillator Frequency Monitor

The frequency of the 32.768 kHz crystal oscillator can be monitored by configuring CKGR_MOR.XT32KFME. Prior to
enabling the monitoring, the 32.768 kHz crystal oscillator must be started and its start-up time be elapsed. Refer to
details on the Slow clock generator in the section “Supply Controller (SUPC)".

An error flag (PMC_SR.XT32KERR) is asserted when the 32.768 kHz crystal oscillator frequency is out of its nominal
frequency value (i.e., 32.768 kHz). The error flag can be cleared only if the monitoring is disabled.

The frequency drift is computed with the Main RC oscillator. The permitted drift of the crystal is 10000 ppm (1%),
which allows any standard crystal to be used.

The monitored clock frequency is declared invalid if at least four consecutive 32.768 kHz crystal oscillator clock
period measurement results are over the nominal period. Note that modifying the trimming values of the Main RC
oscillator (PMC_OCR) may impact the monitor accuracy and lead to inappropriate failure detection.

The error flag can be defined as an interrupt source of the PMC by setting PMC_IER.XT32KERR. This flag is also
routed to the Reset Controller (RSTC) and may generate a reset of the device.

A second frequency monitor is also available in the SUPC backup domain, please refer to SUPC section for more
details.
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MCKO Frequency Monitor

The frequency of MCKO can be monitored with the Main RC oscillator. This monitoring can only be performed if the
MCKO frequency is at least 3 times faster than the embedded Main RC oscillator. This function is enabled by writing a
‘1" to CKGR_MOR.BMCKRST or PMC_IER.MCKMON.

An error on the MCKO frequency can lead to a PMC interrupt or a reset of the system (refer to section “Reset
Controller (RSTC)").

When the corresponding PMC interrupt is enabled, the status of the MCKO monitoring can be read on the
PMC_SR.MCKMON. This status is cleared on read.

Once enabled, the monitor continuously counts the number of MCKO cycles within 15 cycles of the embedded Main
RC oscillator. The result is then compared to threshold values defined in the PMC_MCKLIM register. Two levels of
thresholds can be defined: a first couple of values defines thresholds to generate an interrupt and a second couple of
values defines thresholds to generate a reset of the system.

Figure 20-6. MCKO Frequency Monitor
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20.15 Recommended Programming Sequence

Steps given below are a high-level PMC programming sequence to achieve CPU and Bus clock configuration. This
sequence does not provide any specific use cases regarding clock source configuration, clock division, etc.

1. If the Main crystal oscillator is not required, the PLL can be directly configured (Step 5.) else this oscillator
must be started (Step 2.).

2. \Verify the existence and frequency value of the Main crystal oscillator following the sequence defined in Main
Frequency Counter

3. If the Main crystal oscillator is enabled and valid, the source of MAINCK can be switched to the Main crystal
oscillator by writing CKGR_MOR.MOSCSEL to 1 else the PLL can be directly configured.

4. Wait for the end of the MAINCK source switching by either polling the MOSCSELS or setting the
corresponding interrupt

5. Configure the PLLs by following the setup defined in Divider and Phase Lock Loop Programming (if not
required, proceed to Step 6.):

6. Configure the MCKODIV, MCKODIV2 and MCK1DIV division ratio
by setting PMC_CPU_CKR.RATIO_MCKODIV, PMC_CPU_CKR.RATIO_MCKODIV2 and
PMC_CPU_CKR.RATIO_MCK1DIV.

7. Select the division ratio of CPU_CLKO by setting PMC_CPU_CKR.PRES.
PRES is used to define the CPU_CLKO and MCKO prescaler. The user can choose between different values
(1, 2, 3, 4, 8, 16, 32, 64). Prescaler output is the selected clock source frequency divided by the PRES value.

8. Wait for the end of the CPU_CLKO ratio switching by either polling the MCKRDY or setting the corresponding
interrupt.
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9. Select the source clock of CPU_CLKO by setting PMC_CPU_CKR.CSS.
CSS is used to select the clock source of MCKO and CPU_CLKO. By default, the selected clock source is
MAINCK.

10. Wait for the end of the CPU_CLKO source switching by either polling the MCKRDY or setting the
corresponding interrupt.
PMC_CPU_CKR must not be programmed in a single write operation.

Reconfiguring PRES and CSS fields must always be done by following the right order of operation described
above (steps 6 to 11)

11. Configure the Programmable clocks (PCKXx):
PCKXx are controlled via registers PMC_SCER, PMC_SCDR and PMC_SCSR.

PCKXx can be enabled and/or disabled via PMC_SCER and PMC_SCDR. Three PCKx can be used.
PMC_SCSR indicates which PCKx is enabled. By default all PCKx are disabled.

PMC_PCKXx registers are used to configure PCKx as described in SysTick Clock.

12. Enable the peripheral and generic clocks:
Once all of the previous steps have been completed, the peripheral and generic clocks can be configured via
PMC_PCR as described in Peripheral and Generic Clock Controller.

20.16 Clock Switching Details

20.16.1 CPU Clock Switching Timings

The glitch-free clock switcher implemented to control the sources of CPU_CLKO performs clock switching in 5 clock
cycles of the currently used clock plus 5 cycles of the target clock.

The clock switching is effective once MCKRDY rises. Refer to the figure below.
Figure 20-7. Switch CPU Clock (CPU_CLKO0) from Source Clock to Destination Clock

Source
clock||||||||||||||||||||||
Destination !
| |
clock |
|

I
I | .
Clock — | | ,
selection source X destination ! |
: : | |
! |
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MCKRDY | :
1
1
: : | |
I
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1
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5 source clock cycles 4 to 5 destination clock
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20.16.2 Main System Bus Clocks Switching Timings

The glitch-free clock switcher implemented to control the sources of MCKx performs the clock switching in 3 clock
cycles of the currently used clock plus 3 cycles of the target clock.

The clock switching is effective once MCKXRDY/CPMCKRDY rise. Refer to the figure below.
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Figure 20-8. Switch Domain Clock (MCKXx) from Source Clock to Destination Clock

Source
clock

Destination !
|
clock

I
! |
Clock — | | .
selection source X destination ! !
| T
! |
MCKRDY/ ' Lo .
CPMCKRDY | :
1
1
: : ! |
I
wo LALLM A
1
\ J /
3 source clock cycles 4 to 5 destination clock

cycles

20.17 Register Write Protection

To prevent any single software error from corrupting PMC behavior, certain registers in the address space can
be write-protected by setting the WPEN bit or the WPITEN bit in the PMC Write Protection Mode Register
(PMC_WPMR).

If a write access to a write-protected register is detected, the WPVS flag in the PMC Write Protection Status Register
(PMC_WPSR) is set and the field WPVSRC indicates the register in which the write access has been attempted.

The WPVS bit is automatically cleared after reading the PMC_WPSR.
The following registers are write-protected when the WPEN bit is set in PMC_WPMR:

PMC System Clock Enable Register

PMC System Clock Disable Register

PMC PLL Control Register 0

PMC PLL Control Register 1

PMC PLL Spread Spectrum Register

PMC PLL Update Register

PMC Clock Generator Main Oscillator Register
PMC Clock Generator Main Clock Frequency Register
PMC CPU Clock Register

PMC Programmable Clock Register

PMC Programmable Clock Register

PMC Fast Start-Up Mode Register

PMC Wake-Up Control Register

PMC Peripheral Control Register

PMC Oscillator Calibration Register

PMC Partial Wake-Up Control Register

PMC MCKO Monitor Limits Register

The following interrupt registers are write-protected when the WPITEN bit is set in PMC_WPMR:

PMC Interrupt Enable Register
PMC Interrupt Disable Register
PMC PLL Interrupt Enable Register
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* PMC PLL Interrupt Disable Register
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20.18 Register Summary

I N = 2 I R A (T I I N

0x00

0x04

0x08

0x0C

0x10

0x14

0x18

0x1C

0x20

0x24

0x28

0x2C

0x30
0x43

0x44

PMC_SCER

PMC_SCDR

PMC_SCSR

PMC_PLL_CTRLO

PMC_PLL_CTRL1

PMC_PLL_CTRL2

PMC_PLL_SSR

PMC_PLL_ACR

PMC_PLL_UPDT

CKGR_MOR

CKGR_MCFR

PMC_CPU_CKR

Reserved

PMC_PCKO

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24

23:16
15:8
7:0

31:24

23:16
15:8
7:0

CPKEY([3:0] CPBMCK
PCK3 PCK2 PCK1 PCKO
CPKEY([3:0] CPBMCK
PCK3 PCK2 PCK1 PCKO
CPBMCK
PCK3 PCK2 PCK1 PCKO
CPU_CLKOS
ENLOCK | ENPLLO1 | ENPLLOO ENPLL PLLMS
DIVPMCA[7:4]
DIVPMC1[3:0]
DIVPMCO[7:0]
MUL[14:8]
MUL[7:0]
FRACR[21:16]
FRACR[15:8]
FRACR[7:0]
ENSPREAD
NSTEP[7:0]
STEP[15:8]
STEP[7:0]
LOOP_FILTER[7:0]
LOCK_THR[7:0]
CONTROL[11:8]
CONTROL[7:0]
STUPTIM[7:0]
UPDATE
ID[3:0]
BMCKRST | XT32KFME | CFDEN MOSCSEL
KEY[7:0]
MOSCXTST[7:0]
MOSCRCEN | WAITMODE | MOSCXTBY | MOSCXTEN
ccss
RCMEAS MAINFRDY
MAINF[15:8]
MAINF[7:0]
RATIO_MCKO|RATIO_MCK1|RATIO_MCKO
DIV2 DIV DIV
CPPRES[3:0] CPCSS[2:0]
PRES[2:0] CSS[1:0]
PRES[7:0]
CSS[4:0]
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........... continued

omet | Name JEeres ] 7 e s e ]2 | | o

0x48

0x4C

0x50

0x63

0x64

0x68

0x6C

0x70

0x74

0x78

0x7C

0x80

0x83

0x84

0x88

0x8C

0x90

PMC_PCK1

PMC_PCK2

Reserved

PMC_IER

PMC_IDR

PMC_SR

PMC_IMR

PMC_FSMR

PMC_WCR

PMC_FOCR

Reserved

PMC_WPMR

PMC_WPSR

PMC_PCR

PMC_OCR

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

MCKMON

MCKMON

MCKMON

OSCSELS

MCKMON

FFLPM

CMD

SEL12

XT32KERR

XT32KERR

XT32KERR

XT32KERR

FLPM[1:0]

GCLKEN
GCLKDIV[3:0]

PRESI[7:0]

PRESI[7:0]

CPMCKRDY

CPMCKRDY

FOS

CPMCKRDY

CPMCKRDY

LPM

PCKRDY3
MCKRDY

PCKRDY3

MCKRDY

CFDS

PCKRDY3
MCKRDY

PCKRDY3
MCKRDY

SMAL

WPKEY([23:16]
WPKEY([15:8]
WPKEY([7:0]

WPVSRC[15:8]
WPVSRCI[7:0]

EN

PID[6:0]

CAL12[6:0]

CSS[4:0]
CSS[4:0]
CFDEV | MOSCRCS | MOSCSELS
PCKRDY2 | PCKRDY1 | PCKRDYO
MOSCXTS
CFDEV | MOSCRCS | MOSCSELS
PCKRDY2 | PCKRDY1 | PCKRDYO
MOSCXTS
PLL INT | GCLKRDY
CFDEV | MOSCRCS | MOSCSELS
PCKRDY2 | PCKRDY1 | PCKRDYO
MOSCXTS
CFDEV | MOSCRCS | MOSCSELS
PCKRDY2 | PCKRDY1 | PCKRDYO
MOSCXTS
XTFA RTCAL RTTAL
CMD
WIP EN
WKPIONB[3:0]
FOCLR
WPITEN WPEN
WPVS
GCLKDIV[7:4]
GCLKCSS[4:0]
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........... continued

omet | Name JEeres ] 7 e s e ]2 | | o

31:24
23:16

15:8

7:0 AIP
31:24 SLPWKSR
23:16 ASR
15:8 CMD

7:0 PID[6:0]

0x94 |PMC_SLPWK_AIPR

0x98 PMC_SLPWKCR

0x9C
Reserved
0x9F
31:24 MCK_HIGH_RESJ7:0]
23:16 MCK_LOW_RES][7:0]
15:8 MCK_HIGH_IT[7:0]
7:0 MCK_LOW_IT[7:0]
31:24 PID31 PID30 PID28 PID25 PID24
23:16 PID23 PID17 PID16
15:8 PID15 PID14 PID13 PID12 PID11 PID10 PID9
7:0
31:24 PID59 PID57
23:16 PID55 PID53 PID51 PID49
15:8
7:0 PID39 PID38 PID37 PID36 PID35 PID34 PID33 PID32
31:24 PID91 PID90 PID89 PID88
23:16 PID87 PID85 PID81 PID80
15:8 PID79 PID78 PID75
7:0
31:24
23:16
15:8
7:0 PID96

0xAO0 PMC_MCKLIM

0xA4 PMC_CSRO

0xA8 PMC_CSR1

0xAC PMC_CSR2

0xBO PMC_CSR3

0xB4
Reserved
0xC3
31:24 GPID31 GPID24
23:16 GPID23 GPID16
15:8 GPID15 GPID14 GPID13 GPID12 GPID11 GPID10 GPID9
7:0
31:24
23:16
15:8
7:0 GPID37 GPID34
31:24 GPID90 GPID89
23:16 GPID87
15:8 GPID79 GPID75
7:0
31:24
23:16
15:8
7:0 GPID96

0xC4 PMC_GCSRO

0xC8 PMC_GCSR1

0xCC PMC_GCSR2

0xDO PMC_GCSR3

0xD4
Reserved
0xE3
31:24
23:16 UNLOCK2 UNLOCK1 UNLOCKO
15:8
7:0 LOCK2 LOCK1 LOCKO

OxE4 PMC_PLL_IER
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........... continued
omet | Name JEeres ] 7 e s e ]2 | | o
31:24
23:16 UNLOCK2 UNLOCK1 UNLOCKO
OxE8 PMC_PLL_IDR
-~ 15:8
7:0 LOCK2 LOCK1 LOCKO
31:24
23:16 UNLOCK2 UNLOCK1 UNLOCKO
OxEC PMC_PLL_IMR
- 15:8
7:0 LOCK2 LOCK1 LOCKO
31:24
23:16 UNLOCK2 UNLOCK1 UNLOCKO
0xFO PMC_PLL_ISRO
-~ 15:8
7:0 LOCK2 LOCK1 LOCKO
31:24
23:16 OVR2 OVR1 OVRO
0xF4 PMC_PLL_ISR1
-~ 15:8
7:0 UDR2 UDR1 UDRO
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20.18.1 PMC System Clock Enable Register

Name: PMC_SCER
Offset: 0x0000
Reset: -

Property: Write-only

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
CPKEY][3:0] CPBMCK
Access W w W W W
Reset - - - - -
Bit 15 14 13 12 1" 10 9 8
PCK3 PCK2 PCK1 PCKO
Access w w W w
Reset - — - -
Bit 7 6 5 4 3 2 1 0
Access
Reset

Bits 23:20 — CPKEY[3:0] Clocks Enable Key
Value Name Description
0xA PASSWD This field must be written to OxA to validate CPBMCK.

Bit 17 - CPBMCK Main System Bus Clocks Enable

Value Description
0 No effect.
1 Enables the Main System Bus Clocks if CPKEY = 0xA.

Bits 8, 9, 10, 11 — PCKx Programmable Clock x Output Enable

Value Description
0 No effect.
1 Enables the corresponding Programmable Clock output.
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20.18.2 PMC System Clock Disable Register

Name: PMC_SCDR
Offset: 0x0004
Reset: -

Property: Write-only

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
CPKEY][3:0] CPBMCK
Access W w W W W
Reset - - - - -
Bit 15 14 13 12 1" 10 9 8
PCK3 PCK2 PCK1 PCKO
Access w w W w
Reset - — - -
Bit 7 6 5 4 3 2 1 0
Access
Reset

Bits 23:20 — CPKEY[3:0] Clocks Enable Key
Value Name Description
0xA PASSWD This field must be written to OxA to validate CPBMCK.

Bit 17 - CPBMCK Main System Bus Clocks Disable

Value Description
0 No effect.
1 Disables the Main System Bus Clocks if CPKEY = 0xA.

Bits 8, 9, 10, 11 — PCKx Programmable Clock x Output Disable

Value Description
0 No effect.
1 Disables the corresponding Programmable Clock output.
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20.18.3 PMC System Clock Status Register

Name: PMC_SCSR
Offset: 0x0008
Reset: 0x00000003

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
CPBMCK
Access R
Reset 0
Bit 15 14 13 12 " 10 9 8
PCK3 PCK2 PCK1 PCKO
Access R R R R
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
CPU_CLKOS
Access R
Reset 1

Bit 17 —- CPBMCK Main System Bus Clocks Status
0 The Main System Bus Clocks are disabled.
1 The Main System Bus Clocks are enabled.

Bits 8, 9, 10, 11 — PCKx Programmable Clock x Output Status
Value Description
0 The corresponding Programmable Clock output is disabled.
1 The corresponding Programmable Clock output is enabled.

Bit 0 —- CPU_CLKO0S CPU_CLK Status
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20.18.4 PMC PLL Control Register 0

Name: PMC_PLL_CTRLO
Offset: 0x000C
Reset: 0x00000000

Property: Read/Write

All fields defined here are applied to the PLL defined by the last ID field written in PMC_PLL_UPDT.

Bit 31 30 29 28 27 26 25 24
[ ENLOCK | ENPLLO1 | ENPLLOO [ ENPLL [ PLLMS | | |
Access R/W RW RIW RW RW
Reset 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
DIVPMC1[7:4]
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 15 14 13 12 11 10 9 8
DIVPMC1[3:0]
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
DIVPMCO[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 31 — ENLOCK Enable PLL Lock

0 The lock signal sent by the PLL is ignored. The PLL is considered as locked once the start-up time
defined by PMC_PLL_UPDT.STUPTIM has elapsed.
1 The PLL is considered as locked once the start-up time defined by PMC_PLL_UPDT.STUPTIM has

elapsed and the lock signal sent by the PLL has risen.

Bit 30 —- ENPLLO1 Enable PLL Clock Output 1 (PLLA only)
Value Description

0 The output clock 1 generated by the PLL is disabled (DIVPMC1 must be set to 0 to get the PLL output
clock 1 disabled).
1 The output clock 1 generated by the PLL is active.

Bit 29 — ENPLLOO Enable PLL Clock Output O
Value Description
0 The output clock 0 generated by the PLL is disabled (DIVPMCO must be set to 0 to get the PLL output
clock 0 disabled).
1 The output clock 0 generated by the PLL is active.

Bit 28 — ENPLL Enable PLL
Value Description

0 The PLL is off.
1 The PLL is on.

Bit 27 — PLLMS PLL Multiplexer Select
Value Description

0 PLL Multiplexer select input is set to ‘0.

1 PLL Multiplexer select input is set to ‘1.
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Bits 19:12 — DIVPMC1[7:0] Divider for PMC Output 1 (PLLA only)
Specifies the division ratio applied to the internal PLL clock to generate PLLACK1.

Bits 7:0 — DIVPMCO[7:0] Divider for PMC Output 0
Specifies the division ratio applied to the internal PLL clock to generate PLLACKO, PLLBCK and PLLCCK.
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20.18.5 PMC PLL Control Register 1

Name: PMC_PLL_CTRLA1
Offset: 0x0010
Reset: 0x00000000

Property: Read/Write

All fields defined here are applied to the PLL defined by the last ID field written in PMC_PLL_UPDT.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
MUL[14:8]
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
MUL[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 14:0 — MUL[14:0] Multiplier Factor Value for PLLA, B and C
For PLLA, bits [14:0] are active.
For PLLB and C, only bits [7:0] are active.
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20.18.6 PMC PLL Control Register 2

Name: PMC_PLL_CTRL2
Offset: 0x0014
Reset: 0x00000000

Property: Read/Write

All fields defined here are applied to the PLL defined by the last ID field written in PMC_PLL_UPDT.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
FRACR[21:16]
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
FRACR[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
FRACR][7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 21:0 - FRACR[21:0] Fractional Loop Divider Setting
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20.18.7 PMC PLL Spread Spectrum Register

Name: PMC_PLL_SSR
Offset: 0x0018
Reset: 0x00000000

Property: Read/Write

All fields defined here are applied to the PLL defined by the last ID field written in the PMC_PLL_UPDT register.

Bit 31 30 29 28 27 26 25 24
| | | [ ENSPREAD | | | |
Access R/W
Reset 0
Bit 23 22 21 20 19 18 17 16
NSTEPJ[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
STEP[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
STEPJ[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 28 - ENSPREAD Spread Spectrum Enable
0 The spread spectrum is not applied to the PLL.
1 The spread spectrum is applied to the PLL.

Bits 23:16 — NSTEP[7:0] Spread Spectrum Number of Step
Specifies how many times STEP is applied to the ratio of the PLL.

Bits 15:0 — STEP[15:0] Spread Spectrum Step Size
When the spread spectrum is active, this field defines the step size that will be applied the
PMC_PLL_CTRL2.FRACR factor. The step is applied on the LSB of PMC_PLL_CTRL2.FRACR.
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20.18.8 PMC PLL Analog Control Register

Name: PMC_PLL_ACR
Offset: 0x001C
Reset: See the table below.

Property: Read/Write

All fields defined here are applied to the PLL defined by the last ID field written in PMC_PLL_UPDT.

Register reset values are:

PLL Name PMC_PLL_ACR Reset Value

PLLA 0x00020058
PLLB 0x35020058
PLLC 0x35020058
Bit 31 30 29 28 27 26 25 24
| LOOP_FILTER[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset
Bit 23 22 21 20 19 18 17 16
LOCK_THR[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset
Bit 15 14 13 12 " 10 9 8
CONTROL[11:8]
Access R/W R/W R/W R/W
Reset
Bit 7 6 5 4 3 2 1 0
CONTROLJ[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset
Bits 31:24 — LOOP_FILTER[7:0] LOOP Filter Selection
Bits 23:16 — LOCK_THR[7:0] PLL Lock Threshold Value Selection
Bits 11:0 — CONTROL[11:0] PLL CONTROL Value Selection
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20.18.9 PMC PLL Update Register

Name: PMC_PLL_UPDT
Offset: 0x0020
Reset: 0x00030000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
STUPTIM[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 1 1
Bit 15 14 13 12 11 10 9 8
UPDATE
Access R/W
Reset 0
Bit 7 6 5 4 3 2 1 0
ID[3:0]
Access R/W R/W R/W R/W
Reset 0 0 0 0

Bits 23:16 — STUPTIM[7:0] Start-up Time
The start-up time is defined as a number of MD_SLCK cycles and is the same for all PLLs.
Value Description
0 Only the lock of the PLL is considered to know the lock status of the PLL. If the lock of the PLL is not
enabled, the lock never rises.
Other If PMC_PLL_CTRLO.ENLOCK is low, specifies the start-up time of the PLL. If
values PMC_PLL_CTRLO.ENLOCK is high, specifies how long the LOCK signal of the PLL is masked before
being read.

Bit 8 - UPDATE PLL Setting Update (write-only)
Value Description

0 No effect.

1 The PLL configuration written in PMC_PLL_CTRLO and PMC_PLL_CTRL1 are applied to the PLL
defined by the last ID written in the PMC_PLL_UPDT register.

Bits 3:0 — ID[3:0] PLL ID
When writing a PLL control register (PMC_PLL_CTRLX), this ID specifies which PLL is impacted by written fields.
When reading a PLL control register (PMC_PLL_CTRLXx), this ID specifies which PLL fields are read.
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20.18.10 PMC Clock Generator Main Oscillator Register

Name: CKGR_MOR
Offset: 0x0024
Reset: 0x00000008

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
| | | | | BMCKRST | XT32KFME | CFDEN | MOSCSEL
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 23 22 21 20 19 18 17 16
KEY[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
MOSCXTST[7:0]
Access RIW RW RIW RW RIW RW RIW RW
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
MOSCRCEN | WAITMODE | MOSCXTBY | MOSCXTEN
Access R/W R/W R/W R/W
Reset 1 0 0 0

Bit 27 - BMCKRST Bad MCKO Clock Reset Enable
Value Description
0 An MCKO clock failure detection cannot reset the system.
1 An MCKO clock failure detection can reset the system if the reset controller is configured accordingly.

Bit 26 — XT32KFME 32.768 kHz Crystal Oscillator Frequency Monitoring Enable
Value Description
0 The 32.768 kHz crystal oscillator frequency monitoring is disabled.
1 The 32.768 kHz crystal oscillator frequency monitoring is enabled.

Bit 25 — CFDEN Clock Failure Detector Enable
Value Description
0 The clock failure detector is disabled.
1 The clock failure detector is enabled.

Bit 24 — MOSCSEL Main Clock Oscillator Selection

Value Description
0 The Main RC oscillator is selected.
1 The Main crystal oscillator is selected.

Bits 23:16 — KEY[7:0] Write Access Password
Value Name Description
0x37 PASSWD Writing any other value in this field aborts the write operation.

Always reads as 0.

Bits 15:8 - MOSCXTST[7:0] Main Crystal Oscillator Start-up Time
Specifies the number of MD_SLCK cycles multiplied by 8 for the main crystal oscillator start-up time.
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Bit 3 —- MOSCRCEN Main RC Oscillator Enable
When MOSCRCEN is set, the MOSCRCS flag is set once the Main RC oscillator start-up time is achieved.

Value Description
0 The Main RC oscillator is disabled.
1 The Main RC oscillator is enabled.

Bit 2 - WAITMODE Wait Mode Command (write-only)

Value Description
0 No effect.
1 Puts the device in Wait mode.

Bit 1 — MOSCXTBY 12 to 48 MHz Crystal Oscillator Bypass
When MOSCXTBY = 0, the MOSCXTS flag must be read at 0 in PMC_SR before enabling the crystal oscillator
(MOSCXTEN = 1).
When MOSCXTBY = 1, the MOSCXTS flag in PMC_SR is automatically set to 1.
Clearing MOSCXTEN and MOSCXTBY bits resets the MOSCXTS flag.

Value Description
0 No effect.
1 The 12 to 48 MHz crystal oscillator is bypassed. MOSCXTEN must be cleared. An external clock must

be connected on XIN.

Bit 0 - MOSCXTEN Main Crystal Oscillator Enable
A crystal must be connected between XIN and XOUT.
When MOSCXTEN is set, the MOSCXTS flag is set once the Main crystal oscillator start-up time is achieved.

Value Description
0 The Main crystal oscillator is disabled.
1 The Main crystal oscillator is enabled. MOSCXTBY must be cleared.
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20.18.11 PMC Clock Generator Main Clock Frequency Register

Name: CKGR_MCFR
Offset: 0x0028
Reset: 0x00000000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
| | | | [ ccss
Access R/W
Reset 0
Bit 23 22 21 20 19 18 17 16
RCMEAS MAINFRDY
Access R/W R/W
Reset 0 0
Bit 15 14 13 12 1" 10 9 8
MAINF[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
MAINF[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 24 — CCSS Counter Clock Source Selection
Value Description
0 The measured clock of the MAINF counter is the Main RC oscillator.
1 The measured clock of the MAINF counter is the Main crystal oscillator.

Bit 20 - RCMEAS RC Oscillator Frequency Measure (write-only)
The measurement is performed on the main frequency (i.e., not limited to the Main RC oscillator only). If the source
of MAINCK is the Main crystal oscillator, the restart of measurement may not be required because of the stability of

crystal oscillators.

Value Description

0

No effect.

1 Restarts measuring of the frequency of MAINCK. MAINF carries the new frequency as soon as a
low-to-high transition occurs on the MAINFRDY flag.

Bit 16 — MAINFRDY Main Clock Frequency Measure Ready
To ensure that a correct value is read on the MAINF field, the MAINFRDY flag must be read at ‘1’ then another read

access must be performed on the register to get a stable value on the MAINF field.
Value Description

0 MAINF value is not valid or the measured oscillator is disabled or a measure has just been started by
means of RCMEAS.
1 The measured oscillator has been enabled previously and MAINF value is available.

Bits 15:0 — MAINF[15:0] Main Clock Frequency
Gives the number of cycles of the clock selected by the bit CCSS within 16 MD_SLCK periods. To calculate the

frequency of the measured clock:
fseLcik = (MAINF x fyp sick)/16
where frequency is in MHz.
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20.18.12 PMC CPU Clock Register

Name: PMC_CPU_CKR
Offset: 0x002C
Reset: 0x00000001

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

Only one of CSS and PRES fields can be modified at a time. When one of these parameters is modified, no other
modification can be performed on these fields as long as the MCKRDY/CPMCKRDY status flags are low.

Bit 31 30 29 28 27 26 25 24
RATIO_MCKOD|RATIO_MCK1D|RATIO_MCKOD
V2 [\ \
Access R/W R/W R/W
Reset 0 0 0
Bit 23 22 21 20 19 18 17 16
CPPRES[3:0] CPCSS[2:0]
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
PRES|[2:0] CSS[1:0]
Access R/W R/W R/W R/W R/W
Reset 0 0 0 0 1

Bit 26 — RATIO_MCKODIV2 MCKO Clock Frequency Division for MCKODIV2 Clock

Value Description

0 MCKODIV2 frequency is the same as MCKO.
1 MCKODIV2 frequency is MCKO frequency divided by 2.

Bit 25 — RATIO_MCK1DIV MCK1 Clock Frequency Division for MCK1DIV Clock

Value Description

0 MCK1DIV frequency is the same as MCK1.
1 MCK1DIV frequency is MCK1 frequency divided by 2.

Bit 24 — RATIO_MCKODIV MCKO Clock Frequency Division for MCKODIV Clock

Value Description

0 MCKODIV frequency is the same as MCKO.
1 MCKODIV frequency is MCKO frequency divided by 2.

Bits 23:20 — CPPRES[3:0] Clock Prescaler
Selected clock is divided by (CPPRES + 1).

Bits 18:16 — CPCSS[2:0] MCK1 Source Selection
Value Name Description

0 SLOW_CLK MD_SLCK is selected
1 MAIN_CLK MAINCK is selected
2 MCKO MCKO is selected
3 PLLACKA1 PLLACK1 is selected
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Value Name Description
4 PLLBCK PLLBCK is selected
5 PLLCCK PLLCCK is selected

Bits 6:4 — PRES[2:0] Processor (CPU_CLKO0) and Main System Bus Clock (MCKO) Prescaler

Value Name Description

0 CLK_1 Selected clock

1 CLK 2 Selected clock divided by 2
2 CLK_4 Selected clock divided by 4
3 CLK_8 Selected clock divided by 8
4 CLK_16 Selected clock divided by 16
5 CLK_32 Selected clock divided by 32
6 CLK_64 Selected clock divided by 64
7 CLK_3 Selected clock divided by 3

Bits 1:0 — CSS[1:0] Processor (CPU_CLKO) and Main System Bus Clock (MCKO) Source Selection

Value Name Description
0 SLOW_CLK MD_SLCK is selected
1 MAIN_CLK MAINCK is selected
2 PLLACK1 PLLACK1 is selected
3 PLLBCK PLLBCK is selected
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20.18.13 PMC Programmable Clock Register

Name: PMC_PCKx

Offset: 0x44 + x*0x04 [x=0..2]
Reset: 0x00000000
Property: Read/Write

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1" 10 9 8
PRESJ[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
CSSJ[4:0]
Access R/W R/W R/W R/W R/W
Reset 0 0 0 0 0

Bits 15:8 — PRES[7:0] Programmable Clock Prescaler

Value Description

0-255 Selected clock is divided by PRES+1.

Bits 4:0 — CSS[4:0] Programmable Clock Source Selection
Values not listed are considered ‘reserved’.

Value Name
MD_SLOW_CLK
TD_SLOW_CLOCK
MAINCK

MCKO

PLLACK1

PLLBCK

PLLCCK

PLLCSRC

N o 0w NP O

Description
MD_SLCK is selected
TD_SLCK is selected
MAINCK is selected
MCKO is selected
PLLACK1 is selected.
PLLBCK is selected.
PLLCCK is selected.
PLLCSRC is selected.
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20.18.14 PMC Interrupt Enable Register

Name: PMC_IER
Offset: 0x0064
Reset: -

Property: Write-only

This register can only be written if the WPITEN bit is cleared in the PMC Write Protection Mode Register.
The following configuration values are valid for all listed bit names of this register:
0: No effect.

1: Enables the corresponding interrupt.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
MCKMON XT32KERR CFDEV MOSCRCS MOSCSELS
Access W W w W w
Reset - - - - -
Bit 15 14 13 12 11 10 9 8
PCKRDY3 PCKRDY2 PCKRDY1 PCKRDYO
Access W W W w
Reset - - - -
Bit 7 6 5 4 3 2 1 0
CPMCKRDY MCKRDY MOSCXTS
Access w W w
Reset - - -

Bit 23 - MCKMON Main System Bus Clock (MCKO) Monitor Interrupt Enable

Bit 21 — XT32KERR 32.768 kHz Crystal Oscillator Error Interrupt Enable

Bit 18 — CFDEV Clock Failure Detector Event Interrupt Enable

Bit 17 - MOSCRCS Main RC Oscillator Status Interrupt Enable

Bit 16 — MOSCSELS Main Clock Source Oscillator Selection Status Interrupt Enable

Bits 8, 9, 10, 11 - PCKRDYx Programmable Clock Ready x Interrupt Enable

Bit 4 - CPMCKRDY Main System Bus Clock (MCK1) Ready Interrupt Enable

Bit 3 - MCKRDY Processor Clock (CPU_CLKO) and Main System Bus Clock (MCKO0) Ready Interrupt Enable

Bit 0 — MOSCXTS Main Crystal Oscillator Status Interrupt Enable
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20.18.15 PMC Interrupt Disable Register

Name: PMC_IDR
Offset: 0x0068
Reset: -

Property: Write-only

This register can only be written if the WPITEN bit is cleared in the PMC Write Protection Mode Register.
The following configuration values are valid for all listed bit names of this register:
0: No effect.

1: Disables the corresponding interrupt.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
MCKMON XT32KERR CFDEV MOSCRCS MOSCSELS
Access W W w W w
Reset - - - - -
Bit 15 14 13 12 11 10 9 8
PCKRDY3 PCKRDY2 PCKRDY1 PCKRDYO
Access W W W w
Reset - - - -
Bit 7 6 5 4 3 2 1 0
CPMCKRDY MCKRDY MOSCXTS
Access w W w
Reset - - -

Bit 23 - MCKMON Main System Bus Clock (MCKOQ) Monitor Interrupt Disable

Bit 21 — XT32KERR 32.768 kHz Crystal Oscillator Error Interrupt Disable

Bit 18 — CFDEV Clock Failure Detector Event Interrupt Disable

Bit 17 — MOSCRCS Main RC Status Interrupt Disable

Bit 16 — MOSCSELS Main Clock Source Oscillator Selection Status Interrupt Disable

Bits 8, 9, 10, 11 - PCKRDYx Programmable Clock Ready x Interrupt Disable

Bit 4 - CPMCKRDY Main System Bus Clock (MCK1) Ready Interrupt Disable

Bit 3 - MCKRDY Processor Clock (CPU_CLKO) and Main System Bus Clock (MCKO) Ready Interrupt Disable

Bit 0 — MOSCXTS Main Crystal Oscillator Status Interrupt Disable
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20.18.16 PMC Status Register

Name: PMC_SR
Offset: 0x006C
Reset: 0x00030008

Property: Read-only

Bit 31 30 29 28 27 26 25 24
PLL_INT GCLKRDY
Access R R
Reset 0 0
Bit 23 22 21 20 19 18 17 16
MCKMON XT32KERR FOS CFDS CFDEV MOSCRCS MOSCSELS
Access R R R R R R R
Reset 0 0 0 0 0 1 1
Bit 15 14 13 12 " 10 9 8
PCKRDY3 PCKRDY2 PCKRDY1 PCKRDYO0
Access R R R R
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
OSCSELS CPMCKRDY MCKRDY MOSCXTS
Access R R R R
Reset 0 0 1 0

Bit 25 — PLL_INT PLL Interrupt Status
Value Description
0 No PLL interrupt has occurred
1 A PLL interrupt has occurred. PLL interrupt is defined by the configuration of the PMC_PIMR register.

Bit 24 - GCLKRDY GCLK Ready
Value Description
0 A GCLK is not ready to use (clock switching in progress).
1 All GCLK are switched on their selected source clock and ready to use.

Bit 23 - MCKMON Main System Bus Clock (MCKO) Monitor Error
This status is cleared on read.
Value Description
0 The MCKO clock is correct or the clock monitor is disabled.
1 The MCKO clock is incorrect or has been incorrect for an elapsed period of time since the clock monitor
has been enabled.

Bit 21 — XT32KERR Slow Crystal Oscillator Error
Value Description

0 The frequency of the 32.768 kHz crystal oscillator is correct (32.768 kHz +1%) or the monitoring is
disabled.
1 The frequency of the 32.768 kHz crystal oscillator is incorrect or has been incorrect for an elapsed

period of time since the monitoring has been enabled.

Bit 20 — FOS Clock Failure Detector Fault Output Status

Value Description
0 The fault output of the clock failure detector is inactive.
1 The fault output of the clock failure detector is active. This status is cleared by writing a ‘1’ to FOCLR in
PMC_FOCR.
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Bit 19 — CFDS Clock Failure Detector Status

Value Description
0 A clock failure of the Main crystal oscillator clock is not detected.
1 A clock failure of the Main crystal oscillator clock is detected.

Bit 18 — CFDEV Clock Failure Detector Event

0 No clock failure detection of the Main crystal oscillator clock has occurred since the last read of
PMC_SR.

1 At least one clock failure detection of the Main crystal oscillator clock has occurred since the last read
of PMC_SR.

Bit 17 — MOSCRCS Main RC Oscillator Status

Value Description
0 Main RC oscillator is not stabilized.
1 Main RC oscillator is stabilized.

Bit 16 — MOSCSELS Main Clock Source Oscillator Selection Status

Value Description
0 Selection is in progress.
1 Selection is done.

Bits 8, 9, 10, 11 — PCKRDYx Programmable Clock Ready Status

Value Description
0 Programmable Clock x is not ready.
1 Programmable Clock x is ready.

Bit 7 — OSCSELS Monitoring Domain Slow Clock Source Oscillator Selection

Value Description
0 Slow RC oscillator is selected.
1 32.768 kHz crystal oscillator is selected.

Bit 4 - CPMCKRDY Main System Bus Clock (MCK1) Ready Status

Value Description
0 Not ready.
1 Ready.

Bit 3 - MCKRDY Processor Clock (CPU_CLKO) and Main System Bus Clock (MCKO0) Ready Status

Value Description
0 Not ready.
1 Ready.

Bit 0 — MOSCXTS Main Crystal Oscillator Status
Value Description

0 Main crystal oscillator is not stabilized.
1 Main crystal oscillator is stabilized.
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20.18.17 PMC Interrupt Mask Register

Name: PMC_IMR
Offset: 0x0070
Reset: 0x00000000

Property: Read-only

The following configuration values are valid for all listed bit names of this register:
0: No effect.

1: Enables the corresponding interrupt.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
MCKMON XT32KERR CFDEV MOSCRCS MOSCSELS
Access R R R R R
Reset 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
PCKRDY3 PCKRDY2 PCKRDY1 PCKRDYO
Access R R R R
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
CPMCKRDY MCKRDY MOSCXTS
Access R R R
Reset 0 0 0

Bit 23 - MCKMON Main System Bus Clock (MCKO) Monitor Interrupt Mask

Bit 21 — XT32KERR 32.768 kHz Crystal Oscillator Error Interrupt Mask

Bit 18 — CFDEV Clock Failure Detector Event Interrupt Mask

Bit 17 - MOSCRCS Main RC Status Interrupt Mask

Bit 16 —- MOSCSELS Main Clock Source Oscillator Selection Status Interrupt Mask

Bits 8, 9, 10, 11 - PCKRDYx Programmable Clock Ready x Interrupt Mask

Bit 4 - CPMCKRDY Main System Bus Clock (MCK1) Ready Interrupt Mask

Bit 3 — MCKRDY Processor Clock (CPU_CLKO) and Main System Bus Clock (MCKO0) Ready Interrupt Mask

Bit 0 — MOSCXTS Main Crystal Oscillator Status Interrupt Mask
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20.18.18 PMC Fast Start-up Mode Register

Name: PMC_FSMR
Offset: 0x0074
Reset: 0x00000000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
FFLPM FLPM[1:0] LPM SMAL XTFA RTCAL RTTAL
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1" 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
Access
Reset

Bit 23 — FFLPM Force Flash Low-power Mode

0 The Flash Low-power mode, defined in the FLPM field, is automatically applied when in Wait mode and
released when going back to Active mode.
1 The Flash Low-power mode is user defined by the FLPM field and immediately applied.

Bits 22:21 — FLPM[1:0] Flash Low-power Mode

Value Name Description

0 FLASH_STANDBY Flash is in Standby mode when system enters Wait mode

1 FLASH_DEEP_POWERDOWN  Flash is in Deep-Powerdown mode when system enters Wait mode
2 FLASH_IDLE Idle mode

Bit 20 — LPM Low Power Mode

0 The WaitForlnterrupt (WFI) or the WaitForEvent (WFE) instruction of the processor makes the
processor enter Sleep mode.
1 The WaitForEvent (WFE) instruction of the processor makes the system enter Wait mode.

Bit 19 — SMAL Supply Monitor Alarm Enable

Value Description
0 The supply monitor alarm has no effect on the PMC.
1 The supply monitor alarm enables a fast restart signal to the PMC.

Bit 18 — XTFA 32KHz Crystal Failure Alarm Enable

Value Description
0 The 32KHz Crystal Failure alarm as no effect on the PMC.
1 The 32KHz Crystal Failure alarm enables a fast restart signal to the PMC.
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Bit 17 — RTCAL RTC Alarm Enable

Value Description

0 The RTC alarm has no effect on the PMC.
1 The RTC alarm enables a fast restart signal to the PMC.

Bit 16 — RTTAL RTT Alarm Enable

Value Description

0 The RTT alarm has no effect on the PMC.
1 The RTT alarm enables a fast restart signal to the PMC.
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20.18.19 PMC Wake-Up Control Register

Name: PMC_WCR
Offset: 0x0078
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
CMD
Access R/W
Reset 0
Bit 23 22 21 20 19 18 17 16
WIP EN
Access R/W R/W
Reset 0 0
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
WKPIONB[3:0]
Access R/W R/W R/W R/W
Reset 0 0 0 0

Bit 24 —- CMD Command
0 Read mode.
1 Write mode.

Bit 17 — WIP Wake-up Input Polarity
Defines the active polarity of the selected wake-up input. If the corresponding wake-up input is enabled at the FSTP
level, it enables a fast restart signal.

Bit 16 — EN Wake-up Input Enable
0 The selected wake-up input has no effect on the PMC.
1 The selected wake-up input enables a fast restart signal to the PMC.

Bits 3:0 - WKPIONB[3:0] Wake-up Input Number
Defines which wake-up source is to be modified during a write access (CMD is set to ‘1) or which wake-up source
status is read on the next read access to this register (CMD is set to ‘0’).,

Primary Signal Name WKPIONB

WKUPO
WKUP1
WKUP2
PA2
PA3
PAS
PA9
PA13
PB25
PB9

© 0O ~NO O~ WN-—-~O
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........... continued

Primary Signal Name WKPIONB
PB12 10

PC7 11

PC9 12

PC14 13

PC21 14

WOD (Wake-up from debug) 15
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20.18.20 PMC Fault Output Clear Register

Name: PMC_FOCR
Offset: 0x007C
Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
FOCLR
Access W
Reset -

Bit 0 - FOCLR Fault Output Clear
Clears the clock failure detector fault output.
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20.18.21 PMC Write Protection Mode Register

Name: PMC_WPMR
Offset: 0x0084
Reset: 0x00000000

Property: Read/Write

See the section Register Write Protection for the list of registers that can be write-protected.

Bit 31 30 29 28 27 26 25 24
| WPKEY/[23:16]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
WPKEY[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
WPKEY[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WPITEN WPEN
Access R/W R/W
Reset 0 0

Bits 31:8 —- WPKEY[23:0] Write Protection Key
Value Name Description
0x504D43 | PASSWD | Writing any other value in this field aborts the write operation of the WPEN bit.
Always reads as 0.

Bit 1 — WPITEN Write Protection Interrupt Enable

Value Description

0 Disables the write protection on interrupt registers if WPKEY corresponds to 0x504D43 (“PMC” in
ASCII).

1 Enables the write protection on interrupt registers if WPKEY corresponds to 0x504D43 (“PMC” in

ASCII).

Bit 0 —- WPEN Write Protection Enable

Value Description
0 Disables the write protection if WPKEY corresponds to 0x504D43 (“PMC” in ASCII).
1 Enables the write protection if WPKEY corresponds to 0x504D43 (“PMC” in ASCII).
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20.18.22 PMC Write Protection Status Register

Name: PMC_WPSR
Offset: 0x0088
Reset: 0x00000000
Property: Read-only
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
WPVSRC[15:8]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1 10 9 8
WPVSRCI[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WPVS
Access R
Reset 0

Bits 23:8 - WPVSRC[15:0] Write Protection Violation Source
When WPVS = 1, WPVSRC indicates the register address offset at which a write access has been attempted.

Bit 0 —- WPVS Write Protection Violation Status

Value Description
0 No write protection violation has occurred since the last read of the PMC_WPSR.
1 A write protection violation has occurred since the last read of the PMC_WPSR. If this violation is
an unauthorized attempt to write a protected register, the associated violation is reported into field
WPVSRC.
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20.18.23 PMC Peripheral Control Register

Name: PMC_PCR
Offset: 0x008C
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
CMD GCLKEN EN GCLKDIV[7:4]
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
GCLKDIV[3:0]
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 15 14 13 12 11 10 9 8
GCLKCSSJ[4:0]
Access R/W R/W R/W R/W R/W
Reset 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
PIDI[6:0]
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0

Bit 31 — CMD Command

Value Description
0 Read mode.
1 Write mode.

Bit 29 — GCLKEN Generic Clock Enable

Value Description
0 The selected generic clock is disabled.
1 The selected generic clock is enabled.

Bit 28 — EN Enable

Value Description
0 Selected Peripheral clock is disabled.
1 Selected Peripheral clock is enabled.

Bits 27:20 — GCLKDIV[7:0] Generic Clock Division Ratio
Generic clock is the selected clock period divided by GCLKDIV + 1.
GCLKDIV must not be changed while the peripheral selects GCLKx (e.g., bit rate, etc.).

Bits 12:8 — GCLKCSS[4:0] Generic Clock Source Selection

Value Name Description
0 MD_SLOW_CLK MD_SLCK is selected
1 TD_SLOW_CLOCK TD_SLCK is selected
2 MAINCK MAINCK is selected
3 MCKO MCKO is selected
4 PLLACK1 PLLACK1 is selected.
5 PLLBCK PLLBCK is selected.
6 PLLCCK PLLCCK is selected.
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Value Name Description
7 PLLCSRC PLLCSRC is selected.

Bits 6:0 — PID[6:0] Peripheral ID
Peripheral ID selection.
Refer to the identifiers as defined in the section “Peripheral Identifiers”.
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20.18.24 PMC Oscillator Calibration Register

Name: PMC_OCR
Offset: 0x0090
Reset: 0x00404040

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
SEL12 CAL12[6:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 1 0 0 0 0 0 0
Bit 15 14 13 12 1" 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
Access
Reset

Bit 23 — SEL12 Selection of Main RC Oscillator Calibration Bits

Value Description

0 Factory-defined value.
1 Value written by user in CAL12 field of this register.

Bits 22:16 — CAL12[6:0] Main RC Oscillator Calibration Bits
Calibration bits applied to the RC Oscillator. Refer to the section “ Electrical Characteristics”.
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20.18.25 PMC Partial Wake-Up Activity In Progress Register

Name: PMC_SLPWK_AIPR
Offset: 0x0094
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1" 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
AIP
Access R
Reset 0

Bit 0 — AIP Activity In Progress

Only the following PIDs can be configured with asynchronous partial wake-up: FLEXCOM.

Value Description

0 There is no activity on peripherals. The asynchronous partial wake-up function can be activated on one
or more peripherals. The device can enter Wait Mode.
1 One or more peripherals are currently active. The device must not enter Wait Mode if the asynchronous

partial wake-up is enabled for one of the following PIDs: FLEXCOM.
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20.18.26 PMC Partial Wake-Up Control Register

Name: PMC_SLPWKCR
Offset: 0x0098
Reset: 0x00000000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the PMC Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
| | | [ SLPWISR | | | |
Access R/W
Reset 0
Bit 23 22 21 20 19 18 17 16
ASR
Access R/W
Reset 0
Bit 15 14 13 12 11 10 9 8
CMD
Access R/W
Reset 0
Bit 7 6 5 4 3 2 1 0
PIDI[6:0]
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0

Bit 28 —- SLPWKSR Partial Wake-Up Sleep Register
Not all PIDs can be configured with asynchronous partial wake-up.
Only the following PIDs can be configured with asynchronous partial wake-up: FLEXCOM.

Value Description
0 The asynchronous partial wake-up function of the peripheral is disabled.
1 The asynchronous partial wake-up function of the peripheral is enabled.

Bit 16 — ASR Activity Status Register
Not all PIDs can be configured with asynchronous partial wake-up.
Only the following PIDs can be configured with asynchronous partial wake-up: FLEXCOM.

Value Description
0 The peripheral x is not currently active; the asynchronous partial wake-up function can be activated.
1 The peripheral x is currently active; the asynchronous partial wake-up function must not be activated.

Bit 12 - CMD Command

Value Description

0 Read mode.
1 Write mode.

Bits 6:0 — PID[6:0] Peripheral ID
Peripheral ID selection from PID2 to the maximum PID number. This refers to identifiers as defined in the section
“Peripheral Identifiers”.
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20.18.27 PMC MCKO Monitor Limits Register

Name: PMC_MCKLIM
Offset: 0x00A0
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
MCK_HIGH_RES[7:0]
Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
MCK_LOW_RES[7:0]
Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1 10 9 8
MCK_HIGH_IT[7:0]
Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
MCK_LOW_IT[7:0]
Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0

Bits 31:24 — MCK_HIGH_RES[7:0] MCKO Monitoring High Reset Limit
Beyond this limit, the MCKO frequency monitor generates a reset.

Bits 23:16 — MCK_LOW_RES[7:0] MCKO Monitoring Low RESET Limit
Below this limit, the MCKO frequency monitor generates a reset.

Bits 15:8 - MCK_HIGH_IT[7:0] MCKO Monitoring High IT Limit

Beyond this limit, the MCKO frequency monitor generates an interrupt.

Bits 7:0 - MCK_LOW_IT[7:0] MCKO Monitoring Low IT Limit
Below this limit, the MCKO frequency monitor generates an interrupt.
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20.18.28 PMC Peripheral Clock Status Register 0

Name: PMC_CSRO
Offset: 0x00A4
Reset: 0x00000000

Property: Read-only

“PIDx” refers to identifiers as defined in the section “Peripheral Identifiers”.

The following configuration values are valid for all listed bit names of this register:
0: The corresponding peripheral clock is disabled.

1: The corresponding peripheral clock is enabled.

Bit 31 30 29 28 27 26 25 24
[ PD31 | PID30 | | PID28 PID25 PID24
Access R R R R R
Reset 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
PID23 PID17 PID16
Access R R R
Reset 0 0 0
Bit 15 14 13 12 11 10 9 8
PID15 PID14 PID13 PID12 PID11 PID10 PID9
Access R R R R R R R
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
Access
Reset

Bits 30, 31 — PID30, PID31 Peripheral Clock x Status
Bit 28 — PID28 Peripheral Clock x Status
Bits 23, 24, 25 — PID23, PID24, PID25 Peripheral Clock x Status

Bits 9, 10, 11, 12, 13, 14, 15, 16, 17 — PID9, PID10, PID11, PID12, PID13, PID14, PID15, PID16, PID17 Peripheral Clock x
Status
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20.18.29 PMC Peripheral Clock Status Register 1

Name: PMC_CSR1
Offset: 0x00A8
Reset: 0x00000000

Property: Read-only

“PIDx” refers to identifiers as defined in the section “Peripheral Identifiers”.

The following configuration values are valid for all listed bit names of this register:
0: The corresponding peripheral clock is disabled.

1: The corresponding peripheral clock is enabled.

Bit 31 30 29 28 27 26 25 24
| | | | PID59 PID57
Access R R
Reset 0 0
Bit 23 22 21 20 19 18 17 16
PID55 PID53 PID51 PID49
Access R R R R
Reset 0 0 0 0
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
PID39 PID38 PID37 PID36 PID35 PID34 PID33 PID32
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bit 27 — PID59 Peripheral Clock x Status
Bit 25 — PID57 Peripheral Clock x Status
Bit 23 — PID55 Peripheral Clock x Status
Bit 21 — PID53 Peripheral Clock x Status
Bit 19 — PID51 Peripheral Clock x Status
Bit 17 — PID49 Peripheral Clock x Status

Bits 0,1, 2, 3, 4, 5, 6, 7 — PID32, PID33, PID34, PID35, PID36, PID37, PID38, PID39 Peripheral Clock x Status
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20.18.30 PMC Peripheral Clock Status Register 2

Name:
Offset:
Reset:
Property:

PMC_CSR2
0x00AC
0x00000000
Read-only

“PIDx” refers to identifiers as defined in the section “Peripheral Identifiers”.
The following configuration values are valid for all listed bit names of this register:

0: The corresponding peripheral clock is disabled.

1: The corresponding peripheral clock is enabled.

Bit 31 30 29 28 27 26 25 24
| | | | PID91 PID90 PID89 PID88
Access R R R R
Reset 0 0 0 0
Bit 23 22 21 20 19 18 17 16
PID87 PID85 PID81 PID80
Access R R R R
Reset 0 0 0 0
Bit 15 14 13 12 11 10 9 8
PID79 PID78 PID75
Access R R R
Reset 0 0 0
Bit 7 6 5 4 3 2 1 0
Access
Reset

Bits 23, 24, 25, 26, 27 — PID87, PID88, PID89, PID90, PID91 Peripheral Clock x Status
Bit 21 — PID85 Peripheral Clock x Status
Bits 14, 15, 16, 17 — PID78, PID79, PID80, PID81 Peripheral Clock x Status

Bit 11 — PID75 Peripheral Clock x Status
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20.18.31 PMC Peripheral Clock Status Register 3

Name: PMC_CSR3
Offset: 0x00B0
Reset: 0x00000000

Property: Read-only

“PIDx” refers to identifiers as defined in the section “Peripheral Identifiers”.

The following configuration values are valid for all listed bit names of this register:
0: The corresponding peripheral clock is disabled.

1: The corresponding peripheral clock is enabled.

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 11 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

PID96
Access R
Reset 0

Bit 0 — PID96 Peripheral Clock x Status
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20.18.32 PMC Generic Clock Status Register 0

Name: PMC_GCSRO
Offset: 0x00C4
Reset: 0x00000000

Property: Read-only

“GPIDx” refers to identifiers as defined in the section “Peripheral Identifiers”.

The following configuration values are valid for all listed bit names of this register:
0: The corresponding Generic clock is disabled.

1: The corresponding Generic clock is enabled.

Bit 31 30 29 28 27 26 25 24
[ GPID31 | | | GPID24
Access R R
Reset 0 0
Bit 23 22 21 20 19 18 17 16
GPID23 GPID16
Access R R
Reset 0 0
Bit 15 14 13 12 11 10 9 8
GPID15 GPID14 GPID13 GPID12 GPID11 GPID10 GPID9
Access R R R R R R R
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
Access
Reset

Bit 31 — GPID31 Generic Clock x Status
Bits 23, 24 — GPID23, GPID24 Generic Clock x Status

Bits 9, 10, 11, 12, 13, 14, 15, 16 — GPID9, GPID10, GPID11, GPID12, GPID13, GPID14, GPID15, GPID16 Generic Clock x
Status
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20.18.33 PMC Generic Clock Status Register 1

Name: PMC_GCSR1
Offset: 0x00C8
Reset: 0x00000000
Property: Read-only

“GPIDx” refers to identifiers as defined in the section “Peripheral Identifiers”.
The following configuration values are valid for all listed bit names of this register:

0: The corresponding Generic clock is disabled.

1: The corresponding Generic clock is enabled.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
GPID37 GPID34
Access R R
Reset 0 0

Bit 5 — GPID37 Generic Clock x Status

Bit 2 — GPID34 Generic Clock x Status
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20.18.34 PMC Generic Clock Status Register 2

Name: PMC_GCSR2
Offset: 0x00CC
Reset: 0x00000000

Property: Read-only

“GPIDx” refers to identifiers as defined in the section “Peripheral Identifiers”.

The following configuration values are valid for all listed bit names of this register:
0: The corresponding Generic clock is disabled.

1: The corresponding Generic clock is enabled.

Bit 31 30 29 28 27 26 25 24
| | | | GPID90 GPID89
Access R R
Reset 0 0
Bit 23 22 21 20 19 18 17 16
GPID87
Access R
Reset 0
Bit 15 14 13 12 11 10 9 8
GPID79 GPID75
Access R R
Reset 0 0
Bit 7 6 5 4 3 2 1 0
Access
Reset

Bits 25, 26 — GPID89, GPID90 Generic Clock x Status
Bit 23 — GPID87 Generic Clock x Status
Bit 15 — GPID79 Generic Clock x Status

Bit 11 — GPID75 Generic Clock x Status
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20.18.35 PMC Generic Clock Status Register 3

Name: PMC_GCSR3
Offset: 0x00DO0
Reset: 0x00000000

Property: Read-only

“GPIDx” refers to identifiers as defined in the section “Peripheral Identifiers”.

The following configuration values are valid for all listed bit names of this register:
0: The corresponding Generic clock is disabled.

1: The corresponding Generic clock is enabled.

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 11 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

GPID96
Access R
Reset 0

Bit 0 — GPID96 Generic Clock x Status
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20.18.36 PMC PLL Interrupt Enable Register

Name: PMC_PLL_IER
Offset: 0x00E4
Reset: -

Property: Write-only

This register can only be written if the WPITEN bit is cleared in the PMC Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
UNLOCK2 UNLOCK1 UNLOCKO
Access w W w
Reset - - -
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
LOCK2 LOCK1 LOCKO
Access w w w
Reset - - -

Bits 16, 17, 18 — UNLOCKXx PLL of Index x Unlock Interrupt Enable

Bits 0, 1, 2 - LOCKx PLL of Index x Lock Interrupt Enable
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20.18.37 PMC PLL Interrupt Disable Register

Name: PMC_PLL_IDR
Offset: 0x00ES8
Reset: -

Property: Write-only

This register can only be written if the WPITEN bit is cleared in the PMC Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
UNLOCK2 UNLOCK1 UNLOCKO
Access w W w
Reset - - -
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
LOCK2 LOCK1 LOCKO
Access w w w
Reset - - -

Bits 16, 17, 18 — UNLOCKXx PLL of Index x Unlock Interrupt Disable

Bits 0, 1, 2 - LOCKx PLL of Index x Lock Interrupt Disable
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20.18.38 PMC PLL Interrupt Mask Register

Name: PMC_PLL_IMR
Offset: 0x00EC
Reset: 0x00000000

Property: Read-only

This register can only be written if the WPITEN bit is cleared in the PMC Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
UNLOCK2 UNLOCK1 UNLOCKO
Access R R R
Reset 0 0 0
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
LOCK2 LOCK1 LOCKO
Access R R R
Reset 0 0 0

Bits 16, 17, 18 —m UNLOCKXx PLL of Index x Unlock Interrupt Mask

Bits 0, 1, 2 - LOCKx PLL of Index x Lock Interrupt Mask
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20.18.39 PMC PLL Interrupt Status Register 0

Name: PMC_PLL_ISRO
Offset: 0x00F0
Reset: 0x00000000
Property: Read-only
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
UNLOCK2 UNLOCK1 UNLOCKO
Access R R R
Reset 0 0 0
Bit 15 14 13 12 1 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
LOCK2 LOCK1 LOCKO
Access R R R
Reset 0 0 0

Bits 16, 17, 18 — UNLOCKXx PLL of Index x Unlock Interrupt Status

Value Description

0 PLL is not unlocked.
1 PLLx is unlocked. To know the unlock type, the PMC_PISR1 register can be read.

Bits 0, 1, 2 — LOCKx PLL of Index x Lock Interrupt Status

Value Description

0 PLLx is not locked.
1 PLLx is locked.
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20.18.40 PMC PLL Interrupt Status Register 1

Name: PMC_PLL_ISR1
Offset: 0x00F4
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
OVR2 OVR1 OVRO
Access R R R
Reset 0 0 0
Bit 15 14 13 12 " 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
UDR2 UDR1 UDRO
Access R R R
Reset 0 0 0

Bits 16, 17, 18 — OVRx PLLx Overflow

Value Description

0 PLL is not in overflow state.
1 PLL has encountered an overflow.

Bits 0, 1, 2 — UDRx PLLx Underflow

Value Description

0 PLL is not in underflow state.
1 PLL has encountered an underflow.
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Parallel Input/Output Controller (P10)

Description

The Parallel Input/Output Controller (PIO) manages up to 74 fully programmable input/output lines. Each 1/O line
may be dedicated as a general purpose /O or be assigned to a function of an embedded peripheral. This ensures
effective optimization of the pins of the product.

The PIO Controller features a synchronous output providing up to 32 bits of data output in a single write operation.

The PIO embeds safety and security features.

Embedded Characteristics
* Up to 74 Programmable I/O Lines
* Multiplexing of Up to 4 Peripheral Functions per I/O Line
* For Each I/O Line (whether assigned to a peripheral or used as general purpose I/O):

Input change interrupt

Programmable glitch filter

Programmable debouncing filter

Multi-drive option enables driving in open drain

Programmable pull-up/pull-down

Pin data status register, supplies visibility of the level on the pin at any time
Programmable event: rising edge, falling edge, both edges, low-level or high-level
Configuration lock by the connected peripheral

Privileged-Access or User-Access mode management

Programmable configuration lock (active until next Vppcore reset) to protect against further software
modifications (intentional or unintentional)

» Separate Interrupt Lines: One Group Driven by Privileged Access 1/0 and the Second Group Driven by User
Access I/0

» Register Write Protection against Unintentional Software Modifications:

One configuration bit to enable or disable protection of I/O line settings
One configuration bit to enable or disable protection of interrupt settings

» Synchronous Output, Possibility to Set or Clear Simultaneously Up to 32 I/O Lines in a Single Write
* Programmable Schmitt Trigger Inputs
*  Programmable Slew Rate
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Block Diagram
Figure 21-1. PIO Controller Block Diagram
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Notes:
1. x =2 (the number of I/O groups is 3).
2. ndepends on the number of I/O lines affected to the IP input.

Product Dependencies

Pin Multiplexing

Each pin is configurable, depending on the product, as either a general purpose I/O line only, or as an I/O line
multiplexed with up to 4 peripheral 1/0s. As the multiplexing is hardware defined and thus product-dependent, the
hardware designer and programmer must carefully determine the configuration of the PIO Controllers required by
their application. When an I/O line is general purpose only, i.e., not multiplexed with any peripheral 1/0, programming
of the PIO Controller regarding the assignment to a peripheral has no effect and only the PIO Controller can control
how the pin is driven by the product.

External Interrupt Lines

When the WKUPXx input pins must be used as external interrupt lines, the PIO Controller must be configured to
disable the peripheral control on these I0s, and the corresponding 1O lines must be set to Input mode.

Power Management

The Power Management Controller (PMC) controls the PIO Controller clock in order to save power. Writing any of
the registers of the user interface does not require the PIO Controller clock to be enabled. This means that the
configuration of the 1/O lines does not require the PO Controller clock to be enabled.

However, when the clock is disabled, not all of the features of the PIO Controller are available, including glitch
filtering. Note that the input change interrupt, the interrupt modes on a programmable event and the read of the pin
level require the clock to be validated.

After a hardware reset, the PIO clock is disabled by default.

The user must configure the PMC before any access to the input line information.

Interrupt Generation

For interrupt handling, the PIO Controllers are considered as user peripherals. This means that the PIO Controller
interrupt lines are connected among the interrupt sources. The PIO Controller supplies one interrupt signal per /O
group. Refer to the PIO Controller peripheral identifier in the product description to identify the interrupt sources
dedicated to the PIO Controller. The PIO Controller provides two groups of interrupt lines to ease management of
interrupt priorities related to Privileged-Access and User-Access mode /O lines. Using the PIO Controller requires
the Interrupt Controller to be programmed first.

The PIO Controller interrupt can be generated only if the PIO Controller clock is enabled.

Functional Description

The PIO Controller features up to 512 fully-programmable 1/O lines. Most of the control logic associated to each 1/0
is represented in the following figure, where the 1/0 line 3 of the PIOB (PB3) is described as an example. In this
description each signal shown represents one of up to 512 possible indexes.
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Figure 21-2. 1/0 Line Control Logic
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21.51 /O Line Configuration Method

The user interface of the PIO Controller provides several sets of registers. Each set of registers interfaces with one
1/0 group.

Table 21-1. /0O Group List

0 PIOA
1 PIOB
2 PIOC
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Privileged/User 10 Access Management

Safety/security can be reinforced for the configuration and access of I/O lines. This safety/security enhancement
is related to the Privileged-/User Access modes offered by the CPU core. This Privileged-Access mode prevents
an unexpected access performed by a non-privileged software task/process to modify the configuration of any 1/0
considered relevant for safety/security. The Privileged-Access mode does not protect against an abnormal access
resulting from a Single-event upset that may corrupt the value of 1 bit on the system bus. To prevent these events,
see section I/O Line Configuration Freeze and section Register Write Protection.

The user must first configure the configuration and control access level for the 1/O line. Each 1/O line of each 1/0O
group must be configured to be accessed either in Privileged-Access mode or User-Access mode.

Each I/O line of the I/O group x can be set as User-Access mode 1/O line by writing a 1 to the corresponding bit
P0-P31 of the PIO Privilege Set I/O User Access Register (PIO_P_SIO_UARKX) of the 1/O group x.

To define an 1/O line of 1/0 group x as a Privileged-Access mode I/O line, write a 1 to the corresponding bit PO—P31 of
the P10 Privilege Set I/O Privilege Access Register (PIO_P_SIO_PARKXx) of the I/O group x.

Examples:
To set the I/O line PA4 as User access line:

+ Write the value 16 (bit 4 at 1) at address 0x10B0 (PIO_P_SIO_UARO)
To set the I/O line PB3 as Privilege access line:

»  Write the value 8 (bit 3 at 1) at address 0x1074 (PIO_P_SIO_PAR1)

The access level of each I/O line is reported by the PIO Privilege I/0 Security Status register (PIO_P_IOSSRXx) of the
corresponding I/O group. Reading 0 at the corresponding bit PO—P31 means that the corresponding I/O line of the I/O
group is configured in Privileged-Access mode. Reading 1 means that this 1/O line of the 1/0 group is configured in
User-Access mode.

The PIO Controller user interface is divided into two register mapping areas:

» The User-Access area, located from address 0x0 to 0x1000, can be accessed by the CPU core. This area
interfaces with all the I/O lines defined as User-Access. Trying to access to I/O line configured in Privileged-
Access mode through this area will have no effect on the I/O line and read values will be 0.

» The Privileged-Access area, located above address 0x1000, can only be accessed by the CPU core configured
in Privileged-Access mode (if the PIO Controller is defined as a privileged-access client peripheral at the system
bus matrix level). This area interfaces with all the 1/O lines configured to be accessed in Privileged-Access
mode. Trying to access an I/O line configured to be accessed in User-Access mode through this area will have
no effect on the 1/O line and read values will be 0.

Programming I/O Line Configuration

The user must first define which I/O line in the group will be targeted by writing a 1 to the corresponding bit in

the PIO Mask Register (PIO_MSKRXx). Several I/O lines in an I/O group can be configured at the same time by
setting the corresponding bits in PIO_MSKRXx. Then, writing the PIO Configuration Register (PIO_CFGRXx) apply the
configuration to the 1/O line(s) defined in PIO_MSKRXx. All the I/O lines defined as Privileged-Access mode in the
PIO_P_SIO_PARx must be configured by writing the PIO_P_CFGRx and PIO_P_MSKRXx registers.

For more details concerning the 1/O line configuration using PIO_MSKRx and PIO_CFGRYX, see section I/O Lines
Programming Example.

Reading the 1/0 Line Configuration

As for programming operation, reading configuration requires the user to first define which I/O line in the group x will
be targeted by writing a 1 to the corresponding bit in the PIO_MSKRXx. The value of the targeted I/O line is read in
PIO_CFGRx.

If several bits are set in PIO_MSKRX, then the read configuration in PIO_CFGRXx is the configuration of the I/O line
with the lowest index.

Note that PIO_P_MSKRx and PIO_P_CFGRx must be used to read the configuration of a Privileged-Access mode
I/O line.

Pull-Up and Pull-Down Resistor Control
Each /O line is designed with an embedded pull-up resistor and an embedded pull-down resistor.
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The pull-up resistor on the 1/O line(s) defined in PIO_MSKRx can be enabled by setting the PUEN bit in PIO_CFGRXx.
Clearing the PUEN bit in PIO_CFGRXx disables the pull-up resistor of I/O lines defined in PIO_MSKRx.

The pull-down resistor on the 1/O line(s) defined in PIO_MSKRXx can be enabled by setting the PDEN bit
in PIO_CFGRXx. Clearing the PDEN bit in PIO_CFGRXx disables the pull-down resistor of 1/O lines defined in
PIO_MSKRXx.

If both PUEN and PDEN bits are set in PIO_CFGRXx, only the pull-up resistor is enabled for I/O line(s) defined in
PIO_MSKRXx and the PDEN bit is discarded.

Control of the pull-up resistor is possible regardless of the configuration of the I/O line (Input, Output, Open-drain).

Note that PIO_P_MSKRx and PIO_P_CFGRx must be used to program the pull-up or pull-down configuration of a
Privileged-Access mode /O line.

For more details concerning Pull-up and Pull-down configuration, see PIO_CFGRx or PIO_P_CFGRXx for Privileged-
Access mode /O line configuration.

The reset value of PUEN and PDEN bits of each I/O line is defined at the product level and depends on the
multiplexing of the device.

General Purpose or Peripheral Function Selection

The PIO Controller provides multiplexing of up to 4 peripheral functions on a single pin. The selection is performed by
writing the FUNC field in PIO_CFGRx. The selected function is applied to the 1/O line(s) defined in PIO_MSKRXx.

When FUNC is 0, no peripheral is selected and the General Purpose PIO (GPIO) mode is selected (in this mode, the
1/O line is controlled by the PIO Controller).

When the value configured in PIO_CFGRx.FUNC is greater than 0, the software cannot drive the I/O line anymore
and the value configured in PIO_CFGRx.FUNC defines which embedded peripheral drives the 1/O lineFor more
details, refer to the table Pin Description in section Package and Pinout.

Note that PIO_P_MSKRx and PIO_P_CFGRx must be used to program the FUNC field of a Privileged-Access mode
I/O line.

For more details, see PIO_CFGRx or PIO_P_CFGRXx for Privileged-Access mode I/O line configuration.

Note that multiplexing of peripheral lines affects both input and output peripheral lines. When a peripheral is not
selected on any /O line, its inputs are assigned with constant default values defined at the product level. The user
must ensure that only one I/O line is affected to a peripheral input at a time.

The reset value of the FUNC field of each 1/O line is defined at the product level and depends on the multiplexing of
the device.

Output Control

When the 1/O line is assigned to a peripheral function, i.e., the corresponding FUNC field of the line configuration is 1,
the drive of the 1/O line (direction, output value) is controlled by the peripheral.

When the FUNC field of a I/O line is 0, then the 1/O line is set in General Purpose mode and the I/O line can be
configured to be driven by the PIO Controller (software) instead of the peripheral.

If PIO_CFGRx/PIO_P_CFGRx.DIR is configured in Output mode and PIO_CFGRx/PIO_P_CFGRx.FUNC=0, then
the 1/O line can be driven by the PIO Controller. The level driven on an I/O line can be determined by writing in

the PIO Set Output Data Register (PIO_SODRXx)/PIO Privilege Set Output Data Register (PIO_P_SODRXx) and the
PIO Clear Output Data Register (PIO_CODRXx)PIO Privilege Clear Output Data Register (PIO_P_CODRKX). These
write operations, respectively, set and clear the PIO Output Data Status Register (PIO_ODSRXx)/PIO Privilege Output
Data Status Register (PIO_P_ODSRXx), which represents the data driven on the 1/O lines. Writing PIO_ODSRXx/
PIO_P_ODSRXx directly is possible and only affects the 1/O line set to 1 in PIO_MSKRx/PIO_P_MSKRXx (see
Synchronous Data Output).

When DIR of the I/O line configuration is at zero, the corresponding I/O line is used as an input only.

DIR has no effect if the corresponding line is assigned to a peripheral function, but writing DIR is managed whether
the pin is configured to be controlled by the PIO Controller or assigned to a peripheral function. This enables
configuration of the 1/O line prior to setting it to be managed by the PIO Controller.
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Similarly, writing in PIO_SODRXx/PIO_P_SODRx and PIO_CODRXx/PIO_P_CODRXx affects PIO_ODSRx/
PIO_P_ODSRXx. This is important as it defines the first level driven on the 1/O line.

Synchronous Data Output

Clearing one or more PIO line(s) and setting another one or more PIO line(s) synchronously cannot be done by using
PIO_SODRx/PIO_P_SODRx and PIO_CODRXx/PIO_P_CODRX. It requires two successive write operations into two
different registers. To overcome this, the PIO Controller offers a direct control of PIO outputs by single write access to
PIO_ODSRx/PIO_P_ODSRx. Only I/O lines set to 1 in PIO_MSKRx/PIO_P_MSKRXx are written.

Open-Drain Mode

Each I/O can be independently programmed in Open-Drain mode. This feature permits several drivers to be
connected on the I/O line which is driven low only by each device. An external pull-up resistor (or enabling of
the internal one) is generally required to ensure a high level on the line.

The Open-Drain mode is controlled by the OPD bit in the I/O line configuration (PIO_CFGRx or PIO_P_CFGRX).

An /O line is switched in Open-Drain mode by setting the PIO_CFGRx/PIO_P_CFGRx.OPD bit. The Open-Drain
mode can be selected if the 1/O line is not controlled by a peripheral (the FUNC field must be cleared in PIO_CFGRx/
PIO_P_CFGRXx).

For more details concerning the Open-Drain mode, see PIO_CFGRXx or PIO_P_CFGRXx for Privileged-Access mode
I/O line configuration.

After reset, the OPD bit of each I/O line is defined at the product level and depends on the multiplexing of the device.

Note: Open-drain capability is not possible when the 1/O line is driven by a peripheral. Only software control (GPIO
mode) is able to manage the open-drain for an 1/O line. TWI is able to manage open-drain because this peripheral
does not require the PIO to be configured in Open-drain mode.

Output Line Timings

The figure below shows how the outputs are driven either by writing PIO_SODRx/PIO_P_SODRx or PIO_CODRXx/
PIO_P_CODRX, or by directly writing PIO_ODSRx/PIO_P_ODSRXx. This last case is valid only if the corresponding
bit in PIO_MSKRx/PIO_P_MSKRXx is set. The figure also shows when the feedback in the Pin Data Status register
(P1O_PDSRx/PIO_P_PDSRXx) is available.

Figure 21-3. Output Line Timings
PIO Clock J | | |_

Write PIO_SODRXx Bus Access
Write PIO_ODSRXx at 1

Write PIO_CODRXx Bus Access
Write PIO_ODSRXx at 0

PIO_ODSRXx

2 cycles 2 cycles

PIO_PDSRx

Inputs

The level on each /O line of the 1/0 group x can be read through PIO_PDSRx/PIO_P_PDSRx. This register indicates
the level of the I/O lines regardless of their configuration, whether uniquely as an input, or driven by the PIO
Controller, or driven by a peripheral.

Reading the I/O line levels requires the clock of the PIO Controller to be enabled, otherwise PIO_PDSRXx/
PIO_P_PDSRXx reads the levels present on the 1/O line at the time the clock was disabled.

Input Glitch and Debouncing Filters
Optional input glitch and debouncing filters are independently programmable on each 1/O line.
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The glitch filter can filter a glitch with a duration of less than 1 peripheral clock and the debouncing filter can filter a
pulse of less than 1 period of a programmable divided slow clock.

The selection between glitch filtering or debounce filtering is done by writing the PIO_CFGR.IFSCEN. The selected
filtering mode is applied to the I/O line(s) defined in PIO_MSKRXx.
» IfIFSCEN = 0: The glitch filter can filter a glitch with a duration of less than 1 peripheral clock period.
» IfIFSCEN = 1: The debouncing filter can filter a pulse with a duration of less than 1 programmable divided slow
clock period.

For the debouncing filter, the period of the divided slow clock is performed by writing in the DIV field of the PIO
Privilege Slow Clock Divider Debouncing Register (PIO_P_SCDRY): tgiy sick = ((DIV + 1) x 2) % g

When the glitch or debouncing filter is enabled, a glitch or pulse with a duration of less than 1 selected clock cycle
(selected clock represents PIO clock or divided slow clock depending on IFSCEN configuration) is automatically
rejected. A pulse of a duration equal to 1 clock cycle may be filtered or not depending on the clock jitter.

The filters also introduce some latencies, illustrated in the figures below .

The glitch filter of each 1/O line is controlled by PIO_CFGR.IFEN. Setting PIO_CFGRXx.IFEN enables the glitch filter of
the 1/O line(s) defined in PIO_MSKRXx.

When the glitch and/or debouncing filter is enabled, it does not modify the behavior of the inputs on the peripherals.
It acts only on the value read in PIO_PDSRXx and on the input change interrupt detection. The glitch and debouncing
filters require that the PIO Controller clock is enabled.

Figure 21-4. Input Glitch Filter Timing

IFCSENy® =0
PoCock | | I I LI LI | I LI |
up to 1.5 cycles
Pin Level |T|_-|T| ” ”
1 cycle 1 cycle 1 cycle 1 cycle
PDSRx[y]®
if IFENy® =0
2 cycles 1 cycle
PDSRx[y]® up to 2.5 tycles
if IFENy(S) =1 up to 2 cycles

Figure 21-5. Input Debouncing Filter Timing

IFSCENy™ = 1
Divided Slow Clock | | | | |
Pin Level (I ] (0L [ 1 | |
up to 2 cygles Tpio_clock up to 2 cyclgs Tpio_clock
PDSRx[y]® [— l I
if IFENy® = 0
1 cycle[Tdiv_slclk 1 cycle Tdiv_slclk
PDSRx[y]® uplto 1.5 cycles Tdiv_slclk
if IFENy® = 1 up|to 1.5 cycles Tdiv_slclk
[ [
up to 2 cycles Tpio_clock up to 2 cycles Tpio_clock
Note:

1. Means IFCSEN of the I/O line y of the 1/O group x.
2. Means PIO Data Status value of the I/O line y of the I/O group x.
3. Means IFEN of the I/O line y of the I/O group x.
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Input Edge/Level Interrupt

Each I/O group can be programmed to generate an interrupt when it detects an edge or a level on an 1/O line.

The Input Edge/Level interrupts are controlled by writing the PIO Interrupt Enable Register (PIO_IERXx) and the PIO
Interrupt Disable Register (PIO_IDRx), which enable and disable the input change interrupt respectively by setting
and clearing the corresponding bit in the PIO Interrupt Mask Register (PIO_IMRX). For the Privileged-Access mode
I/O lines, the Input Edge/Level interrupts are controlled by writing PIO_P_IERx and PIO_P_IDRx, which enable and
disable input change interrupts, respectively, by setting and clearing the corresponding bit in the PIO_P_IMRx. As
input change detection is possible only by comparing two successive samplings of the input of the 1/O line, the PIO
Controller clock must be enabled. The Input Change interrupt is available regardless of the configuration of the 1/0
line, i.e., configured as an input only, controlled by the PIO Controller or assigned to a peripheral function.

Each I/O group can generate a User-Access 10 interrupt and a Privileged-Access IO interrupt according to the
access level of the 1/0 line which triggers the interrupt.

According to the EVTSEL field value in PIO_CFGRx or PIO_P_CFGRXx in case of a Privileged-Access mode /O line,
the interrupt signal of the I/O group x can be generated on the following occurrence:

* PIO_(P_)CFGRx.EVTSELy = 0: The interrupt signal of the 1/0 group x is generated on the /O line y falling edge
detection (assuming that PIO_(P_)IMRXx[y] = 1).

* PIO_(P_)CFGRx.EVTSELy = 1: The interrupt signal of the 1/0O group x is generated on the 1/O line y rising edge
detection (assuming that PIO_(P_)IMRXx[y] = 1).

* PIO_(P_)CFGRx.EVTSELy = 2: The interrupt signal of the 1/O group x is generated on the 1/O line y both rising
and falling edge detection (assuming that PIO_(P_)IMRx[y] = 1).

* PIO_(P_)CFGRx.EVTSELy = 3: The interrupt signal of the 1/O group x is generated on the 1/O line y low level
detection (assuming that PIO_(P_)IMRXx[y] = 1).

* PIO_(P_)CFGRx.EVTSELy = 4: The interrupt signal of the 1/0 group x is generated on the /O line y high level
detection (assuming that PIO_(P_)IMRXx[y] = 1).

By default, the interrupt can be generated at any time a falling edge is detected on the input.

When an input edge or level is detected on an I/O line, the corresponding bit in the PIO Interrupt Status Register
(PIO_ISRXx), or in the PIO Privilege Interrupt Status Register (PIO_P_ISRXx) if the 1/O line access is privileged, is set.

For a User-Access mode /O line, if the corresponding bit in PIO_IMRXx is set, the User-Access mode I/O interrupt line
of the I/O group x is asserted. For a Privileged-Access mode /O line, if the corresponding bit in PIO_P_IMRXx is set,
the Privileged-Access mode I/O interrupt line of the I/O group x is asserted.

When the software reads PIO_ISRX, all the User-Access mode interrupts of the 1/0O group x are automatically cleared.
When the software reads PIO_P_ISRYX, all the interrupt sources related to Privileged-Access mode /O lines of

the 1/0 group x are automatically cleared. This signifies that all the interrupts that are pending when PIO_ISRx or
PIO_P_ISRx are read must be handled. When an interrupt is enabled on a “level”, the interrupt is generated as long
as the interrupt source is not cleared, even if some read accesses in PIO_ISRx or PIO_P_ISRx are performed.

Figure 21-6. Event Detector on Input Lines

High Level
Detector
Low Level 2
Detector
Resynchronized input on line y 3 Event detection on line y
of 1/0 group x Both Edge of the 1/0 group x
® 2
Detector
1
o Rising Edge 0
Detector
Falling Edge PIO_CFGRx.EVTSELy
Detector
Example of interrupt generation on following lines:
» Rising edge on the Privileged-Access PIO line 0 of the 1/0 group 0 (PIOA)
* Low-level edge on the Privileged-Access PIO line 1of the I/O group 0 (PIOA)
» Rising edge on the Privileged-Access PIO line 2 of the 1/0 group 0 (PIOA)
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» High-level on the Privileged-Access PIO line 3 of the I/O group 0 (PIOA)

* Low-level on the User-Access PIO line 4 of the 1/0 group 0 (PIOA)

» High-level on the Privileged-Access PIO line 0 of the I/O group 1 (PIOB)

» Falling edge on the Privileged-Access PIO line 1 of the 1/O group 1 (PIOB)
» Rising edge on the Privileged-Access PIO line 2 of the 1/0 group 1 (PIOB)
* Any edge on the other User-Access lines of the 1/0 group 1 (PIOB)

The table below details the required configuration for this example.

Table 21-2. Configuration for Example Interrupt Generation

PIOA: I/O Line Security
Level

PIOA: Interrupt Mode

PIOA: Event Selection

PIOB: I/O Line Security
Level

PIOB: Interrupt Mode

Define the I/O lines 0 to 3 of the PIOA as Privileged-Access by writing 32’h0000_000F in
the PIO_P_SIO_PARQO (offset 0x1034)

Define the I/O lines 4 of the PIOA as User-Access by writing 32’h0000_0010 in the
PIO_P_SIO_UARO (offset 0x1030)

Enable interrupt sources for lines 0 to 3 of PIOA by writing 32’h0000_000F in
PIO_P_IERO (offset 0x1020)

Enable interrupt source for the line 4 of PIOA by writing 32’h0000_0010 in PIO_IERO
(offset 0x20)

Configure Rising Edge detection for Privileged-Access lines 0 and 2:
Write 32’h0000_0005 in PIO_P_MSKRO (offset 0x1000)
Write 32’h0100_0000 in PIO_P_CFGRO (offset 0x1004)

Configure Low Level detection for Privileged-Access line 1:
Write 32’h0000_0002 in PIO_P_MSKRO (offset 0x1000)
Write 32’h0300_0000 in PIO_P_CFGRO (offset 0x1004)

Configure High Level detection for Privileged-Access line 3:
Write 32’h0000_0008 in PIO_P_MSKRO (offset 0x1000)
Write 32'h0400_0000 in PIO_P_CFGRO (offset 0x1004)

Configure Low Level detection for User-Access line 4:
Write 32’h0000_0010 in PIO_MSKRO (offset 0x0)
Write 32’h0300_0000 in PIO_CFGRO (offset 0x4)

Define the I/O lines 0 to 2 of the PIOB as Privileged-Access by writing 32’h0000_0007 in
the PIO_P_SIO_PAR1 (offset 0x1074)

Define the other I/O lines of the PIOB as User-Access by writing 32’hFFFF_FFF8 in the
PIO_P_SIO_UAR1 (offset 0x1070)

Enable interrupt sources for lines 0 to 2 of PIOB by writing 32’h0000_0007 in
PIO_P_IER1 (offset 0x1060)

Enable interrupt sources for all other lines of PIOB by writing 32’hFFFF_FFF8 in
PIO_IER1 (offset 0x60)
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........... continued
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PIOB: Event Selection

Configure High Level detection for Privileged-Access line 0:
Write 32’h0000_0001 in PIO_P_MSKR1 (offset 0x1040)
Write 32’h0400_0000 in PIO_P_CFGR1 (offset 0x1044)

Configure Falling Edge detection for Privileged-Access line 1:
Write 32’h0000_0002 in PIO_P_MSKR1 (offset 0x1040)
Write 32'h0000_0000 in PIO_P_CFGR1 (offset 0x1044)

Configure Rising Edge detection for Privileged-Access line 2:
Write 32’h0000_0004 in PIO_P_MSKR1 (offset 0x1040)
Write 32’h0100_000 in PIO_P_CFGR1 (offset 0x1044)

Configure Low Level detection for User-Access lines:
Write 32’hFFFF_FFF8 in PIO_MSKR1 (offset 0x40)
Write 32’h0200_000 in PIO_CFGR1 (offset 0x44)

Figure 21-7. Input Change Interrupt Timings When No Additional Interrupt Modes

PIO Clock J
Pin Level

PIO_ISRx

|

[ [ T

Read PIO_ISRx

/ /

Bus Access Bus Access

Interrupt Management

The PIO Controller drives one interrupt line reserved for Privileged-Access mode I/O lines and a second interrupt
line reserved for User-Access mode /O lines per I/O group (refer to the Block Diagram). Separate lines ease
management of interrupt priorities related to Privileged-Access mode I/O lines.
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Figure 21-8. PIO Interrupt Management
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1/0 Lines Lock
When an I/O line is controlled by a peripheral (particularly the Pulse Width Modulation Controller PWM), it can
become locked by the action of this peripheral via an input of the PIO Controller. When an I/O line is locked, the
following fields in PIO_CFGRx/PIO_P_CFGRXx are locked and cannot be modified:

* FUNC: Peripheral selection cannot be changed when the corresponding I/O line is locked.

» PUEN: Pull-Up configuration cannot be changed when the corresponding I/O line is locked.

» PDEN: Pull-Down configuration cannot be changed when the corresponding I/O line is locked.

» OPD: Open Drain configuration cannot be changed when the corresponding /O line is locked.

Writing to one of these fields while the corresponding 1/O line is locked will have no effect.

The user can know at anytime which I/O line is locked by reading the PIO Lock Status Register (PIO_LOCKSR) or
PIO Privilege Lock Status Register (PIO_P_LOCKSR) for locked Privileged-Access mode I/O lines. Once an I/O line
is locked, the only way to unlock it is to apply a hardware reset to the PIO Controller.

Programmable Schmitt Trigger

It is possible to configure each input for the Schmitt trigger. The Schmitt trigger can be enabled by setting
PIO_CFGRx.SCHMITT if the corresponding line is configured in User-Access mode or PIO_P_CFGRXx for Privileged-
Access mode 1/O lines. By default, the Schmitt trigger is active.

Programmable Slew Rate

Each input can be configured for slew rate control. Slew rate control can be configured in the field SLEWRATE of
PIO_CFGRx if the corresponding line is configured in User-Access mode or PIO_P_CFGRXx for Privileged-Access
mode |/O lines. For details, refer to the section “Electrical Characteristics”.
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I/0 Line Configuration Freeze

21.5.15.1 Introduction

The 1/O line configuration freeze function can reinforce the protection against the effects of an abnormal access
resulting from a Single-event upset that may corrupt the value of one bit on the system bus during an access to the
PIO or any other peripheral. Freezing the configuration of an 1/O line prevents an unexpected access from modifying
the configuration of the I/O line. Once the freeze is done, the 1/O line configuration cannot be modified whatever
software sequence is performed on the PIO.

21.5.15.2 Software Freeze

Once the I/O line configuration is done, it can be frozen by using the PIO 1/0 Freeze Configuration Register
(P10_IOFRXx) of the corresponding group if the corresponding line is configured in User-Access mode or the PIO
Privilege 1/0 Freeze Configuration Register (PIO_P_IOFRXx) for Privileged-Access mode /O lines.

21.5.15.2.1 Physical Freeze

Setting PIO_IOFR.FPHY freezes the following fields (configured in PIO_CFGRXx) of the I/O lines if the corresponding
MSKXx bit is set in PIO_MSKRXx:

* FUNC: I/O Line Function

* DIR: Direction

+ PUEN: Pull-Up Enable

* PDEN: Pull-Down Enable

* OPD: Open-Drain

*  SCHMITT: Schmitt Trigger

+ SLEWRATE: Slew Rate

For Privileged-Access mode I/O lines, use PIO_P_IOFRx.FPHY and the PIO_P_MSKRXx to freeze the fields above.

When the physical freeze is currently active on an I/O line, the PCFS flag is set when reading the PIO_CFGRXx of the
I/O line if the corresponding line is configured in User-Access mode or the PIO_P_CFGRXx for the Privileged-Access
mode 1/O line .

Only a hardware reset can release fields listed above.

21.5.15.2.2 Interrupt Freeze

21.5.16

Setting PIO_IOFRXx.FINT freezes the following fields (configured in PIO_CFGRX) of the I/O lines if the corresponding
MSKX bit is set in PIO_MSKRXx:

* IFEN: Input Filter Enable
» IFSCEN: Input Filter Slow Clock Enable
» EVTSEL: Event Selection

For Privileged-Access mode I/O lines, use PIO_P_IOFRx.FINT and the PIO_P_MSKRXx to freeze the fields above.

When the “Interrupt Freeze” is currently active on an I/O line, the ICFS flag is set when reading the PIO_CFGRXx of
the I/0O line if the corresponding line is configured in User-Access mode or the PIO_P_CFGRX if the I/O line access is
configured in Privileged-Acces mode .

Only a hardware reset can release fields listed above.

Register Write Protection

To prevent any single software error from corrupting P1O behavior, certain registers in the address space can be
write-protected by setting WPEN and WPITEN in the PIO Write Protection Mode Register (PIO_WPMR) or the PIO
Privilege Write Protection Mode Register (PIO_P_WPMR).

If a write access to a User-Accesswrite-protected register is detected, the WPVS flag in the PIO Write Protection
Status Register (PIO_WPSR) is set and the field WPVSRC indicates the register in which the write access has been
attempted.

If a write access to a privileged-access write-protected register is detected, the WPVS flag in the PIO Privilege Write
Protection Status Register (PIO_P_WPSR) is set and the field WPVSRC indicates the register in which the write
access has been attempted.

The respective WPVS bit is automatically cleared after reading the PIO_WPSR or PIO_P_WPSR.
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The following registers are write-protected when WPEN is set in PIO_WPMR:

* PIO Mask Register
» PIO Configuration Register

The following registers are write-protected when WPEN is set in PIO_P_WPMR:

* PIO Privilege Mask Register
» PIO Privilege Configuration Register
» PIO Privilege Slow Clock Divider Debouncing Register

The following registers are write-protected when WPITEN is set in PIO_WPMR:

* PIO Interrupt Enable Register
* PIO Interrupt Disable Register

The following registers are write-protected when WPITEN is set in PIO_P_WPMR:

* PIO Privilege Interrupt Enable Register
» PIO Privilege Interrupt Disable Register

1/0 Lines Programming Example
The programming example shown in the table below is used to obtain the following configurations:

» PIOA Configuration:
— 4-bit output port on Privileged-Access mode /O lines 0 to 3, open-drain, with pull-up resistor

— Four output signals on User-Access mode I/O lines 4 to 7 (to drive LEDs for example), driven high and low,
no pull-up resistor, no pull-down resistor

— Privileged-Access model/O lines 16 to 19 assigned to peripheral A functions with pull-up resistor
— User-Access model/O lines 20 to 23 assigned to peripheral B functions with pull-down resistor
» PIOB Configuration:

— Four input signals on Privileged-Access mode 1/O lines 0 to 3 (to read push-button states for example), with
pull-up resistors, glitch filters and input change interrupts

— Four input signals on User-Access mode /O lines 12 to 15 to read an external device status (polled, thus
no input change interrupt), no pull-up resistor, no glitch filter

— Privileged-Access model/O lines 16 to 23 assigned to peripheral B functions with pull-down resistor

— User-Access model/O lines 24 to 27 assigned to peripheral D with Input Change Interrupt, no pull-up
resistor and no pull-down resistor

Table 21-3. Programming Example

Reaister Value to be
g Written

PIO_P_SIO_PARO

PIOA: Set I/O lines 0 to 3 and 16 to 19 in Privileged-Access mode 0x000FO000F
(offset 0x1034)

PIO_P_SIO_UARO

PIOA: Set I/O lines 4 to 7 and 20 to 23 in User-Access mode 0x00FO000FO0
(offset 0x1030)
PIO_P_MSKRO

fset 0x1000 0x0000000F
PIOA: 4-bit output port on Privileged-Access mode I/O lines 0 to 3, open- EiEER s )
drain, with pull-up resistor PIO_P_CFGRO

0x00004300
(offset 0x1004)
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........... continued

. , Value to be

PIOA: Four output signals on User-Access mode I/O lines 4 to 7 (to drive
LEDs for example), driven high and low, no pull-up resistor, no pull-down

resistor

PIOA: Privileged-Access mode 1/O lines 16 to 19 assigned to peripheral A

functions with pull-up resistor

PIOA: User-Access mode /O lines 20 to 23 assigned to peripheral B

functions with pull-down resistor

PIOB: Set I/0O lines 0 to 3 and 16 to 23 in Privileged-Access mode

PIOB: Set I/O lines 12 to 15 and 24 to 27 in User-Access mode

PIOB: Four input signals on Privileged-Access mode /O lines 0 to 3 (to
read push-button states for example), with pull-up resistors, glitch filters

and interrupts on rising edge

PIOB: Four input signals on User-Access mode /O line 12 to 15 to read

an external device status (polled, thus no input change interrupt), no pull-up

resistor, no glitch filter

PIOB: Privileged-Access mode /O lines 16 to 23 assigned to peripheral B

functions with pull-down resistor

PIOB: User-Access mode /O line 24 to 27 assigned to peripheral D with

Input Interrupt on both edges, no pull-up resistor and no pull-down resistor

PIO_MSKRO
(offset 0x0)

PIO_CFGRO
(offset 0x4)

PIO_P_MSKRO
(offset 0x1000)

PIO_P_CFGRO
(offset 0x1004)

PIO_MSKRO
(offset 0x0)

PIO_CFGRO
(offset 0x4)

0x000000F0

0x00000100

0x000F0000

0x00000201

0x00F00000

0x00000402

PIO_P_SIO_PAR1

(offset 0x1074)

0x00FFOOO0F

PIO_P_SIO_UAR1

(offset 0x1070)

PIO_P_MSKR1
(offset 0x1040)

PIO_P_CFGR1
(offset 0x1044)

PIO_MSKR1
(offset 0x40)

PIO_CFGR1
(offset 0x44)

PIO_P_MSKR1
(offset 0x1040)

PIO_P_CFGR1
(offset 0x1044)

PIO_MSKR1
(offset 0x40)

PIO_CFGR1
(offset 0x44)

0xOFO0F000

0x0000000F

0x01001200

0x0000F000

0x01001200

0x00FF0000

0x00000402

0x0F000000

0x02000004
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........... continued
. : Value to be
PIO_P_IER1
0x0000000F
(offset 0x1060)
PIOB: Enable interrupt
PIO_IER1
0x0F000000
(offset 0x60)
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0x00

0x04

0x08

0x0C

0x10

0x14

0x18
0x1C
Ox1F

0x20

0x24

0x28

0x2C
0x30
0x3B

0x3C

PIC32CXMTG
Parallel Input/Output Controller (P10)

Register Summary

e ER=|T v T e e e e A a e ]

PIO_MSKRO

PIO_CFGRO

PIO_PDSRO

PIO_LOCKSRO

PIO_SODRO

PIO_CODRO

PIO_ODSRO

Reserved

PIO_IERO

PIO_IDRO

PIO_IMRO

PIO_ISRO

Reserved

PIO_IOFRO

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24

23:16
15:8
7:0

MSK31

MSK23

MSK15
MSK7

SCHMITT

P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7

P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7

MSK30

MSK22

MSK14
MSK6
ICFS

OPD

P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6

P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6

MSK29

MSK21

MSK13
MSK5
PCFS

IFSCEN

P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5

P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5

MSK28

MSK20

MSK12
MSK4

IFEN

P28
P20
P12
P4
P28
P20
P12
P4
P28
P20
P12
P4
P28
P20
P12
P4
P28
P20
P12
P4

P28
P20
P12
P4
P28
P20
P12
P4
P28
P20
P12
P4
P28
P20
P12
P4

MSK27

MSK19
MSK11
MSK3

P27
P19
P11
P3
P27
P19
P11
P3
P27
P19
P11
P3
P27
P19
P11
P3
P27
P19
P11
P3

P27
P19
P11
P3
P27
P19
P11
P3
P27
P19
P11
P3
P27
P19
P11
P3

FRZKEY[23:16]
FRZKEY[15:8]
FRZKEY([7:0]

MSK26

MSK18

MSK10
MSK2

PDEN

P26
P18
P10
P2
P26
P18
P10
P2
P26
P18
P10
P2
P26
P18
P10
P2
P26
P18
P10
P2

P26
P18
P10
P2
P26
P18
P10
P2
P26
P18
P10
P2
P26
P18
P10
P2

MSK25

MSK17
MSK9
MSK1

EVTSEL[2:0]

MSK24

MSK16
MSK8
MSKO

SLEWRATE[1:0]

PUEN
FUNCI[2:0]
P25
P17
P9
P1
P25
P17
P9
P1
P25
P17
P9
P1
P25
P17
P9
P1
P25
P17
P9
P1

P25
P17
P9
P1
P25
P17
P9
P1
P25
P17
P9
P1
P25
P17
P9
P1

FINT

DIR

P24
P16
P8
PO
P24
P16
P8
PO
P24
P16
P8
PO
P24
P16
P8
PO
P24
P16
P8
PO

P24
P16
P8
PO
P24
P16
P8
PO
P24
P16
P8
PO
P24
P16
P8
PO

FPHY
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0x40

0x44

0x48

0x4C

0x50

0x54

0x58
0x5C
0x5F

0x60

0x64

0x68

0x6C
0x70
0x7B

0x7C

0x80

PIO_MSKR1

PIO_CFGR1

PIO_PDSR1

PIO_LOCKSR1

PIO_SODR1

PIO_CODR1

PIO_ODSR1

Reserved

PIO_IER1

PIO_IDR1

PIO_IMR1

PIO_ISR1

Reserved

PIO_IOFR1

PIO_MSKR2

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

MSK31

MSK23

MSK15
MSK7

SCHMITT

P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7

P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7

MSK31

MSK23

MSK15
MSK7

MSK30

MSK22

MSK14
MSK6
ICFS

OPD

P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6

P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6

MSK30

MSK22

MSK14
MSK6

MSK29

MSK21

MSK13
MSK5
PCFS

IFSCEN

P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5

P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5

MSK29

MSK21

MSK13
MSK5

MSK28

MSK20

MSK12
MSK4

IFEN

P28
P20
P12
P4
P28
P20
P12
P4
P28
P20
P12
P4
P28
P20
P12
P4
P28
P20
P12
P4

P28
P20
P12
P4
P28
P20
P12
P4
P28
P20
P12
P4
P28
P20
P12
P4

MSK27

MSK19
MSK11
MSK3

P27
P19
P11
P3
P27
P19
P11
P3
P27
P19
P11
P3
P27
P19
P11
P3
P27
P19
P11
P3

P27
P19
P11
P3
P27
P19
P11
P3
P27
P19
P11
P3
P27
P19
P11
P3

FRZKEY[23:16]

FRZKEY[15:8]
FRZKEY([7:0]
MSK28 MSK27
MSK20 MSK19
MSK12 MSK11
MSK4 MSK3

MSK26 MSK25 MSK24
MSK18 MSK17 MSK16
MSK10 MSK9 MSK8
MSK2 MSK1 MSKO
EVTSEL[2:0]
SLEWRATE[1:0]
PDEN PUEN DIR
FUNC[2:0]
P26 P25 P24
P18 P17 P16
P10 P9 P8
P2 P1 PO
P26 P25 P24
P18 P17 P16
P10 P9 P8
P2 P1 PO
P26 P25 P24
P18 P17 P16
P10 P9 P8
P2 P1 PO
P26 P25 P24
P18 P17 P16
P10 P9 P8
P2 P1 PO
P26 P25 P24
P18 P17 P16
P10 P9 P8
P2 P1 PO
P26 P25 P24
P18 P17 P16
P10 P9 P8
P2 P1 PO
P26 P25 P24
P18 P17 P16
P10 P9 P8
P2 P1 PO
P26 P25 P24
P18 P17 P16
P10 P9 P8
P2 P1 PO
P26 P25 P24
P18 P17 P16
P10 P9 P8
P2 P1 PO
FINT FPHY
MSK26 MSK25 MSK24
MSK18 MSK17 MSK16
MSK10 MSK9 MSK8
MSK2 MSK1 MSKO
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31:24 ICFS PCFS EVTSEL[2:0]
23:16 SLEWRATE[1:0]
0x84 PIO_CFGR2
- 15:8 SCHMITT OPD IFSCEN IFEN PDEN PUEN DIR
7:0 FUNCI2:0]
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:16 P23 P22 P21 P20 P19 P18 P17 P16
0x88 PIO_PDSR2
- 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:16 P23 P22 P21 P20 P19 P18 P17 P16
0x8C PIO_LOCKSR2
- 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:16 P23 P22 P21 P20 P19 P18 P17 P16
0x90 PIO_SODR2
- 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:16 P23 P22 P21 P20 P19 P18 P17 P16
0x94 PIO_CODR2
- 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:16 P23 P22 P21 P20 P19 P18 P17 P16
0x98 PIO_ODSR2
- 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
0x9C
Reserved
0x9F
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:16 P23 P22 P21 P20 P19 P18 P17 P16
0xA0 PIO_IER2
- 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:16 P23 P22 P21 P20 P19 P18 P17 P16
0xA4 PIO_IDR2
- 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:16 P23 P22 P21 P20 P19 P18 P17 P16
0xA8 PIO_IMR2
- 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:16 P23 P22 P21 P20 P19 P18 P17 P16
0xAC PIO_ISR2
- 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
0xB0O
Reserved
0xBB
31:24 FRZKEY[23:16]
23:1 FRZKEY[15:
0xBC PIO_IOFR2 3:16 [15:8]
- 15:8 FRZKEY[7:0]
7:0 FINT FPHY
0xCO0
Reserved
0x05DF
31:24 WPKEY[23:16]
23:1 WPKEY[15:
0x05E0 PIO_WPMR 3:16 [15:8]
- 15:8 WPKEY[7:0]
7:0 WPITEN WPEN
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31:24
23:16 WPVSRCI[15:8]
0x05E4 PIO_WPSR
- 15:8 WPVSRCI7:0]
7:0 WPVS
0x05E8
Reserved
OxOFFF
31:24 MSK31 MSK30 MSK29 MSK28 MSK27 MSK26 MSK25 MSK24
23:16 MSK23 MSK22 MSK21 MSK20 MSK19 MSK18 MSK17 MSK16
0x1000 PIO_P_MSKRO
- 15:8 MSK15 MSK14 MSK13 MSK12 MSK11 MSK10 MSK9 MSK8
7:0 MSK7 MSK6 MSK5 MSK4 MSK3 MSK2 MSKA1 MSKO
31:24 ICFS PCFS EVTSEL[2:0]
23:16 SLEWRATE[1:0]
0x1004 PIO_P_CFGRO
- 15:8 SCHMITT OPD IFSCEN IFEN PDEN PUEN DIR
7:0 FUNCI2:0]
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:16 P23 P22 P21 P20 P19 P18 P17 P16
0x1008 PIO_P_PDSRO
- - 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:16 P23 P22 P21 P20 P19 P18 P17 P16
0x100C | PIO_P_LOCKSRO
- - 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:16 P23 P22 P21 P20 P19 P18 P17 P16
0x1010 PIO_P_SODRO
- 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:16 P23 P22 P21 P20 P19 P18 P17 P16
0x1014 PIO_P_CODRO
- - 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:16 P23 P22 P21 P20 P19 P18 P17 P16
0x1018 PIO_P_ODSRO
- 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
0x101C
Reserved
0x101F
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:1 P2 P22 P21 P2 P1
0x1020 PIO_P_IERO 3:16 3 0 9 P18 P17 P16
- 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:1 P2 P22 P21 P2 P1 P1
0x1024 PIO_P_IDRO 3:16 3 0 9 8 P17 P16
- 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:1 P2 P22 P21 P2 P1 P1 P17 P1
0x1028 PIO_P_IMRO 3:16 3 0 9 8 6
- - 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:1 P2 P22 P21 P2 P1
0x102C PIO_P_ISRO 3:16 3 0 9 P18 P17 P16
- 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:1 P2 P22 P21 P2 P1 P1
0x1030 | PIO_P_SIO_UARO 3:16 3 0 9 8 P17 P16
- - 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
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........... continued

I

0x1034

0x1038

0x103C

0x1040

0x1044

0x1048

0x104C

0x1050

0x1054

0x1058

0x105C

0x105F

0x1060

0x1064

0x1068

0x106C

PIO_P_SIO_PARO

PIO_P_IOSSRO

PIO_P_IOFRO

PIO_P_MSKR1

PIO_P_CFGR1

PIO_P_PDSR1

PIO_P_LOCKSR1

PIO_P_SODR1

PIO_P_CODRH1

PIO_P_ODSR1

Reserved

PIO_P_IERT

PIO_P_IDR1

PIO_P_IMR1

PIO_P_ISR1

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

I IO N N N B TN O
P31 P30 P29 P28 P27 P26 P25 P24

P23
P15
P7
P31
P23
P15
P7

MSK31

MSK23

MSK15
MSK7

SCHMITT

P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7

P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7

P22
P14
P6
P30
P22
P14
P6

MSK30

MSK22

MSK14
MSK6
ICFS

OPD

P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6

P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6

P21
P13
P5
P29
P21
P13
P5

MSK29

MSK21

MSK13
MSK5
PCFS

IFSCEN

P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5

P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5

P20 P19
P12 P11
P4 P3
P28 P27
P20 P19
P12 P11
P4 P3
FRZKEY[23:16]
FRZKEY[15:8]
FRZKEY[7:0]
MSK28 MSK27
MSK20 MSK19
MSK12 MSK11
MSK4 MSK3
IFEN
P28 P27
P20 P19
P12 P11
P4 P3
P28 P27
P20 P19
P12 P11
P4 P3
P28 P27
P20 P19
P12 P11
P4 P3
P28 P27
P20 P19
P12 P11
P4 P3
P28 P27
P20 P19
P12 P11
P4 P3
P28 P27
P20 P19
P12 P11
P4 P3
P28 P27
P20 P19
P12 P11
P4 P3
P28 P27
P20 P19
P12 P11
P4 P3
P28 P27
P20 P19
P12 P11
P4 P3

P18
P10
P2
P26
P18
P10
P2

MSK26

MSK18

MSK10
MSK2

PDEN

P26
P18
P10
P2
P26
P18
P10
P2
P26
P18
P10
P2
P26
P18
P10
P2
P26
P18
P10
P2

P26
P18
P10
P2
P26
P18
P10
P2
P26
P18
P10
P2
P26
P18
P10
P2

P17 P16
P9 P8
P1 PO
P25 P24
P17 P16
P9 P8
P1 PO

FINT FPHY
MSK25 MSK24
MSK17 MSK16
MSK9 MSK8
MSK1 MSKO

EVTSEL[2:0]
SLEWRATE[1:0]

PUEN DIR
FUNC[2:0]
P25 P24
P17 P16
P9 P8
P1 PO
P25 P24
P17 P16
P9 P8
P1 PO
P25 P24
P17 P16
P9 P8
P1 PO
P25 P24
P17 P16
P9 P8
P1 PO
P25 P24
P17 P16
P9 P8
P1 PO
P25 P24
P17 P16
P9 P8
P1 PO
P25 P24
P17 P16
P9 P8
P1 PO
P25 P24
P17 P16
P9 P8
P1 PO
P25 P24
P17 P16
P9 P8
P1 PO
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........... continued

I

0x1070

0x1074

0x1078

0x107C

0x1080

0x1084

0x1088

0x108C

0x1090

0x1094

0x1098

0x109C
0x109F
0x10A0

0x10A4

0x10A8

PIO_P_SIO_UAR1

PIO_P_SIO_PAR1

PIO_P_IOSSR1

PIO_P_IOFR1

PIO_P_MSKR2

PIO_P_CFGR2

PIO_P_PDSR2

PIO_P_LOCKSR2

PIO_P_SODR2

PIO_P_CODR2

PIO_P_ODSR2

Reserved

PIO_P_IER2

PIO_P_IDR2

PIO_P_IMR2

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

I IO N N N B TN O
P31 P30 P29 P28 P27 P26 P25 P24

P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7

MSK31

MSK23

MSK15
MSK7

SCHMITT

P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7

P31
P23
P15
P7
P31
P23
P15
P7
P31
P23
P15
P7

P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6

MSK30

MSK22

MSK14
MSK6
ICFS

OPD

P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6

P30
P22
P14
P6
P30
P22
P14
P6
P30
P22
P14
P6

P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5

MSK29

MSK21

MSK13
MSK5
PCFS

IFSCEN

P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5

P29
P21
P13
P5
P29
P21
P13
P5
P29
P21
P13
P5

P20 P19
P12 P11
P4 P3
P28 P27
P20 P19
P12 P11
P4 P3
P28 P27
P20 P19
P12 P11
P4 P3
FRZKEY[23:16]
FRZKEY[15:8]
FRZKEY[7:0]
MSK28 MSK27
MSK20 MSK19
MSK12 MSK11
MSK4 MSK3
IFEN
P28 P27
P20 P19
P12 P11
P4 P3
P28 P27
P20 P19
P12 P11
P4 P3
P28 P27
P20 P19
P12 P11
P4 P3
P28 P27
P20 P19
P12 P11
P4 P3
P28 P27
P20 P19
P12 P11
P4 P3
P28 P27
P20 P19
P12 P11
P4 P3
P28 P27
P20 P19
P12 P11
P4 P3
P28 P27
P20 P19
P12 P11
P4 P3

P18
P10
P2
P26
P18
P10
P2
P26
P18
P10
P2

MSK26

MSK18

MSK10
MSK2

PDEN

P26
P18
P10
P2
P26
P18
P10
P2
P26
P18
P10
P2
P26
P18
P10
P2
P26
P18
P10
P2

P26
P18
P10
P2
P26
P18
P10
P2
P26
P18
P10
P2

P17 P16
P9 P8
P1 PO
P25 P24
P17 P16
P9 P8
P1 PO
P25 P24
P17 P16
P9 P8
P1 PO

FINT FPHY
MSK25 MSK24
MSK17 MSK16
MSK9 MSK8
MSK1 MSKO

EVTSEL[2:0]
SLEWRATE[1:0]

PUEN DIR
FUNC[2:0]
P25 P24
P17 P16
P9 P8
P1 PO
P25 P24
P17 P16
P9 P8
P1 PO
P25 P24
P17 P16
P9 P8
P1 PO
P25 P24
P17 P16
P9 P8
P1 PO
P25 P24
P17 P16
P9 P8
P1 PO
P25 P24
P17 P16
P9 P8
P1 PO
P25 P24
P17 P16
P9 P8
P1 PO
P25 P24
P17 P16
P9 P8
P1 PO
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........... continued
(o] mw Juee v [ e o o e [ 2 [ o [ & |
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:16 P23 P22 P21 P20 P19 P18 P17 P16
0x10AC PIO_P_ISR2
- 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:16 P23 P22 P21 P20 P19 P18 P17 P16
0x10B0 | PIO_P_SIO_UAR2
-0 - 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:16 P23 P22 P21 P20 P19 P18 P17 P16
0x10B4 | PIO_P_SIO_PAR2
- - 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 P31 P30 P29 P28 P27 P26 P25 P24
23:16 P23 P22 P21 P20 P19 P18 P17 P16
0x10B8 PIO_P_IOSSR2
- - 15:8 P15 P14 P13 P12 P11 P10 P9 P8
7:0 P7 P6 P5 P4 P3 P2 P1 PO
31:24 FRZKEY[23:16]
23:16 FRZKEY[15:8]
0x10BC PIO_P_IOFR2
- - 15:8 FRZKEY[7:0]
7:0 FINT FPHY
0x10C0O
Reserved
0x14FF
31:24
23:16
0x1500 PIO_P_SCDR
- 15:8 DIV[13:8]
7:0 DIV[7:0]
0x1504
Reserved
0x15DF
31:24 WPKEY[23:16]
23:1 WPKEY[15:
0x15E0 PIO_P_WPMR 3:16 [15:8]
- - 15:8 WPKEY[7:0]
7:0 WPITEN WPEN
31:24
23:1 WPVSR :
0x15E4 PIO_P_WPSR 3:16 SRC[15:8]
- - 15:8 WPVSRCI7:0]
7:0 WPVS
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21.71 PIO Mask Register

Name: P10_MSKRXx
Offset: 0x00 + x*0x40 [x=0..2]
Reset: 0x00000000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the PIO Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
| MSK31 | MSK30 | MSK29 | MSK28 | MSK27 | MSK26 [ MSK25 [ MSK24
Access R/W RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
MSK23 MSK22 MSK21 MSK20 MSK19 MSK18 MSK17 MSK16
Access R/W RIW R/W RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1 10 9 8
MSK15 MSK14 MSK13 MSK12 MSK11 MSK10 MSK9 MSK8
Access RIW RIW R/W RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
MSK7 MSK6 MSK5 MSK4 MSK3 MSK2 MSK1 MSKO
Access R/W RIW R/W RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0

Bits 0,1, 2, 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — MSKy PIO
Line y Mask

These bits define the 1/O lines to be configured when writing the PIO Configuration Register.

0 (DISABLED): Writing the PIO_CFGRx, PIO_ODSRXx or PIO_IOFRx does not affect the corresponding I/O line

configuration.

1 (ENABLED): Writing the PIO_CFGRX, PIO_ODSRx or PIO_IOFRx updates the corresponding I/O line

configuration.
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Access
Reset

Access
Reset

Access
Reset

Access
Reset

PIC32CXMTG
Parallel Input/Output Controller (P10)

PIO Configuration Register

Name: PIO_CFGRx
Offset: 0x04 + x*0x40 [x=0..2]
Reset: 0x00000000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the PIO Write Protection Mode Register.
Writing this register will only affect I/O lines enabled in the PIO_MSKRXx.

31 30 29 28 27 26 25 24
| | 1ckrs |  PCFs | | | EVTSEL[2:0]
R R RIW R/W R/W
0 0 0 0 0
23 22 21 20 19 18 17 16
SLEWRATE[1:0] |
R/W R/W
0 0
15 14 13 12 11 10 9 8
SCHMITT OPD IFSCEN IFEN PDEN PUEN DIR
RIW RIW R/W RIW RIW R/W R/W
0 0 0 0 0 0 0
7 6 5 4 3 2 1 0
FUNC[2:0]
R/W R/W R/W
0 0 0

Bit 30 — ICFS Interrupt Configuration Freeze Status (read-only)

Gives information about the freeze state of the following fields of the read 1/O line configuration:

* IFEN: Input Filter Enable

* IFSCEN: Input Filter Slow Clock Enable

* EVTSEL: Event Selection

0 (NOT_FROZEN): The fields are not frozen and can be written for this 1/O line.

1 (FROZEN): The fields are frozen and cannot be written for this I/O line. Only a hardware reset can release these
fields.

Bit 29 — PCFS Physical Configuration Freeze Status (read-only)

Gives information about the freeze state of the following fields of the read 1/O line configuration:
* FUNC: I/O Line Function

* DIR: Direction

* PUEN: Pull-Up Enable

* PDEN: Pull-Down Enable

» OPD: Open-Drain

* SCHMITT: Schmitt Trigger

* SLEWRATE: Slew Rate

0 (NOT_FROZEN): The fields are not frozen and can be written for this 1/O line.

1 (FROZEN): The fields are frozen and cannot be written for this 1/O line. Only a hardware reset can release these
fields.

Bits 26:24 — EVTSEL[2:0] Event Selection

Defines the type of event to detect on the I/O lines of the 1/0 group x according to the PIO Mask Register.

Value Name Description
0 FALLING Event detection on input falling edge
1 RISING Event detection on input rising edge
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Value Name Description

2 BOTH Event detection on input both edge
3 LOW Event detection on low level input
4 HIGH Event detection on high level input
5 - Reserved

6 - Reserved

7 - Reserved

Bits 17:16 — SLEWRATE[1:0] Slew Rate
Defines the slew rate of the I/O lines of the 1/O group x according to the PIO Mask Register.

Value Name Description

0 FAST Fast slew rate

1 MEDIUMFAST Medium-fast slew rate
2 MEDIUM Medium slew rate

3 SLOW High slew rate

Bit 15 — SCHMITT Schmitt Trigger
Defines the Schmitt trigger configuration of the 1/O lines of the 1/0 group x according to the PIO Mask Register.
0 (ENABLED): Schmitt trigger is enabled for the selected /O lines.
1 (DISABLED): Schmitt trigger is disabled for the selected 1/O lines.

Bit 14 — OPD Open Drain
Defines the open drain configuration of the 1/O lines of the 1/0O group x according to the PIO Mask Register.
0 (DISABLED): The open-drain is disabled for the selected 1/O lines. I/O lines are driven at high- and low-level.
1 (ENABLED): The open-drain is enabled for the selected I/O lines. I/O lines are driven at low-level only.

Bit 13 — IFSCEN Input Filter Slow Clock Enable
Defines the clock source of the glitch filtering for the 1/O lines of the I/O group x according to the PIO Mask Register.
0 (DISABLED): The glitch filter is able to filter glitches with a duration less than 1 peripheral clock cycle for the
selected I/0 lines.
1 (ENABLED): The debouncing filter is able to filter pulses with a duration less than 1 divided slow clock cycle for the
selected I/0 lines.

Bit 12 — IFEN Input Filter Enable
Defines if the glitch filtering is used for the I/O lines of the 1/O group x according to the PIO Mask Register.
0 (DISABLED): The input filter is disabled for the selected I/O lines.
1 (ENABLED): The input filter is enabled for the selected 1/O lines.

Bit 10 — PDEN Pull-Down Enable
Defines the pull-down configuration of the 1/O lines of the I/O group x according to the PIO Mask Register.
PDEN can be written to 1 only if PUEN is written to 0.
0 (DISABLED): Pull-down is disabled for the selected 1/O lines.
1 (ENABLED): Pull-down is enabled for the selected I/O lines only if PUEN is 0.

Bit 9 — PUEN Pull-Up Enable
Defines the pull-up configuration of the 1/O lines of the 1/0 group x according to the PIO Mask Register.
0 (DISABLED): Pull-up is disabled for the selected I/O lines.
1 (ENABLED): Pull-up is enabled for the selected I/O lines.

Bit 8 — DIR Direction
Defines the direction of the 1/O lines of the 1/0 group x according to the PIO Mask Register.
0 (INPUT): The selected I/O lines are pure inputs.
1 (OUTPUT): The selected /O lines are enabled in output.

Bits 2:0 — FUNC[2:0] 1/O Line Function
Defines the function for 1/O lines of the I/O group x according to the PIO Mask Register.
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Value Name Description
0 GPIO Selects the PIO mode for the selected I/O lines.
1 PERIPH_A Selects peripheral A for the selected I/O lines.
2 PERIPH_B Selects peripheral B for the selected I/O lines.
3 PERIPH_C Selects peripheral C for the selected 1/O lines.
4 PERIPH_D Selects peripheral D for the selected 1/O lines.
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21.7.3 PIO Pin Data Status Register

Name: PIO_PDSRx
Offset: 0x08 + x*0x40 [x=0..2]
Reset: -

Property: Read-only

Reset value of PIO_PDSR depends on the level of the 1/O lines. Reading the I/O line levels requires the clock of the
PIO Controller to be enabled, otherwise PIO_PDSR reads the levels present on the I/O line at the time the clock was

disabled.
Bit 31 30 29 28 27 26 25 24
| P31 | P30 P29 P28 P27 P26 P25 P24
Access R R R R R R R R
Reset - - - - - - - -
Bit 23 22 21 20 19 18 17 16
P23 P22 P21 P20 P19 P18 P17 P16
Access R R R R R R R R
Reset - - - - - - - -
Bit 15 14 13 12 11 10 9 8
P15 P14 P13 P12 P11 P10 P9 P8
Access R R R R R R R R
Reset - - - - - - - -
Bit 7 6 5 4 3 2 1 0
P7 P6 P5 P4 P3 P2 P1 PO
Access R R R R R R R R
Reset - - - - - - - -

Bits 0,1, 2, 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Input

Data Status
Value Description

0 The 1/O line of the I/O group x is at level 0.
1 The 1/O line of the I/O group x is at level 1.
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21.7.4 PIO Lock Status Register

Name: PIO_LOCKSRx
Offset: 0x0C + x*0x40 [x=0..2]
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
P31 P30 P29 P28 P27 P26 P25 P24
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
P23 P22 P21 P20 P19 P18 P17 P16
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
P15 P14 P13 P12 P11 P10 P9 P8
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
P7 P6 P5 P4 P3 P2 P1 PO
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 0,1, 2, 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Lock

Status
Value Description
0 The I/O line of the I/O group x is not locked.
1 The I/O line of the I/O group x is locked.
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21.7.5 PIO Set Output Data Register

Name: P1O_SODRXx
Offset: 0x10 + x*0x40 [x=0..2]
Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24

P31 P30 P29 P28 P27 P26 P25 P24
Access W w w w w W W w
Reset - — - - - - - -
Bit 23 22 21 20 19 18 17 16

P23 P22 P21 P20 P19 P18 P17 P16

Access W w W w w W W w
Reset — — — — — — - —
Bit 15 14 13 12 " 10 9 8

P15 P14 P13 P12 P11 P10 P9 P8

Access W w w w w w W w
Reset - — - - - - - -
Bit 7 6 5 4 3 2 1 0

P7 P6 P5 P4 P3 P2 P1 PO

Access W w W w w w W w
Reset — — — — — — - —

Bits 0,1, 2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Set

Output Data
Value Description

0 No effect.
1 Sets the data to be driven on the /O line of I/O group x.
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21.7.6 PIO Clear Output Data Register

Name: P1IO_CODRXx
Offset: 0x14 + x*0x40 [x=0..2]
Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24

P31 P30 P29 P28 P27 P26 P25 P24
Access W w w w w W W w
Reset - — - - - - - -
Bit 23 22 21 20 19 18 17 16

P23 P22 P21 P20 P19 P18 P17 P16

Access W w W w w W W w
Reset — — — — — — - —
Bit 15 14 13 12 " 10 9 8

P15 P14 P13 P12 P11 P10 P9 P8

Access W w w w w w W w
Reset - — - - - - - -
Bit 7 6 5 4 3 2 1 0

P7 P6 P5 P4 P3 P2 P1 PO

Access W w W w w w W w
Reset — — — — — — - —

Bits 0,1, 2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Clear

Output Data
Value Description

0 No effect.
1 Clears the data to be driven on the 1/O line of the I/O group x.
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21.7.7 PIO Output Data Status Register

Name: P1O_ODSRXx
Offset: 0x18 + x*0x40 [x=0..2]
Reset: 0x00000000

Property: Read/Write

Writing this register will only affect 1/O lines enabled in the PIO_MSKRXx.

Bit 31 30 29 28 27 26 25 24

| P31 | P30 | P29 | P28 | P27 | P26 P25 P24

Access R/W RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16

P23 P22 P21 P20 P19 P18 P17 P16

Access R/W RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8

P15 P14 P13 P12 P11 P10 P9 P8

Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0

P7 P6 P5 P4 P3 P2 P1 PO

Access R/W RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0

Bits 0,1, 2, 3,4,5,6,7,8,9, 10, 11,12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Output
Data Status

Value Description

0 The data to be driven on the I/O line of the I/O group x is 0.
1 The data to be driven on the I/O line of the I/O group x is 1.
© 2022 Microchip Technology Inc. Complete Data Sheet DS60001780B-page 284

and its subsidiaries



PIC32CXMTG
Parallel Input/Output Controller (P10)

21.7.8 PIO Interrupt Enable Register

Name: PIO_IERX
Offset: 0x20 + x*0x40 [x=0..2]
Reset: -

Property: Write-only

This register can only be written if the WPITEN bit is cleared in the PIO Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24

| P31 | P30 | P29 | P28 | P27 | P26 | P25 | P24
Access W W w W w W W w
Reset - — — — - — - -
Bit 23 22 21 20 19 18 17 16

P23 P22 P21 P20 P19 P18 P17 P16

Access W W w W W w W W
Reset - - - - - - - -
Bit 15 14 13 12 1 10 9 8

P15 P14 P13 P12 P11 P10 P9 P8

Access W W w W w w W w
Reset - — - — - — - -
Bit 7 6 5 4 3 2 1 0

P7 P6 P5 P4 P3 P2 P1 PO

Access W W w W W w W W
Reset - - - - - - - -

Bits 0,1, 2, 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Input

Change Interrupt Enable
Value Description

0 No effect.
1 Enables the Input Change interrupt on the I/O line of the I/O group x.
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21.7.9 PIO Interrupt Disable Register

Name: PIO_IDRx
Offset: 0x24 + x*0x40 [x=0..2]
Reset: -

Property: Write-only

This register can only be written if the WPITEN bit is cleared in the PIO Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24

| P31 | P30 | P29 | P28 | P27 | P26 | P25 | P24
Access W W w W w w W w
Reset - — — — - — - -
Bit 23 22 21 20 19 18 17 16

P23 P22 P21 P20 P19 P18 P17 P16

Access W W w W W w W W
Reset - - - - - - - -
Bit 15 14 13 12 1 10 9 8

P15 P14 P13 P12 P11 P10 P9 P8

Access W W w W w w W w
Reset - — - — - — - -
Bit 7 6 5 4 3 2 1 0

P7 P6 P5 P4 P3 P2 P1 PO

Access W W w W W w W W
Reset - - - - - - - -

Bits 0,1, 2, 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Input

Change Interrupt Disable
Value Description

0 No effect.
1 Disables the Input Change interrupt on the 1/O line of the I/O group x.
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21.7.10 PIO Interrupt Mask Register

Name: PIO_IMRXx
Offset: 0x28 + x*0x40 [x=0..2]
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
P31 P30 P29 P28 P27 P26 P25 P24
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
P23 P22 P21 P20 P19 P18 P17 P16
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
P15 P14 P13 P12 P11 P10 P9 P8
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
P7 P6 P5 P4 P3 P2 P1 PO
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 0,1, 2, 3,4, 5,6, 7, 8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Input
Change Interrupt Mask

Value Description

0 Input Change interrupt is disabled on the I/O line of the I/O group x.
1 Input Change interrupt is enabled on the 1/O line of the I/O group x.
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21.7.11 PIO Interrupt Status Register

Name: PIO_ISRx
Offset: 0x2C + x*0x40 [x=0..2]
Reset: 0x00000000

Property: Read-only

PIO_ISR is reset at 0x00000000. However, the first read of the register may read a different value as input changes
may have occurred.

Bit 31 30 29 28 27 26 25 24
| P31 | P30 P29 P28 P27 P26 P25 P24
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
P23 P22 P21 P20 P19 P18 P17 P16
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
P15 P14 P13 P12 P11 P10 P9 P8
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
P7 P6 P5 P4 P3 P2 P1 PO
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 0,1, 2, 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Input
Change Interrupt Status

Value Description

0 No Input Change has been detected on the I/O line of the 1/O group x since PIO_ISRx was last read or
since reset.

1 At least one Input Change has been detected on the I/O line of the I/O group since PIO_ISRx was last

read or since reset.
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21.7.12 PIO /O Freeze Configuration Register

Name: P1O_IOFRx
Offset: 0x3C + x*0x40 [x=0..2]
Reset: -

Property: Write-only

Writing this register will only affect 1/0O lines enabled in the PIO_MSKRXx.

Bit 31 30 29 28 27 26 25 24
| FRZKEY[23:16]
Access W w w W w w W w
Reset - - - — - — - -
Bit 23 22 21 20 19 18 17 16
FRZKEY[15:8]
Access W w w W W w W W
Reset - - - - - - - -
Bit 15 14 13 12 1 10 9 8
FRZKEY[7:0]
Access W w w W w w W w
Reset - — - — - — - -
Bit 7 6 5 4 3 2 1 0
FINT FPHY
Access W W
Reset - -

Bits 31:8 — FRZKEY[23:0] Freeze Key
Value Name Description
0x494F46  PASSWD | Writing any other value in this field aborts the write operation of the WPEN bit.

Bit 1 — FINT Freeze Interrupt Configuration
Only a hardware reset can reset the FINT bit.

Value Description
0 No effect.
1 Freezes the following configuration fields if FRZKEY corresponds to 0x494F46 (“IOF” in ASCII):

* |FEN: Input Filter Enable
» |IFSCEN: Input Filter Slow Clock Enable
+ EVTSEL: Event Selection

Bit 0 — FPHY Freeze Physical Configuration
Only a hardware reset can reset the FPHY bit.

Value Description

0 No effect.
1 Freezes the following configuration fields if FRZKEY corresponds to 0x494F46 (“IOF” in ASCII):
* FUNC: I/O Line Function
» DIR: Direction
» PUEN: Pull-Up Enable
» PDEN: Pull-Down Enable
» OPD: Open-Drain
* SCHMITT: Schmitt Trigger
» SLEWRATE: Slew Rate
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21.7.13 PIO Write Protection Mode Register

Name: PIO_WPMR
Offset: 0x5EQ0
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
WPKEY[23:16]
Access W w w w w W W w
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
WPKEY[15:8]
Access W w W w w W W w
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
WPKEY[7:0]
Access W w w w w w W w
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WPITEN WPEN
Access R/W R/W
Reset 0 0

Bits 31:8 - WPKEY[23:0] Write Protection Key

Value Name Description

0x50494F PASSWD  Writing any other value in this field aborts the write operation of the WPEN bit. Always reads
as 0.

Bit 1 — WPITEN Write Protection Interrupt Enable
See Register Write Protection for the list of registers that can be protected.
Value Description

0 Disables the write protection on interrupt registers if WPKEY corresponds to 0x50494F (“P1O” in
ASCII).
1 Enables the write protection on interrupt registers if WPKEY corresponds to 0x50494F (“PIO” in ASCII).

Bit 0 - WPEN Write Protection Enable
See Register Write Protection for the list of registers that can be protected.

Value Description
0 Disables the write protection if WPKEY corresponds to 0x50494F (“PIO” in ASCII).
1 Enables the write protection if WPKEY corresponds to 0x50494F (“P1O” in ASCII).
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21.7.14 PIO Write Protection Status Register

Name: PIO_WPSR
Offset: 0x5E4
Reset: 0x00000000
Property: Read-only
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
WPVSRC[15:8]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
WPVSRCI[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WPVS
Access R
Reset 0

Bits 23:8 - WPVSRC[15:0] Write Protection Violation Source
When WPVS = 1, WPVSRC indicates the register address offset at which a write access has been attempted.

Bit 0 —- WPVS Write Protection Violation Status

Value Description
0 No write protection violation has occurred since the last read of the PIO_WPSR.
1 A write protection violation has occurred since the last read of the PIO_WPSR. If this violation is
an unauthorized attempt to write a protected register, the associated violation is reported into field
WPVSRC.
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21.7.15 PIO Privilege Mask Register

Name: PIO_P_MSKRx
Offset: 0x1000 + x*0x40 [x=0..2]
Reset: 0x00000000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the PIO Privilege Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
| MSKk31 | MSK30 | MSK29 | MSK28 | MSK27 | MSK26 [ MSK25 [ MSK24
Access RIW RIW R/W RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
MSK23 MSK22 MSK21 MSK20 MSK19 MSK18 MSK17 MSK16
Access R/W RIW R/W RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1 10 9 8
MSK15 MSK14 MSK13 MSK12 MSK11 MSK10 MSK9 MSK8
Access RIW RIW R/W RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
MSK7 MSK6 MSK5 MSK4 MSK3 MSK2 MSK1 MSKO
Access R/W RIW R/W RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0

Bits 0,1, 2,3,4,5,6,7,8,9, 10,11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 - MSKy PIO
Line y Mask
Define the I/O lines to be configured when writing the P1O Privilege Configuration Register.
0 (DISABLED): Writing the PIO_P_CFGRx, PIO_P_ODSRx or PIO_P_IOFRx does not affect the corresponding 1/0
line configuration.
1 (ENABLED): Writing the PIO_P_CFGRx, PIO_P_ODSRx or PIO_P_IOFRx updates the corresponding /O line
configuration.
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21.7.16 PIO Privilege Configuration Register

Name: PIO_P_CFGRx
Offset: 0x1004 + x*0x40 [x=0..2]
Reset: 0x00000000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the PIO Privilege Write Protection Mode Register.
Writing this register will only affect I/O lines enabled in the PIO Privilege Mask Register.

Bit 31 30 29 28 27 26 25 24
| | 1ckrs |  PCFs | | | EVTSEL[2:0]
Access R R R/W R/W R/W
Reset 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
SLEWRATE[1:0] |
Access R/W R/W
Reset 0 0
Bit 15 14 13 12 11 10 9 8
SCHMITT OPD IFSCEN IFEN PDEN PUEN DIR
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
FUNCI[2:0]
Access R/W R/W R/W
Reset 0 0 0

Bit 30 — ICFS Interrupt Configuration Freeze Status
Gives information about the freeze state of the following fields of the read 1/O line configuration:
* IFEN: Input Filter Enable
* IFSCEN: Input Filter Slow Clock Enable
* EVTSEL: Event Selection
0 (NOT_FROZEN): The fields are not frozen and can be written for this 1/O line.
1 (FROZEN): The fields are frozen and cannot be written for this I/O line. Only a hardware reset can release these
fields.

Bit 29 — PCFS Physical Configuration Freeze Status
Gives information about the freeze state of the following fields of the read 1/O line configuration:
* FUNC: I/O Line Function
* DIR: Direction
* PUEN: Pull-Up Enable
* PDEN: Pull-Down Enable
» OPD: Open-Drain
* SCHMITT: Schmitt Trigger
* SLEWRATE: Slew Rate
0 (NOT_FROZEN): The fields are not frozen and can be written for this 1/O line.
1 (FROZEN): The fields are frozen and cannot be written for this 1/O line. Only a hardware reset can release these
fields.

Bits 26:24 — EVTSEL[2:0] Event Selection
Defines the type of event to detect on the I/O lines of the 1/0 group x according to the PIO Privilege Mask Register.

Value Name Description
0 FALLING Event detection on input falling edge
1 RISING Event detection on input rising edge
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Value Name Description

2 BOTH Event detection on input both edge
3 LOW Event detection on low level input
4 HIGH Event detection on high level input
5 - Reserved

6 - Reserved

7 - Reserved

Bits 17:16 — SLEWRATE[1:0] Slew Rate
Defines the slew rate of the I/O lines of the 1/0 group x according to the PI1O Privilege Mask Register.

Value Name Description

0 FAST Fast slew rate

1 MEDIUMFAST Medium-fast slew rate
2 MEDIUM Medium slew rate

3 SLOW High slew rate

Bit 15 — SCHMITT Schmitt Trigger
Defines the Schmitt trigger configuration of the 1/O lines of the I/O group x according to the PIO Privilege Mask
Register.
0 (ENABLED): Schmitt trigger is enabled for the selected /O lines.
1 (DISABLED): Schmitt trigger is disabled for the selected 1/O lines.

Bit 14 — OPD Open Drain
Defines the open drain configuration of the 1/O lines of the 1/O group x according to the PIO Privilege Mask Register.
0 (DISABLED): The open drain is disabled for the selected I/O lines. I/O lines are driven at high- and low-level.
1 (ENABLED): The open drain is enabled for the selected I/O lines. I/O lines are driven at low-level only.

Bit 13 — IFSCEN Input Filter Slow Clock Enable
Defines the clock source of the glitch filtering for the 1/O lines of the I/O group x according to the PIO Privilege Mask

Register.
Value Description
0 The glitch filter is able to filter glitches with a duration less than 1 peripheral clock cycle for the selected
I/O lines.
1 The debouncing filter is able to filter pulses with a duration less than 1 divided slow clock cycle for the

selected I/O lines.

Bit 12 — IFEN Input Filter Enable
Defines if the glitch filtering is used for the 1/O lines of the 1/O group x according to the PIO Privilege Mask Register.
0 (DISABLED): The input filter is disabled for the selected I/O lines.
1 (ENABLED): The input filter is enabled for the selected 1/O lines.

Bit 10 - PDEN Pull-Down Enable
Defines the pull-down configuration of the 1/O lines of the I/O group x according to the PI1O Privilege Mask Register.
PDEN can be written to 1 only if PUEN is written to 0.
0 (DISABLED): Pull-down is disabled for the selected I/O lines.
1 (ENABLED): Pull-down is enabled for the selected I/O lines only if PUEN is 0.

Bit 9 — PUEN Pull-Up Enable
Defines the pull-up configuration of the 1/O lines of the 1/0 group x according to the PIO Privilege Mask Register.
0 (DISABLED): Pull-up is disabled for the selected /O lines.
1 (ENABLED): Pull-up is enabled for the selected 1/O lines.

Bit 8 — DIR Direction
Defines the direction of the 1/0 lines of the I/O group x according to the PIO Privilege Mask Register.
0 (INPUT): The selected I/O lines are pure inputs.
1 (OUTPUT): The selected /O lines are enabled in output.
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Bits 2:0 — FUNC[2:0] 1/O Line Function
Defines the function for I/O lines of the 1/0O group x according to the PIO Privilege Mask Register.

Value Name Description
0 GPIO Selects the PIO mode for the selected I/O lines.
1 PERIPH_A Selects peripheral A for the selected I/O lines.
2 PERIPH_B Selects peripheral B for the selected I/O lines.
3 PERIPH_C Selects peripheral C for the selected 1/O lines.
4 PERIPH_D Selects peripheral D for the selected /O lines.
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21.7.17 PIO Privilege Pin Data Status Register

Name: PIO_P_PDSRx
Offset: 0x1008 + x*0x40 [x=0..2]
Reset: -

Property: Read-only

Reset values of PIO_PDSR and PIO_P_PDSR depend on the level of the I/O lines. Reading the 1/O line levels
requires the clock of the PIO Controller to be enabled, otherwise PIO_PDSR reads the levels present on the 1/O line

at the time the clock was disabled.

Bit 31 30 29 28 27 26 25 24

| P31 | P30 P29 P28 P27 P26 P25 P24
Access R R R R R R R R
Reset — — — — - — - —
Bit 23 22 21 20 19 18 17 16

P23 P22 P21 P20 P19 P18 P17 P16
Access R R R R R R R R
Reset - — - - - - - -
Bit 15 14 13 12 11 10 9 8

P15 P14 P13 P12 P11 P10 P9 P8

Access R R R R R R R R
Reset — — — — — — - —
Bit 7 6 5 4 3 2 1 0

P7 P6 P5 P4 P3 P2 P1 PO

Access R R R R R R R R
Reset - - - - - - - -

Bits 0,1, 2, 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Input

Data Status
Value Description

0 The 1/O line of the I/O group x is at level 0.
1 The 1/O line of the I/O group x is at level 1.
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21.7.18 PIO Privilege Lock Status Register

Name: PIO_P_LOCKSRx
Offset: 0x100C + x*0x40 [x=0..2]
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
P31 P30 P29 P28 P27 P26 P25 P24
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
P23 P22 P21 P20 P19 P18 P17 P16
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
P15 P14 P13 P12 P11 P10 P9 P8
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
P7 P6 P5 P4 P3 P2 P1 PO
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 0,1, 2, 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Lock

Status
Value Description
0 The I/O line of the I/O group x is not locked.
1 The I/O line of the I/O group x is locked.
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21.7.19 PIO Privilege Set Output Data Register

Name: PIO_P_SODRx
Offset: 0x1010 + x*0x40 [x=0..2]
Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24

P31 P30 P29 P28 P27 P26 P25 P24
Access W w w w w W W w
Reset - — - - - - - -
Bit 23 22 21 20 19 18 17 16

P23 P22 P21 P20 P19 P18 P17 P16

Access W w W w w W W w
Reset — — — — — — - —
Bit 15 14 13 12 " 10 9 8

P15 P14 P13 P12 P11 P10 P9 P8

Access W w w w w w W w
Reset - — - - - - - -
Bit 7 6 5 4 3 2 1 0

P7 P6 P5 P4 P3 P2 P1 PO

Access W w W w w w W w
Reset — — — — — — - —

Bits 0,1, 2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Set

Output Data
Value Description

0 No effect.
1 Sets the data to be driven on the /O line of I/O group x.
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21.7.20 PIO Privilege Clear Output Data Register

Name: PIO_P_CODRx
Offset: 0x1014 + x*0x40 [x=0..2]
Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24

P31 P30 P29 P28 P27 P26 P25 P24
Access W w w w w W W w
Reset - — - - - - - -
Bit 23 22 21 20 19 18 17 16

P23 P22 P21 P20 P19 P18 P17 P16

Access W w W w w W W w
Reset — — — — — — - —
Bit 15 14 13 12 " 10 9 8

P15 P14 P13 P12 P11 P10 P9 P8

Access W w w w w w W w
Reset - — - - - - - -
Bit 7 6 5 4 3 2 1 0

P7 P6 P5 P4 P3 P2 P1 PO

Access W w W w w w W w
Reset — — — — — — - —

Bits 0,1, 2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Clear

Output Data
Value Description

0 No effect.
1 Clears the data to be driven on the 1/O line of the I/O group x.
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21.7.21 PIO Privilege Output Data Status Register

Name: PIO_P_ODSRx
Offset: 0x1018 + x*0x40 [x=0..2]
Reset: 0x00000000

Property: Read/Write

Writing this register will only affect 1/0 lines enabled in the PIO_P_MSKRXx.

Bit 31 30 29 28 27 26 25 24

| P31 | P30 | P29 | P28 | P27 | P26 P25 P24

Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16

P23 P22 P21 P20 P19 P18 P17 P16

Access R/W RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8

P15 P14 P13 P12 P11 P10 P9 P8

Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0

P7 P6 P5 P4 P3 P2 P1 PO

Access R/W RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0

Bits 0,1, 2, 3,4,5,6,7,8,9, 10, 11,12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Output
Data Status

Value Description

0 The data to be driven on the I/O line of the I/O group x is 0.
1 The data to be driven on the I/O line of the I/O group x is 1.
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21.7.22 PIO Privilege Interrupt Enable Register

Name: PIO_P_IERX
Offset: 0x1020 + x*0x40 [x=0..2]
Reset: -

Property: Write-only

This register can only be written if the WPITEN bit is cleared in the PIO Privilege Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
| P31 | P30 | P29 | P28 | P27 | P26 | P25 | P24 |

Access W W w W w w W w
Reset - — — — - — - -
Bit 23 22 21 20 19 18 17 16

P23 P22 P21 P20 P19 P18 P17 P16

Access W W w W W w W W
Reset - - - - - - - -
Bit 15 14 13 12 1 10 9 8

P15 P14 P13 P12 P11 P10 P9 P8

Access W W w W w w W w
Reset - — - — - — - -
Bit 7 6 5 4 3 2 1 0

P7 P6 P5 P4 P3 P2 P1 PO

Access W W w W W w W W
Reset - - - - - - - -

Bits 0,1, 2, 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Input

Change Interrupt Enable
Value Description

0 No effect.
1 Enables the Input Change interrupt on the I/O line of the I/O group x.
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21.7.23 PIO Privilege Interrupt Disable Register

Name: PIO_P_IDRx
Offset: 0x1024 + x*0x40 [x=0..2]
Reset: -

Property: Write-only

This register can only be written if the WPITEN bit is cleared in the PIO Privilege Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
| P31 | P30 | P29 | P28 | P27 | P26 | P25 | P24 |

Access W W w W w W W w
Reset - — — — - — - -
Bit 23 22 21 20 19 18 17 16

P23 P22 P21 P20 P19 P18 P17 P16

Access W W w W W w W W
Reset - - - - - - - -
Bit 15 14 13 12 1 10 9 8

P15 P14 P13 P12 P11 P10 P9 P8

Access W W w W w w W w
Reset - — - — - — - -
Bit 7 6 5 4 3 2 1 0

P7 P6 P5 P4 P3 P2 P1 PO

Access W W w W W w W W
Reset - - - - - - - -

Bits 0,1, 2, 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Input

Change Interrupt Disable
Value Description

0 No effect.
1 Disables the Input Change interrupt on the 1/O line of the I/O group x.
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21.7.24 PIO Privilege Interrupt Mask Register

Name: PIO_P_IMRXx
Offset: 0x1028 + x*0x40 [x=0..2]
Reset: 0x00000000
Property: Read-only
Bit 31 30 29 28 27 26 25 24
P31 P30 P29 P28 P27 P26 P25 P24
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
P23 P22 P21 P20 P19 P18 P17 P16
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 " 10 9 8
P15 P14 P13 P12 P11 P10 P9 P8
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
P7 P6 P5 P4 P3 P2 P1 PO
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 0,1, 2, 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Input

Change Interrupt Mask

Value Description

Input Change interrupt is disabled on the I/O line of the I/O group x.
Input Change interrupt is enabled on the 1/O line of the I/O group x.

0
1
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21.7.25 PIO Privilege Interrupt Status Register

Name: PIO_P_ISRx
Offset: 0x102C + x*0x40 [x=0..2]
Reset: 0x00000000

Property: Read-only

PIO_ISR and PIO_P_ISR are reset at 0x000000000. However, the first read of the register may read a different value
as input changes may have occurred.

Bit 31 30 29 28 27 26 25 24
| P31 | P30 | P29 | P28 P27 P26 P25 P24
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
P23 P22 P21 P20 P19 P18 P17 P16
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
P15 P14 P13 P12 P11 P10 P9 P8
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
P7 P6 P5 P4 P3 P2 P1 PO
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 0,1, 2, 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Input
Change Interrupt Status

Value Description

0 No Input Change has been detected on the I/O line of the 1/0 group x since PIO_P_ISRx was last read
or since reset.

1 At least one Input Change has been detected on the I/O line of the I/O group since PIO_P_ISRx was

last read or since reset.
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21.7.26 PIO Privilege Set I/0O User Access Register

Name: PIO_P_SIO_UARx
Offset: 0x1030 + x*0x40 [x=0..2]
Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24

P31 P30 P29 P28 P27 P26 P25 P24
Access W w w w w W W w
Reset - — - - - - - -
Bit 23 22 21 20 19 18 17 16

P23 P22 P21 P20 P19 P18 P17 P16

Access W w W w w W W w
Reset — — — — — — - —
Bit 15 14 13 12 " 10 9 8

P15 P14 P13 P12 P11 P10 P9 P8

Access W w w w w w W w
Reset - — - - - - - -
Bit 7 6 5 4 3 2 1 0

P7 P6 P5 P4 P3 P2 P1 PO

Access W w W w w w W w
Reset — — — — — — - —

Bits 0,1, 2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Setl/Oin

User-Access Mode
Value Description

0 No effect.
1 Sets the I/O line of the I/O group x in User-Access mode.
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21.7.27 PIO Privilege Set I/O Privilege Access Register

Name: PIO_P_SIO_PARx
Offset: 0x1034 + x*0x40 [x=0..2]
Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24

P31 P30 P29 P28 P27 P26 P25 P24
Access W w w w w W W W
Reset - - - - - - - -
Bit 23 22 21 20 19 18 17 16

P23 P22 P21 P20 P19 P18 P17 P16

Access W w W w w W W w
Reset — — — — — — - —
Bit 15 14 13 12 " 10 9 8

P15 P14 P13 P12 P11 P10 P9 P8

Access W w w w w w W w
Reset - — - - - - - -
Bit 7 6 5 4 3 2 1 0

P7 P6 P5 P4 P3 P2 P1 PO

Access W w W w w w W w
Reset — — — — — — - —

Bits 0,1, 2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — Px Setl/Oin

Privileged-Access Mode
Value Description

0 No effect.
1 Sets the I/O line of the 1/0 group x in Privileged-Access mode.
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21.7.28 PIO Privilege 1/0 Security Status Register

Name: PIO_P_IOSSRx
Offset: 0x1038 + x*0x40 [x=0..2]
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
P31 P30 P29 P28 P27 P26 P25 P24
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
P23 P22 P21 P20 P19 P18 P17 P16
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
P15 P14 P13 P12 P11 P10 P9 P8
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
P7 P6 P5 P4 P3 P2 P1 PO
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 0,1, 2, 3,4,5,6,7, 8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 - Px /O
Security Status

0 (PRIVILEGED_ACCESS): The /O line of the I/O group x is in Privileged-Access mode.

1 (USER_ACCESS): The /O line of the I/O group x is in User-Access mode.
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21.7.29 PIO Privilege 1/0 Freeze Configuration Register

Name: PIO_P_IOFRx
Offset: 0x103C + x*0x40 [x=0..2]
Reset: -

Property: Write-only

Writing this register will only affect I/O lines enabled in the PIO_P_MSKRXx.

Bit 31 30 29 28 27 26 25 24
| FRZKEY[23:16]
Access W w w W w w W w
Reset - - - — - — - -
Bit 23 22 21 20 19 18 17 16
FRZKEY[15:8]
Access W w w W W W W W
Reset - - - - - - - -
Bit 15 14 13 12 1 10 9 8
FRZKEY[7:0]
Access W w w W w w W w
Reset - — - — - — - -
Bit 7 6 5 4 3 2 1 0
FINT FPHY
Access W W
Reset - -

Bits 31:8 — FRZKEY[23:0] Freeze Key
Value Name Description
0x494F46  PASSWD | Writing any other value in this field aborts the write operation of the WPEN bit.

Bit 1 — FINT Freeze Interrupt Configuration
Only a hardware reset can reset the FINT bit.

Value Description
0 No effect.
1 Freezes the following configuration fields of Privileged-Access I/O lines if FRZKEY corresponds to

0x494F46 (“IOF” in ASCII):

* |FEN: Input Filter Enable
» IFSCEN: Input Filter Slow Clock Enable
» EVTSEL: Event Selection

Bit 0 — FPHY Freeze Physical Configuration
Only a hardware reset can reset the FPHY bit.

Value Description

0 No effect.
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Value Description
1 Freezes the following configuration fields of Privileged-Access mode I/O lines if FRZKEY corresponds
to 0x494F46 (“IOF” in ASCII):
* FUNC: I/O Line Function
* DIR: Direction
+ PUEN: Pull-Up Enable
+ PDEN: Pull-Down Enable
» OPD: Open-Drain
* SCHMITT: Schmitt Trigger
+ SLEWRATE: Slew Rate
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21.7.30 PIO Privilege Slow Clock Divider Debouncing Register

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Name:
Offset:
Reset:
Property:

PIO_P_SCDR
0x1500
0x00000000
Read/Write

This register can only be written if the WPEN bit is cleared in the PIO Privilege Write Protection Mode Register.

31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 11 10 9 8

DIV[13:8]

RIW RIW RIW RIW RIW RIW
0 0 0 0 0 0
7 6 5 4 3 2 1 0

DIV[7:0]

RIW RIW RIW RIW RIW RIW RIW RIW

0 0 0 0 0 0 0 0

Bits 13:0 — DIV[13:0] Slow Clock Divider Selection for Debouncing
taiv_sick = ((DIV + 1) x 2) % tge

© 2022 Microchip Technology Inc.

Complete Data Sheet DS60001780B-page 310

and its subsidiaries



PIC32CXMTG
Parallel Input/Output Controller (P10)

21.7.31 PIO Privilege Write Protection Mode Register

Name: PIO_P_WPMR
Offset: 0x15E0
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
WPKEY[23:16]
Access W w w w w W W w
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
WPKEY[15:8]
Access W w W w w W W w
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
WPKEY[7:0]
Access W w w w w w W w
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WPITEN WPEN
Access R/W R/W
Reset 0 0

Bits 31:8 - WPKEY[23:0] Write Protection Key

Value Name Description

0x50494F PASSWD  Writing any other value in this field aborts the write operation of the WPEN bit. Always reads
as 0.

Bit 1 — WPITEN Write Protection Interrupt Enable
See Register Write Protection for the list of registers that can be protected.
Value Description

0 Disables the write protection on secure interrupt registers if WPKEY corresponds to 0x50494F (“PIO” in
ASCII).

1 Enables the write protection on secure interrupt registers if WPKEY corresponds to 0x50494F (“PIO” in
ASCII).

Bit 0 — WPEN Write Protection Enable
See Register Write Protection for the list of registers that can be protected.

Value Description
0 Disables the write protection if WPKEY corresponds to 0x50494F (“PIO” in ASCII).
1 Enables the write protection if WPKEY corresponds to 0x50494F (“P1O” in ASCII).
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21.7.32 PIO Privilege Write Protection Status Register

Name: PIO_P_WPSR
Offset: Ox15E4
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
WPVSRC[15:8]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 " 10 9 8
WPVSRCI7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WPVS
Access R
Reset 0

Bits 23:8 - WPVSRC[15:0] Write Protection Violation Source
When WPVS = 1, WPVSRC indicates the register address offset at which a write access has been attempted.

Bit 0 —- WPVS Write Protection Violation Status

Value Description
0 No write protection violation has occurred since the last read of the PIO_P_WPSR.
1 A write protection violation has occurred since the last read of the PIO_P_WPSR. If this violation is
an unauthorized attempt to write a protected register, the associated violation is reported into field
WPVSRC.
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Real-Time Clock (RTC)

Description
The Real-time Clock (RTC) is designed for very low power consumption. The RTC requires an accurate external
32.768 kHz clock, which can be provided by a crystal oscillator.

The RTC combines a complete time-of-day clock with alarm and a Gregorian or Persian calendar or UTC mode,
complemented by a programmable periodic interrupt. The alarm and calendar registers are accessed by a 32-bit data
bus.

In Gregorian mode, the time and calendar values are coded in binary-coded decimal (BCD) format. The time format
can be 24-hour mode or 12-hour mode with an AM/PM indicator.

Updating time and calendar fields and configuring the alarm fields are performed by a parallel capture on the 32-bit
data bus. An entry control is performed to avoid loading registers with incompatible BCD format data or with an
incompatible date according to the current month/year/century.

A clock divider calibration circuitry can compensate for crystal oscillator frequency variations.

Two RTC outputs can be programmed to generate several waveforms, including a prescaled clock derived from
32.768 kHz.

Timestamping capability reports the first and last occurrences for each tamper event detected on TMPx pins.

Embedded Characteristics
* Full Asynchronous Design for Ultra Low-Power Consumption
» Gregorian, Persian and UTC Modes Supported
* Programmable Periodic Interrupt
» Safety/Security Features:
— Valid Time and Date Programming Check
— On-The-Fly Time and Date Validity Check
* Counters Calibration Circuitry to Compensate for Crystal Oscillator Variations
» Waveform Generation
» Tamper Timestamping Registers
* Register Write Protection

Block Diagram
Figure 22-1. RTC Block Diagram

| 1
Slow Clock 32768 Divider RT T
ook e Date Wave > COUTO0

Generator —» RTCOUT1

; b [ do—

Entry Interrupt
System Bus <« P> User Interface Control Alarm Control RTC Interrupt
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Product Dependencies

Power Management
The RTC is continuously clocked at 32.768 kHz. The Power Management Controller has no effect on RTC behavior.

Interrupt

Within the System Controller, the RTC interrupt is OR-wired with all the other module interrupts.

The System Controller interrupt line is connected on one of the internal sources of the interrupt controller.
The RTC interrupt requires the interrupt controller to be programmed first.

When a System Controller interrupt occurs, the service routine must first determine the cause of the interrupt. This is
done by reading each status register of the System Controller peripherals successively.

Functional Description

The RTC provides a full binary-coded decimal (BCD) clock that includes century (20), year (with leap years),
month, date, day, hours, minutes and seconds reported in the Time register (RTC_TIMR) and the Calendar register
(RTC_CALR).

The RTC can operate in UTC mode, giving the number of seconds elapsed since a reference time defined by the
user (the UTC standard—ISO 8601—reference time is the 30th of June 1972). In this mode, the time is reported on
32-bit and coded in hexadecimal format.

The valid year range is up to 2099 in Gregorian mode (or 1300 to 1499 in Persian mode).
The RTC can operate in 24-hour mode or in 12-hour mode with an AM/PM indicator.
Corrections for leap years are included (all years divisible by 4 being leap years). This is correct up to the year 2099.

The RTC can generate configurable waveforms on RTCOUTO0/1 outputs.

Reference Clock
The reference clock is the Slow Clock (TD_SLCK). It can be driven internally or by an external 32.768 kHz crystal.

During Low-Power modes of the processor, the oscillator runs and power consumption is critical. The crystal
selection has to take into account the current consumption for power saving and the frequency drift due to
temperature effect on the circuit for time accuracy.

Timing
In Gregorian and Persian modes, the RTC is updated in real time at one-second intervals in Normal mode for the
counters of seconds, at one-minute intervals for the counter of minutes and so on.

In UTC mode, the RTC is updated in real time at one-second intervals (32-bit UTC counter default configuration).

Due to the asynchronous operation of the RTC with respect to the rest of the chip, to be certain that the value read
in the RTC registers (century, year, month, date, day, hours, minutes, seconds) are valid and stable, it is necessary
to read these registers twice. If the data is the same both times, then it is valid. Therefore, a minimum of two and a
maximum of three accesses are required.

Alarm

In Gregorian and Persian modes, the RTC has five programmabile fields for month, date, hours, minutes and
seconds.

Each of these fields can be enabled or disabled to match the alarm condition:

+ If all the fields are enabled, an alarm flag is generated (the corresponding flag is asserted and an interrupt
generated if enabled) at a given month, date, hour/minute/second.

» If only the “seconds” field is enabled, then an alarm is generated every minute.
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Depending on the fields that are enabled in Calendar Alarm register (RTC_CALALR) and Time Alarm register
(RTC_TIMALR), a large number of possibilities are available to the user ranging from minutes to 365/366 days.

Note: To change one of the RTC_TIMALR.SEC, MIN, HOUR, RTC_CALALR.DATE, MONTH fields, it is
recommended to disable the field before changing the value and then re-enable it after the change has been

made. This requires up to three accesses to the RTC_TIMALR or RTC_CALALR. The first access clears the enable
corresponding to the field to change (SECEN, MINEN, HOUREN, DATEEN, MTHEN). If the field is already cleared,
this access is not required. The second access performs the change of the value (SEC, MIN, HOUR, DATE,
MONTH). The third access is required to re-enable the field by writing 1 in SECEN, MINEN, HOUREnN, DATEEN,
MTHEN fields.

In UTC mode, RTC_TIMALR must be configured to set the UTC alarm value and bit 0 in RTC_CALALR must be used
to enable or disable the UTC alarm. If the UTC alarm is enabled, the alarm is generated once the UTC time matches
the programmed UTC_TIME alarm field.

To change the RTC_TIMALR.UTC_TIME alarm field, proceed as follows:

1. Disable the UTC alarm by clearing the RTC_CALALR.UTCEN bit if it is not already cleared.
2. Change the RTC_TIMALR.UTC_TIME value.
3. Re-enable the UTC alarm by setting the RTC_CALALR.UTCEN bit.

Error Checking when Programming

Verification on user interface data is performed when accessing the century, year, month, date, day, hours, minutes,
seconds and alarms. A check is performed on illegal BCD entries such as illegal date of the month with regard to the
year and century configured.

If one of the time fields is not correct, the data is not loaded into the register/counter and a flag is set in the Valid
Entry register (RTC_VER). The user cannot reset this flag. It is reset as soon as an acceptable value is programmed.
This avoids any abnormal behavior in the system (non-BCD format read by software). The same procedure is
followed for the alarm.

The following checks are performed:

1. Century (check if it is 20 in Gregorian mode or 13-14 in Persian mode)
Year (BCD entry check)

Date (check range 01-31)

Month (check if it is in BCD range 01-12, check validity regarding “date”)
Day (check range 1-7)

Hour (BCD checks: in 24-hour mode, check range 00-23 and check that AM/PM flag is not set if RTC is set in
24-hour mode; in 12-hour mode check range 01-12)

7. Minute (check BCD and range 00-59)
8. Second (check BCD and range 00-59)
Note: If the 12-hour mode is selected by means of the Mode register (RTC_MR), a 12-hour value can be

programmed and the returned value on RTC_TIMR will be the corresponding 24-hour value. The entry control checks
the value of the AM/PM indicator (bit 22 of RTC_TIMR) to determine the range to be checked.

o ok wN

Note: In UTC mode, no check is performed on the entries. The RTC does not report any failure.

RTC Internal Free Running Counter Error Checking
To improve the reliability and security of the RTC, a permanent check is performed on the internal free running
counters to report non-BCD or invalid date/time values.

An error is reported by RTC_SR.TDERR bit in the status register if an incorrect value has been detected. The flag
can be cleared by setting RTC_SCCR.TDERRCLR.

In all cases, the RTC_SR.TDERR error flag will be set again if the source of the error has not been cleared before
clearing the RTC_SR.TDERR flag. The clearing of the source of such an error can be done by reprogramming a
correct value in RTC_CALR and/or RTC_TIMR.

The RTC internal free-running counters may automatically clear the source of RTC_SR.TDERR due to their roll-over
(i.e., every 10 seconds for RTC_TIMR.SECONDSJ[3:0] field). In this case the RTC_SR.TDERR is held high until a
clear command is asserted by RTC_SCCR.TDERRCLR.
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22.5.6 Updating Time/Calendar

22.5.6.1 Gregorian and Persian Modes

To update time and date, the RTC must be stopped by setting the corresponding field in the Control

register (RTC_CR). The RTC_CR.UPDTIM bit must be set to update time fields (hour, minute, second) and
RTC_CR.UPDCAL must be set to update calendar fields (century, year, month, date, day). When both time and
calendar fields require an update, RTC_CR.UPDTIM and RTC_CR.UPDCAL must be written to 1 in the same
access.

RTC_SR.ACKUPD must then be read to 1 by either polling the RTC_SR or by enabling the acknowledge update
interrupt by writing a 1 in RTC_IER.ACKEN. Once RTC_SR.ACKUPD is read to 1, it is mandatory to clear this flag by
writing a 1 in RTC_SCCR.ACKCLR, after which the user can write to RTC_TIMR, RTC_CALR, or both.

Once the update is finished, the user must write a 0 in the bits RTC_CR.UPDTIM and RTC_CR.UPDCAL.
The timing sequence of the time/calendar update is described in Figure 22-2.

When entering the Programming mode of the calendar fields, the time fields remain enabled. When entering the
Programming mode of the time fields, both the time and the calendar fields are stopped. This is due to the location of
the calendar logical circuity (downstream for low-power considerations).

In successive update operations, the user must first check that RTC_CR.UPDTIM and RTC_CR.UPDCAL read 0
before writing a 1 in these bits.

Figure 22-2. Time/Calendar Update Timing Diagram

I
1Hz RTC Clock | Ly - I—
|
| I |
| I I : :
RTC_TIMR.SEC 20 (cumorsppnt s >< " >
!_> I " | I
Update request | Clear Clear l :
Software from SW | ACKUPD bit UPDTIM bit ' M6 BACK TO |
Time Line ———@—_T__‘@___ _____________ '_NORMALMODE ™
| Update | |
I RTC_TIMR.SEC to 15 | |
RTC_CR.UPDTIM \ | I
[ = :
|
| | |
| | |
| | |
| | |
| | |
RTC_SR.ACKUPD ! | |
!
I I I | i
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Figure 22-3. Gregorian and Persian Modes Update Sequence
Begin

Prepare Time or Calendar Fields

Set RTC_CR.UPDTIM and/or
RTC_CR.UPDCAL

<€
Read RTC_SR
Polling or
Interrupt (if enabled)
No
Yes

Clear RTC_SR.ACKUPD by
writing a ‘1’ to RTC_SCCR.ACKCLR

Update Time and/or Calendar values in
RTC_TIMR/RTC_CALR

Clear RTC_CR.UPDTIM and/or
RTC_CR.UPDCAL

End

22.5.6.2 UTC Mode
To update the UTC time, the RTC must be stopped by writing a 1 in RTC_CR.UPDTIM and RTC_CR.UPDCAL.
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RTC_SR.ACKUPD must then be read to 1 by either polling the RTC_SR or by enabling the acknowledge update
interrupt by writing a 1 in RTC_IER.ACKEN. Once RTC_SR.ACKUPD is read to 1, it is mandatory to clear this flag by
writing a 1 in RTC_SCCR.ACKCLR, after which the user can write to RTC_TIMR.

Once the update is finished, the user must write a 0 in RTC_CR.UPDTIM and RTC_CR.UPDCAL.

In successive update operations, the user must first check that RTC_CR.UPDTIM and RTC_CR.UPDCAL read 0
before writing a 1 in these bits.

The timing sequence of the UTC time update is described in Figure 22-4.

Figure 22-4. UTC Time Update Timing Diagram
General Time Update

l
1Hz RTC Clock | L, I

|

|

| I |
RTC_TIMR.UTC_TIME 20 ot soppe) 15 >< "

!—> Vs

|

|

e

|

|

|

|

|

|

|

|

|

|

|

|

Update request Clear Clear

Software from SW
Time Line ———

ACKUPD bit UPDTIM/UPDCAL bits
e (2 (A | RTC BACK TO »
_@ 3 4 NORMAL MODE

Update
RTC_TIMR.UTC_TIME to 15

RTC_CR.UPDTIM
RTC_CR.UPDCAL

| I I

RTC_SR.ACKUPD
1 1
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Figure 22-5. UTC Mode Update Sequence
Begin

Prepare Time Field

Set RTC_CR.UPDTIM and
RTC_CR.UPDCAL

<€
Read RTC_SR
Polling or
Interrupt (if enabled)
No
Yes

Clear RTC_SR.ACKUPD by
writing a ‘1" to RTC_SCCR.ACKCLR

Update Time value in
RTC_TIMR

Clear RTC_CR.UPDTIM and
RTC_CR/UPDCAL

End
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RTC Accurate Clock Calibration
The crystal oscillator that drives the RTC may not be as accurate as expected mainly due to temperature variation.
The RTC is equipped with circuitry able to compensate the slow clock crystal drift.

To compensate for possible temperature variations over time, this accurate clock calibration circuitry can be
programmed on-the-fly and also programmed during application manufacturing, in order to correct the crystal
frequency accuracy at room temperature (20—25°C). The typical clock drift range at room temperature is £20 ppm.

In the device operating temperature range, the 32.768 kHz crystal oscillator clock inaccuracy can be up to -200 ppm.
The RTC clock calibration circuitry allows positive or negative correction in a range of 1.5 ppm to 1950 ppm.

The calibration circuitry is fully digital. Thus, the configured correction is independent of temperature, voltage,
process, etc., and no additional measurement is required to check that the correction is effective.

If the correction value configured in the calibration circuitry results from an accurate crystal frequency measure, the
remaining accuracy is bounded by the values listed below:

» Below 1 ppm, for an initial crystal drift between 1.5 ppm up to 20 ppm, and from 30 ppm to 90 ppm
» Below 2 ppm, for an initial crystal drift between 20 ppm up to 30 ppm, and from 90 ppm to 130 ppm
* Below 5 ppm, for an initial crystal drift between 130 ppm up to 200 ppm

The calibration circuitry does not modify the 32.768 kHz crystal oscillator clock frequency but it acts by slightly
modifying the 1 Hz clock period and RTCOUTX outputs from time to time. The correction event occurs every 1
+[(20 - (19 x HIGHPPM)) x CORRECTION]/32 seconds. When the period is modified, depending on the sign

of the correction, the 1 Hz clock period increases or reduces by around 122 pys. Depending on the values of
RTC_MR.CORRECTION, RTC_MR.NEGPPM and RTC_MR.HIGHPPM, the period interval between two correction
events differs.

Figure 22-6. Calibration Circuitry

RTC

32.768 kHz Divider by 32768 1Hz _| Time/Calendar

Add Suppress

[
\/
A

5 A t
T |32.768kHz
I:l o) Integrator | €——— CORRECTION, HIGHPPM
—|—— 8 Comparatorl€—— necrpu
> Other Logic
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Figure 22-7. Calibration Circuitry Waveforms
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The inaccuracy of a crystal oscillator at typical room temperature (20 ppm at 20-25 °C) can be compensated if a
reference clock/signal is used to measure such inaccuracy. This kind of calibration operation can be set up during the
final product manufacturing by means of measurement equipment embedding such a reference clock. The correction
of value must be programmed into the RTC_MR, and this value is kept as long as the circuitry is powered (backup
area). Removing the backup power supply cancels this calibration.
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To ease the comparison of the inherent crystal accuracy with the reference clock/signal during manufacturing,

an internal prescaled 32.768 kHz clock derivative signal can be assigned to drive an RTC output (RTCOUTO or
RTCOUT1). To accommodate the measure, several clock frequencies can be selected among 1 Hz, 32 Hz, 64 Hz,
512 Hz.

The clock calibration correction drives the internal RTC counters but can also be observed in the RTC outputs when
one of the following three frequencies 1 Hz, 32 Hz or 64 Hz is configured. The correction is not visible in the RTC
output if 512 Hz frequency is configured.

The frequency drift (up to -200 ppm) due to temperature variation can be compensated using a reference time if

the application can access such a reference. If a reference time cannot be used, a temperature sensor can be
placed close to the crystal oscillator in order to get the operating temperature of the crystal oscillator. Once obtained,
the temperature may be converted using a lookup table (describing the accuracy/temperature curve of the crystal
oscillator used) and RTC_MR configured accordingly. The calibration can be performed on-the-fly. This adjustment
method is not based on a measurement of the crystal frequency/drift and therefore can be improved by means of the
networking capability of the target application.

If no crystal frequency adjustment has been done during manufacturing, it is still possible to do it. In the case where
a reference time of the day can be obtained through LAN/WAN network, it is possible to calculate the drift of the
application crystal oscillator by comparing the values read on RTC_TIMR and programming RTC_MR.HIGHPPM and
RTC_MR.CORRECTION according to the difference measured between the reference time and the time read on
RTC_TIMR and RTC_CALR.

Waveform Generation

Waveforms can be generated by the RTC in order to take advantage of the RTC inherent prescalers while the RTC is
the only powered circuitry (Low-power mode of operation, Backup mode) or in any active mode. Going into Backup or
Low-power operating modes does not affect the waveform generation outputs.

The RTC outputs (RTCOUTO and RTCOUT1) have a source driver selected among seven possibilities.

The first selection choice sticks the associated output at 0. This is the reset value and it can be used at any time to
disable the waveform generation.

Selection choices 1 to 4 select 1 Hz, 32 Hz, 64 Hz and 512 Hz, respectively.

64 Hz can drive, for example, a twisted nematic (TN) LCD backplane signal while 1 Hz can be used to drive a
blinking character like “:” for basic time display (hour, minute) on TN LCDs.

Selection choice 5 provides a toggling signal when the RTC alarm is reached.

Selection choice 6 provides a copy of the alarm flag, so the associated output is set high (logical 1) when an alarm
occurs and immediately cleared when software clears the alarm interrupt source.

Selection choice 7 provides a duty cycle programmable pulse that can be used to drive external devices for power
consumption reduction or any other purpose.

PIO lines associated to RTC outputs automatically select these waveforms as soon as RTC_MR corresponding fields
RTCOUTO0 and RTCOUT1 differ from O .
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Figure 22-8. Waveform Generation
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Tamper Timestamping
The RTC can be used to stamp up to 5 tamper events. Tamper inputs are located on pins TMPO to TMP4

As soon as a tamper is detected, the tamper event counter of the corresponding tamper input is incremented and
the RTC stores the time of the day and the date of the tamper event in registers located in the backup area. The
RTC stores the time, the date and the number of event of the first and the last tamper event on each TMPO to TMP4
inputs.

In UTC mode, only the UTC time is stored. The date information is not relevant

The tamper counter saturates at 15. Once this limit is reached, the exact number of tamper occurrences since the
last read of stamping registers cannot be known.

The time stamping on the TMPx input is enabled by setting the corresponding RTC_TAMPER.TAMPENX bit.
The associated Low-power debouncer must be configured in the SUPC by writing a ‘1’ to the corresponding
SUPC_WUMR.LPDBCENXx and configuring the debouncing value in the corresponding SUPC_WUMR.LPDBCx field.

The first set of timestamping registers (RTC_FSTRx, RTC_FSDRXx) cannot be overwritten, so once they have
been written all data are stored until the registers are reset. Therefore these registers are storing the first tamper
occurrence after a clear.

The second set of timestamping registers (RTC_LSTRx, RTC_LSDRX) is overwritten each time a tamper event is
detected. Thus the date and the time data of the first and the second stamping registers may be equal. This occurs
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when the tamper counter value carried on field TEVCNT in RTC_LSTRx equals 1. Thus this second set of registers
stores the last occurrence of tamper after a clear.

Reading a set of timestamping registers associated to a tamper input TMPx requires four accesses, one for the time
of the day, one for the date and one for the tamper source.

Reading the RTC_LSDRXx of a tamper input clears all content of the registers associated to this tamper input
(RTC_FSTRx, RTC_FSDRX, RTC_LSTRx, RTC_LSDRx) and makes the timestamping registers available to store a
new event.

Figure 22-9. Tamper Management Block Diagram

[ supc_wumR.LPDBCO

| SUPC_WUMR.LPDBCENO

TMPO D period
Low Power
| SUPC_WUIR.WKUPTO Debouncer 0 RTC_TAMPER.TAMPENO
|—>>
MD_SLCK '

[ supc_wumR.LPDBCx |

[ supc_wuMR LPDBCENX ld
TMPx perio
D—> Low Power [RTC_TAMPER TAMPENX|
[ supc_wuIR WkuPTx Dobourame

|—>>

MD_SLCK

22.5.10 GPBR Clear
On a tamper event, the GPBR registers content can be fully or partially erased.

By setting RTC_TAMPER.TAMPCLR to 1, the GPBR registers content are fully or partially cleared depending on the
value of RTC_TCR.FGPBRCLR:

» if FGPBRCLR is set to ‘0’, a tamper event clears GPBRO to GPBR11
» if FGPBRCLR is set to ‘1’, a tamper event clears all GPBRs
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Register Summary

I N = 2 I R A (T I I N

0x00

0x04

0x08

0x08

0x0C

0x10

0x10

0x14

0x14

0x18

0x1C

0x20

0x24

0x28

RTC_CR

RTC_MR

RTC_TIMR

RTC_TIMR
(UTC_MODE)

RTC_CALR

RTC_TIMALR

RTC_TIMALR
(UTC_MODE)

RTC_CALALR

RTC_CALALR
(UTC_MODE)

RTC_SR

RTC_SCCR

RTC_IER

RTC_IDR

RTC_IMR

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

HIGHPPM
AMPM
DAY[2:0]

HOUREN AMPM

MINEN

SECEN

DATEEN

MTHEN

CALEVSEL[1:0]

TIMEVSEL[1:0]
UPDCAL UPDTIM
TPERIOD[1:0] THIGH[2:0]
OUT1[2:0] 0UTO[2:0]
CORRECTION[6:0]
NEGPPM uTC PERSIAN HRMOD
HOUR[5:0]
MIN[6:0]
SEC[6:0]
UTC_TIME[31:24]
UTC_TIME[23:16]
UTC_TIME[15:8]
UTC_TIME[7:0]
DATE[5:0]
MONTH[4:0]
YEAR[7:0]
CENT[6:0]
HOUR[5:0]
MIN[6:0]
SEC[6:0]
UTC_TIME[31:24]
UTC_TIME[23:16]
UTC_TIME[15:8]
UTC_TIME[7:0]
DATE[5:0]
MONTH[4:0]
UTCEN
TDERR CALEV TIMEV SEC ALARM ACKUPD
TDERRCLR | CALCLR TIMCLR SECCLR | ALRCLR ACKCLR
TDERREN CALEN TIMEN SECEN ALREN ACKEN
TDERRDIS | CALDIS TIMDIS SECDIS ALRDIS ACKDIS
TDERR CAL TIM SEC ALR ACK
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........... continued

omet | Name JEeres ] 7 e s e ]2 | | o

0x2C

0x30
0x33

0x34

0x38

0x3C

0x3F

0x40

0x40

0x44

0x44

0x48

0x48

0x4C

0x4C

0x50

0x50

31:24

23:16
15:8
7:0

RTC_VER

Reserved

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

RTC_TCR

RTC_TISR

Reserved

31:24
23:16
15:8
7:0
31:24
RTC_FSTRO 23:16
(UTC_MODE) 15:8
7:0
31:24
23:16
15:8
7:0
31:24
RTC_FSDRO 23:16
(UTC_MODE) 15:8
7:0
31:24
23:16
15:8
7:0
31:24
RTC_LSTRO 23:16
(UTC_MODE) 15:8
7:0
31:24
23:16
15:8
7:0
31:24
RTC_LSDRO 23:16
(UTC_MODE) 15:8
7:0
31:24
23:16
15:8
7:0
31:24
RTC_FSTR1 23:16
(UTC_MODE) 15:8

7:0

BACKUP

RTC_FSTRO

BACKUP

RTC_FSDRO

BACKUP

RTC_LSTRO

BACKUP

RTC_LSDRO

BACKUP

RTC_FSTR1

BACKUP

NVCALALR | NVTIMALR | NVCAL
FGPBRCLR
TAMPEN4 | TAMPEN3 = TAMPEN2 | TAMPEN1
TISR4 TISR3 TISR2 TISR1
TEVCNT[3:0]
AMPM HOUR(5:0]
MIN[6:0]
SEC[6:0]
TEVCNT[3:0]
DATE[5:0]
DAY[2:0] MONTH[4:0]
YEAR[6:0]
CENT[6:0]
UTC_TIME[31:24]
UTC_TIME[23:16]
UTC_TIME[15:8]
UTC_TIME[7:0]
AMPM HOUR(5:0]
MIN[6:0]
SEC[6:0]
DATE[5:0]
DAY[2:0] MONTH[4:0]
YEAR[6:0]
CENT[6:0]
UTC_TIME[31:24]
UTC_TIME[23:16]
UTC_TIME[15:8]
UTC_TIME[7:0]
TEVCNT[3:0]
AMPM HOUR(5:0]
MIN[6:0]
SEC[6:0]
TEVCNT[3:0]

NVTIM

TAMPCLR

TAMPENO

TISRO
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........... continued
| ofet | Name Jmtpos| 7 | & | s | 4 | 3 | 2z | 1 | o |
31:24 DATE[5:0]
23:16 DAY[2:0] MONTH[4:0]
0x54 RTC_FSDR1
15:8 YEAR[6:0]
7:0 CENT[6:0]
31:24 UTC_TIME[31:24]
x4 RTC_FSDR1 23:16 UTC_TIME[23:16]
(UTC_MODE) 15:8 UTC_TIME[15:8]
7:0 UTC_TIME[7:0]
3124 | BACKUP
23:16 AMPM HOUR[5:0]
0x58 RTC_LSTR1
15:8 MIN6:0]
7:0 SECI6:0]
3124 | BACKUP
RTC_LSTR1 23:16
0x58 (UTC_MODE) 15:8
7:0
31:24 DATE[5:0]
23:16 DAY[2:0] MONTH[4:0]
0X5C RTC_LSDR1
15:8 YEAR[6:0]
7:0 CENT[6:0]
31:24 UTC_TIME[31:24]
ox5C RTC_LSDR1 23:16 UTC_TIME[23:16]
(UTC_MODE) 15:8 UTC_TIME[15:8]
7:0 UTC_TIME[7:0]
3124 | BACKUP TEVCNT[3:0]
23:16 AMPM HOUR[5:0]
0x60 RTC_FSTR2
- 15:8 MIN6:0]
7:0 SECI6:0]
3124 | BACKUP TEVCNT[3:0]
RTC_FSTR2 23:16
0x60 (UTC_MODE) 15:8
7:0
31:24 DATE[5:0]
23:16 DAY[2:0] MONTH[4:0]
0x64 RTC_FSDR2
15:8 YEAR[6:0]
7:0 CENT[6:0]
31:24 UTC_TIME[31:24]
ox6d RTC_FSDR2 23:16 UTC_TIME[23:16]
(UTC_MODE) 15:8 UTC_TIME[15:8]
7:0 UTC_TIME[7:0]
3124 | BACKUP
23:16 AMPM HOUR[5:0]
0x68 RTC_LSTR2
15:8 MIN6:0]
7:0 SECI6:0]
3124 | BACKUP
RTC_LSTR2 23:16
0x68 (UTC_MODE) 15:8
7:0
31:24 DATE[5:0]
23:16 DAY[2:0] MONTH[4:0]
0x6C RTC_LSDR2
- 15:8 YEAR[6:0]
7:0 CENT[6:0]
31:24 UTC_TIME[31:24]
ox6C RTC_LSDR? 23:16 UTC_TIME[23:16]
(UTC_MODE) 15:8 UTC_TIME[15:8]
7:0 UTC_TIME[7:0]
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0x70

0x70

0x74

0x74

0x78

0x78

0x7C

0x7C

0x80

0x80

0x84

0x84

0x88

0x88

31:24
23:16
15:8
7:0
31:24
RTC_FSTR3 23:16
(UTC_MODE) 15:8
7:0
31:24
23:16
15:8
7:0
31:24
RTC_FSDR3 23:16
(UTC_MODE) 15:8
7:0
31:24
23:16
15:8
7:0
31:24
RTC_LSTR3 23:16
(UTC_MODE) 15:8
7:0
31:24
23:16
15:8
7:0
31:24
RTC_LSDR3 23:16
(UTC_MODE) 15:8
7:0
31:24
23:16
15:8
7:0
31:24
RTC_FSTR4 23:16
(UTC_MODE) 15:8
7:0
31:24
23:16
15:8
7:0
31:24
RTC_FSDR4 23:16
(UTC_MODE) 15:8
7:0
31:24
23:16
15:8
7:0
31:24
RTC_LSTR4 23:16
(UTC_MODE) 15:8

7:0

BACKUP

RTC_FSTR3

BACKUP

RTC_FSDR3

BACKUP

RTC_LSTR3

BACKUP

RTC_LSDR3

BACKUP

RTC_FSTR4

BACKUP

RTC_FSDR4

BACKUP

RTC_LSTR4

BACKUP

TEVCNT[3:0]
HOUR[5:0]

MIN[6:0]

SEC[6:0]

AMPM

TEVCNT[3:0]

DATE[5:0]
DAY[2:0] MONTH[4:0]

YEAR[6:0]

CENTI[6:0]
UTC_TIME[31:24]
UTC_TIME[23:16]
UTC_TIME[15:8]

UTC_TIME[7:0]
AMPM HOUR[5:0]
MIN[6:0]
SEC[6:0]

DATE[5:0]
DAY[2:0] MONTH[4:0]
YEAR[6:0]
CENTI[6:0]
UTC_TIME[31:24]
UTC_TIME[23:16]
UTC_TIME[15:8]
UTC_TIME[7:0]
TEVCNT[3:0]
HOUR[5:0]
MIN[6:0]
SEC[6:0]

AMPM

TEVCNT[3:0]

DATE[5:0]
DAY[2:0] MONTH[4:0]

YEAR[6:0]

CENTI[6:0]
UTC_TIME[31:24]
UTC_TIME[23:16]

UTC_TIME[15:8]
UTC_TIME[7:0]
AMPM HOUR[5:0]

MIN[6:0]
SEC[6:0]
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........... continued
omet | Name Jeeres ] 7 e | s e ] | 2| | o
31:24 DATE[5:0]
2316 DAY[2:0] MONTH(4:0]
0x8C RTC_LSDR4
- 15:8 YEAR[6:0]
7.0 CENTI[6:0]
31:24 UTC_TIME[31:24]
0BG RTC_LSDR4 23:16 UTC_TIME[23:16]
X (UTC_MODE) 15:8 UTC_TIME[15:8]
7.0 UTC_TIME[7:0]
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22.6.1 RTC Control Register

Name: RTC_CR
Offset: 0x00
Reset: 0x00000000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
CALEVSEL[1:0] |
Access R/W R/W
Reset 0 0
Bit 15 14 13 12 " 10 9 8
TIMEVSEL[1:0] |
Access R/W R/W
Reset 0 0
Bit 7 6 5 4 3 2 1 0
UPDCAL UPDTIM
Access R/W R/W
Reset 0 0

Bits 17:16 — CALEVSEL[1:0] Calendar Event Selection
The event that generates the flag CALEV in RTC_SR depends on the value of CALEVSEL
In UTC mode, this field has no effect on the RTC_SR.

Value Name Description

0 WEEK Week change (every Monday at time 00:00:00)

1 MONTH Month change (every 01 of each month at time 00:00:00)
2 YEAR Year change (every January 1 at time 00:00:00)

3 - Reserved

Bits 9:8 — TIMEVSEL[1:0] Time Event Selection
The event that generates the flag TIMEV in RTC_SR depends on the value of TIMEVSEL.
In UTC mode, this field has no effect on the RTC_SR.

Value Name Description

0 MINUTE Minute change

1 HOUR Hour change

2 MIDNIGHT Every day at midnight
3 NOON Every day at noon

Bit 1 - UPDCAL Update Request Calendar Register
Calendar counting consists of day, date, month, year and century counters. Calendar counters can be programmed
once this bit is set and acknowledged by RTC_SR.ACKUPD.
In UTC mode, this field has no effect on the RTC_SR.

Value Name Description
0 STOP_UPDATE | No effect or, if UPDCAL has been previously written to 1, stops the update
procedure.
1 START_UPDATE Stops the RTC calendar counting.
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Bit 0 —- UPDTIM Update Request Time Register

Value Name Description

0 STOP_UPDATE | No effect or, if UPDTIM has been previously written to 1, stops the update
procedure.

1 START_UPDATE  Stops the RTC time counting. Second, minute and hour counters can be

programmed once this bit is set and acknowledged by RTC_SR.ACKUPD.
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Value

g b w NP O

Name

NO_WAVE
FREQ1HZ
FREQ32HZ
FREQ64HZ
FREQ512HZ
ALARM_TOGGLE

Bits 22:20 — OUT1[2:0] RTCOUT1 Output Source Selection

Description

No waveform, stuck at ‘0’

1 Hz square wave
32 Hz square wave
64 Hz square wave
512 Hz square wave

Output toggles when alarm flag rises

RTC Mode Register
Name: RTC_MR
Offset: 0x04
Reset: 0x00000000
Property: Read/Write
This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).
Bit 31 30 29 28 27 26 25 24
| | TPERIOD[1:0] THIGH[2:0]
Access R/W R/W R/W R/W R/W
Reset 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
OUT1[2:0] OUTO[2:0]
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 15 14 13 12 1 10 9 8
HIGHPPM CORRECTIONI6:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
NEGPPM uTC PERSIAN HRMOD
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bits 29:28 — TPERIOD[1:0] Period of the Output Pulse
Value Name Description
0 P_1S 1 second
1 P_500MS 500 ms
2 P_250MS 250 ms
3 P_125MS 125 ms
Bits 26:24 — THIGH[2:0] High Duration of the Output Pulse
Value Name Description
0 H_31MS 31.2ms
1 H_16MS 15.6 ms
2 H_4MS 3.91 ms
3 H_976US 976 us
4 H_488US 488 us
5 H_122US 122 ps
6 H_30US 30.5 us
7 H_15US 15.2 ps
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Value Name Description

6 ALARM_FLAG Output is a copy of the alarm flag

7 PROG_PULSE Duty cycle programmable pulse
Bits 18:16 — OUT0[2:0] RTCOUTO OutputSource Selection

Value Name Description

0 NO_WAVE No waveform, stuck at ‘0’

1 FREQ1HZ 1 Hz square wave

2 FREQ32HZ 32 Hz square wave

3 FREQ64HZ 64 Hz square wave

4 FREQ512HZ 512 Hz square wave

5 ALARM_TOGGLE Output toggles when alarm flag rises

6 ALARM_FLAG Output is a copy of the alarm flag

7 PROG_PULSE Duty cycle programmable pulse

Bit 15 — HIGHPPM HIGH PPM Correction
If the absolute value of the correction to be applied is lower than 30 ppm, it is recommended to clear HIGHPPM.
HIGHPPM set to 1 is recommended for 30 ppm correction and above.
Formula:
If HIGHPPM = 0, then the clock frequency correction range is from 1.5 ppm up to 98 ppm. The RTC accuracy is less
than 1 ppm for a range correction from 1.5 ppm up to 30 ppm.
The correction field must be programmed according to the required correction in ppm; the formula is as follows:

_ 3906
CORRECTION = 20 X ppm. ppm
The value obtained must be rounded to the nearest integer prior to being programmed into CORRECTION field.
If HIGHPPM = 1, then the clock frequency correction range is from 30.5 ppm up to 1950 ppm. The RTC accuracy is
less than 1 ppm for a range correction from 30.5 ppm up to 90 ppm.
The correction field must be programmed according to the required correction in ppm; the formula is as follows:

CORRECTION = 3206 _ 4
ppm

The value obtained must be rounded to the nearest integer prior to be programmed into CORRECTION field.
If NEGPPM is set to 1, the ppm correction is negative (used to correct crystals that are faster than the nominal

32.768 kHz).

Value Name Description

0 DISABLED | Lower range ppm correction with accurate correction (below 30 ppm correction).
1 ENABLED  Higher range ppm correction with accurate correction (above 30 ppm correction).

Bits 14:8 — CORRECTION[6:0] Slow Clock Correction

Value Name Description
0 DISABLED | No correction
1-127 ENABLED | The slow clock will be corrected according to the formula given in HIGHPPM description.

Bit 4 - NEGPPM Negative PPM Correction
See CORRECTION and HIGHPPM field descriptions.
NEGPPM must be cleared to correct a crystal oscillator frequency slower than 32.768 kHz.

Value Name Description
0 DISABLED Positive correction (the divider will be slightly higher than 32768).
1 ENABLED Negative correction (the divider will be slightly lower than 32768).

Bit 2 - UTC UTC Time Format
It is forbidden to write a one to the UTC and PERSIAN bits at the same time.

Value Name Description
0 DISABLED Gregorian or Persian calendar.
1 ENABLED UTC format.
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Bit 1 — PERSIAN PERSIAN Calendar
It is forbidden to write a one to the UTC and PERSIAN bits at the same time.

Value Name Description
0 DISABLED Gregorian calendar.
1 ENABLED Persian calendar.

Bit 0 —- HRMOD 12-/24-hour Mode

Value Name Description
0 24HOURS 24-hour mode is selected.
1 AMPM 12-hour mode is selected.
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22.6.3 RTC Time Register

Name: RTC_TIMR
Offset: 0x08
Reset: 0x00000000

Property: Read/Write

In UTC mode, this register view is not relevant, see RTC_Time Alarm register (UTC_MODE).

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
AMPM HOURJ5:0]
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
MIN[6:0]
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
SECI[6:0]
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0

Bit 22 — AMPM Ante Meridiem Post Meridiem Indicator
This bit is the AM/PM indicator in 12-hour mode.

Value Name Description
0 AM AM.
1 PM PM.

Bits 21:16 — HOUR[5:0] Current Hour
The range that can be set is 1-12 (BCD) in 12-hour mode or 0-23 (BCD) in 24-hour mode.

Bits 14:8 — MIN[6:0] Current Minute
The range that can be set is 0-59 (BCD).
The lowest four bits encode the units. The higher bits encode the tens.

Bits 6:0 — SEC[6:0] Current Second
The range that can be set is 0-59 (BCD).
The lowest four bits encode the units. The higher bits encode the tens.
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22.6.4 RTC Time Register (UTC_MODE)
Name: RTC_TIMR (UTC_MODE)
Offset: 0x08
Reset: 0x00000000
Property: Read/Write
This configuration is relevant only if UTC = 1 in RTC_MR.
This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).
Bit 31 30 29 28 27 26 25 24
| UTC_TIME[31:24]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
UTC_TIME[23:16]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1" 10 9 8
UTC_TIME[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
UTC_TIME[7:0]
Access R/W R/W R/W R/W R/W R/W R/W RW
Reset 0 0 0 0 0 0 0 0

Bits 31:0 —- UTC_TIME[31:0] Current UTC Time
Any value can be set.
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22.6.5

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

RTC Calendar Register

Name: RTC_CALR
Offset: 0x0C
Reset: 0x01411920
Property: Read/Write

In UTC mode, values read in this register are not relevant.

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).

31 30 29 28 27 26 25 24
| | DATE[5:0]
R/W R/W R/W R/W R/W R/W
0 0 0 0 0 1
23 22 21 20 19 18 17 16
DAY[2:0] MONTH[4:0]

R/W R/W R/W R/W R/W R/W R/W R/W
0 1 0 0 0 0 0 1
15 14 13 12 11 10 9 8

YEAR[7:0]

R/W R/W R/W R/W R/W R/W R/W R/W
0 0 0 1 1 0 0 1
7 6 5 4 3 2 1 0

CENTI[6:0]
R/W R/W R/W R/W R/W R/W R/W
0 1 0 0 0 0 0

Bits 29:24 — DATE[5:0] Current Day in Current Month

The range that can be set is 01-31 (BCD).
The lowest four bits encode the units. The higher bits encode the tens.

Bits 23:21 — DAY[2:0] Current Day in Current Week

The range that can be set is 1-7 (BCD).
The coding of the number (which number represents which day) is user-defined as it has no effect on the date
counter.

Bits 20:16 — MONTH[4:0] Current Month

Bits 15:8

Bits 6:0 —

The range that can be set is 01-12 (BCD).
The lowest four bits encode the units. The higher bits encode the tens.

— YEAR([7:0] Current Year
The range that can be set is 0099 (BCD).
The lowest four bits encode the units. The higher bits encode the tens.

CENT[6:0] Current Century
Note: Value 20 (BCD) is always written in CENT whatever the value entered, thus there is no trigger event on
RTC_VER.NVCAL regarding CENT.

The range that can be set is 20 (Gregorian) (BCD) or 13-14 (Persian) (BCD).
The lowest four bits encode the units. The higher bits encode the tens.
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22.6.6 RTC Time Alarm Register

Name: RTC_TIMALR
Offset: 0x10
Reset: 0x00000000

Property: Read/Write

In UTC mode, this register view is not relevant, see 22.6.7. RTC_TIMALR (UTC_MODE).

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).

To change one of the SEC, MIN, HOUR fields, it is recommended to disable the field before changing the value and
then re-enable it after the change has been made. This requires up to three accesses to the RTC_TIMALR. The first
access clears the enable corresponding to the field to change (SECEN, MINEN, HOUREN). If the field is already
cleared, this access is not required. The second access performs the change of the value (SEC, MIN, HOUR). The
third access is required to re-enable the field by writing 1 in SECEN, MINEN, HOUREN fields.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
HOUREN AMPM HOURJ5:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1 10 9 8
MINEN MIN[6:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
SECEN SECI[6:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 23 —- HOUREN Hour Alarm Enable

Value Name Description
0 DISABLED The hour-matching alarm is disabled.
1 ENABLED The hour-matching alarm is enabled.

Bit 22 — AMPM AM/PM Indicator
Corresponds to the BCD-coded hour counter.

Bits 21:16 — HOUR[5:0] Hour Alarm
Corresponds to the BCD-coded hour counter.

Bit 15 — MINEN Minute Alarm Enable

Value Name Description
0 DISABLED The minute-matching alarm is disabled.
1 ENABLED The minute-matching alarm is enabled.

Bits 14:8 — MIN[6:0] Minute Alarm
Corresponds to the BCD-coded minute counter.

Bit 7 — SECEN Second Alarm Enable
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Value Name Description
0 DISABLED The second-matching alarm is disabled.
1 ENABLED The second-matching alarm is enabled.

Bits 6:0 — SEC[6:0] Second Alarm
Corresponds to the BCD-coded second counter.
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22.6.7 RTC Time Alarm Register (UTC_MODE)

Name: RTC_TIMALR (UTC_MODE)
Offset: 0x10
Reset: 0x00000000

Property: Read/Write

This register view is relevant only if UTC = 1 in RTC_MR.

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).

Bit 31 30 29 28 27 26 25 24
| UTC_TIME[31:24]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
UTC_TIME[23:16]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
UTC_TIME[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
UTC_TIME[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 31:0 — UTC_TIME[31:0] UTC_TIME Alarm
Corresponds to the UTC time counter. To change it, proceed as follows:

1. Disable the UTC alarm by clearing the UTCEN bit in RTC_CALALR if it is not already cleared.
2. Change the UTC_TIME alarm value.
3. Enable the UTC alarm by setting the UTCEN bit in RTC_CALALR.
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22.6.8 RTC Calendar Alarm Register

Name: RTC_CALALR
Offset: 0x14
Reset: 0x01010000

Property: Read/Write

In UTC mode, this register view is not relevant, see 22.6.9. RTC_CALALR (UTC_MODE).

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).

To change one of the DATE, MONTH fields, it is recommended to disable the field before changing the value and
then re-enable it after the change has been made. This requires up to three accesses to the RTC_CALALR. The first
access clears the enable corresponding to the field to change (DATEEN, MTHEN). If the field is already cleared, this
access is not required. The second access performs the change of the value (DATE, MONTH). The third access is
required to re-enable the field by writing 1 in DATEEN, MTHEN fields.

Bit 31 30 29 28 27 26 25 24
| DATEEN | | DATE[5:0]
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 1
Bit 23 22 21 20 19 18 17 16
MTHEN MONTHI[4:0]
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 1
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
Access
Reset

Bit 31 — DATEEN Date Alarm Enable

Value Name Description
0 DISABLED The date-matching alarm is disabled.
1 ENABLED The date-matching alarm is enabled.

Bits 29:24 — DATE[5:0] Date Alarm
Corresponds to the BCD-coded date counter.

Bit 23 - MTHEN Month Alarm Enable

Value Name Description
0 DISABLED The month-matching alarm is disabled.
1 ENABLED The month-matching alarm is enabled.

Bits 20:16 — MONTH[4:0] Month Alarm
Corresponds to the BCD-coded month counter.
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22.6.9 RTC Calendar Alarm Register (UTC_MODE)

Name: RTC_CALALR (UTC_MODE)
Offset: 0x14
Reset: 0x01010000

Property: Read/Write

This register view is relevant only if UTC = 1 in RTC_MR.

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1" 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
UTCEN
Access R/W
Reset 0

Bit 0 —- UTCEN UTC Alarm Enable
Corresponds to the BCD-coded month counter.

Value Name Description
0 DISABLED The UTC-matching alarm is disabled.
1 ENABLED The UTC-matching alarm is enabled.
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22.6.10 RTC Status Register

Name: RTC_SR
Offset: 0x18
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 1" 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

TDERR CALEV TIMEV SEC ALARM ACKUPD
Access R R R R R R
Reset 0 0 0 0 0 0

Bit 5 — TDERR Time and/or Date Free Running Error
If the RTC is configured in UTC mode, the value returned by this field is not relevant.

Value Name Description

CORRECT The internal free running counters are carrying valid values since the last read of the
Status Register (RTC_SR).
1 ERR_TIMEDATE The internal free running counters have been corrupted (invalid date or time, non-

BCD values) since the last read and/or they are still invalid.

Bit 4 - CALEV Calendar Event
The calendar event is selected in the CALEVSEL field in the Control Register (RTC_CR) and can be any one of the
following events: week change, month change and year change. If the RTC is configured in UTC mode, the value
returned by this field is not relevant.
NO_CALEVENT No calendar event has occurred since the last clear.
1 CALEVENT At least one calendar event has occurred since the last clear.

Bit 3 — TIMEV Time Event
The time event is selected in the TIMEVSEL field in the Control Register (RTC_CR) and can be any one of the
following events: minute change, hour change, noon, midnight (day change). If the RTC is configured in UTC mode,
the value returned by this field is not relevant.

Value Name Description
NO_TIMEVENT No time event has occurred since the last clear.
1 TIMEVENT At least one time event has occurred since the last clear.

Bit 2 - SEC Second Event

Value Name Description
0 NO_SECEVENT No second event has occurred since the last clear.
1 SECEVENT At least one second event has occurred since the last clear.
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Bit 1 — ALARM Alarm Flag

Value Name Description
0 NO_ALARMEVENT No alarm matching condition occurred.
1 ALARMEVENT An alarm matching condition has occurred.
Bit 0 - ACKUPD Acknowledge for Update
Value Name Description
0 FREERUN Time and calendar registers cannot be updated.
1 UPDATE Time and calendar registers can be updated.
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22.6.11 RTC Status Clear Command Register

Name: RTC_SCCR
Offset: 0x1C
Reset: -

Property: Write-only

Due to the asynchronous operation of the RTC with respect to the system bus, three slow clock cycles must be
completed between two accesses to this register.

The following configuration values are valid for all listed bit names of this register:

0: No effect.

1: Clears the corresponding status flag in the Status register (RTC_SR).

Bit 31 30 28 27 26 25 24
Access
Reset

Bit 23 22 20 19 18 17 16
Access
Reset

Bit 15 14 12 11 10 9 8
Access
Reset

Bit 7 6 4 3 2 1 0

CALCLR TIMCLR SECCLR ALRCLR ACKCLR
Access w w w W W
Reset - - - - -

Bit 5 - TDERRCLR Time and/or Date Free Running Error Clear
If the RTC is configured in UTC mode, this bit has no effect.

Bit 4 — CALCLR Calendar Clear

If the RTC is configured in UTC mode, this bit has no effect.

Bit 3 — TIMCLR Time Clear

If the RTC is configured in UTC mode, this bit has no effect.

Bit 2 — SECCLR Second Clear
Bit 1 — ALRCLR Alarm Clear

Bit 0 — ACKCLR Acknowledge Clear
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22.6.12 RTC Interrupt Enable Register

Name: RTC_IER
Offset: 0x20
Reset: -

Property: Write-only

This register can only be written if the WPITEN bit is cleared in the System Controller Write Protection Mode Register

(SYSC_WPMR).

The following configuration values are valid for all listed bit names of this register:

0: No effect.

1: Enables the corresponding interrupt.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
TDERREN CALEN TIMEN SECEN ALREN ACKEN
Access w w w w w w
Reset - - - - - —
Bit 5 - TDERREN Time and/or Date Error Interrupt Enable
If the RTC is configured in UTC mode, this bit has no effect.
Bit 4 —- CALEN Calendar Event Interrupt Enable
If the RTC is configured in UTC mode, this bit has no effect.
Bit 3 — TIMEN Time Event Interrupt Enable
If the RTC is configured in UTC mode, this bit has no effect.
Bit 2 - SECEN Second Event Interrupt Enable
Bit 1 — ALREN Alarm Interrupt Enable
Bit 0 — ACKEN Acknowledge Update Interrupt Enable
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22.6.13 RTC Interrupt Disable Register

Name: RTC_IDR
Offset: 0x24
Reset: -

Property: Write-only

This register can only be written if the WPITEN bit is cleared in the System Controller Write Protection Mode Register

(SYSC_WPMR).

The following configuration values are valid for all listed bit names of this register:

0: No effect.

1: Disables the corresponding interrupt.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
TDERRDIS CALDIS TIMDIS SECDIS ALRDIS ACKDIS
Access w w w w w w
Reset - - - - - —
Bit 5 — TDERRDIS Time and/or Date Error Interrupt Disable
If the RTC is configured in UTC mode, this bit has no effect.
Bit 4 — CALDIS Calendar Event Interrupt Disable
If the RTC is configured in UTC mode, this bit has no effect.
Bit 3 — TIMDIS Time Event Interrupt Disable
If the RTC is configured in UTC mode, this bit has no effect.
Bit 2 - SECDIS Second Event Interrupt Disable
Bit 1 — ALRDIS Alarm Interrupt Disable
Bit 0 — ACKDIS Acknowledge Update Interrupt Disable
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22.6.14 RTC Interrupt Mask Register

Name: RTC_IMR
Offset: 0x28
Reset: 0x00000000

Property: Read-only

The following configuration values are valid for all listed bit names of this register:
0: The corresponding interrupt is disabled.

1: The corresponding interrupt is enabled.

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 11 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

TDERR CAL TIM SEC ALR ACK
Access R R R R R R
Reset 0 0 0 0 0 0

Bit 5 — TDERR Time and/or Date Error Mask
If the RTC is configured in UTC mode, this bit has no effect.

Bit 4 — CAL Calendar Event Interrupt Mask
If the RTC is configured in UTC mode, this bit has no effect.

Bit 3 — TIM Time Event Interrupt Mask
If the RTC is configured in UTC mode, this bit has no effect.

Bit 2 — SEC Second Event Interrupt Mask
Bit 1 — ALR Alarm Interrupt Mask

Bit 0 — ACK Acknowledge Update Interrupt Mask
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22.6.15 RTC Valid Entry Register

Name: RTC_VER
Offset: 0x2C
Reset: 0x00000000

Property: Read-only

If the RTC is configured in UTC mode, the values returned by this register are not relevant.

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 1" 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

NVCALALR NVTIMALR NVCAL NVTIM
Access R R R R
Reset 0 0 0 0

Bit 3 — NVCALALR Non-valid Calendar Alarm

Value Description

No invalid data has been detected in RTC_CALALR or in RTC_MR.UTC=1.
1 RTC_CALALR has contained invalid data since it was last programmed.

Bit 2 — NVTIMALR Non-valid Time Alarm

Value Description

No invalid data has been detected in RTC_TIMALR or in RTC_MR.UTC=1.
1 RTC_TIMALR has contained invalid data since it was last programmed.

Bit 1 — NVCAL Non-valid Calendar

Value Description

No invalid data has been detected in RTC_CALR orin RTC_MR.UTC=1.
1 RTC_CALR has contained invalid data since it was last programmed.

Bit 0 — NVTIM Non-valid Time

Value Description

No invalid data has been detected in RTC_TIMR or in RTC_MR.UTC=1.
1 RTC_TIMR has contained invalid data since it was last programmed.
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22.6.16 RTC Tamper Control Register

Name: RTC_TCR
Offset: 0x34
Reset: 0x00000000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
FGPBRCLR TAMPCLR
Access R/W R/W
Reset 0 0
Bit 15 14 13 12 1 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
TAMPEN4 TAMPEN3 TAMPEN2 TAMPEN1 TAMPENO
Access R/W R/W R/W R/W R/W
Reset 0 0 0 0 0

Bit 17 - FGPBRCLR Full GPBR Clear

Value Name Description
0 HALF | If TAMPCLR is set to ‘1’, a tamper event immediately clears GPBRO to GPBR11.
1 FULL  If TAMPCLR is set to ‘1’, a tamper event immediately clears all GPBRs.

Bit 16 —- TAMPCLR Tamper Clear

Value Name Description
0 NOT_ENABLE | A Tamper event does not create an immediate clear on GPBR registers.
1 ENABLE Tamper event on TMPO or TMP4 generates an immediate clear on GPBR registers.

The number of cleared GPBR registers depends on the value of FGPBRCLR.

Bits 0, 1, 2, 3, 4 — TAMPENXx Tampering of TMPx input enabled

Value Name Description
0 TIMESTAMP_OFF Tamper event on TMPx input is not timestamped.
1 TIMESTAMP_ON Tamper event on TMPx input is timestamped.
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22.6.17 RTC Tamper Input Status Register

Name: RTC_TISR
Offset: 0x38
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 1" 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

TISR4 TISR3 TISR2 TISR1 TISRO
Access R R R R R
Reset 0 0 0 0 0

Bits 0, 1, 2, 3, 4 — TISRx TMPx Input Status Register

Value Description

0 TMPx input level is low
1 TMPx input level is high
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22.6.18 RTC First Stamping Time Register x

Name: RTC_FSTRx
Offset: 0x40 + x*0x10 [x=0..4]
Reset: 0x00000000

Property: Read-only

This configuration is relevant only if RTC_MR.UTC = 0.

RTC_FSTRXx reports the timestamp time of the first tamper event that occurred on TMPx after the last read of

RTC_LSDRXx.
Bit 31 30 29 28 27 26 25 24
[ BACKUP | TEVCNTI[3:0]
Access R R R R R
Reset 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
AMPM HOUR][5:0]
Access R R R R R R R
Reset 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
MIN[6:0]
Access R R R R R R R
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
SEC[6:0]
Access R R R R R R R
Reset 0 0 0 0 0 0 0

Bit 31 - BACKUP System Mode of the Tamper (cleared by reading RTC_LSDRX)

Value Description

0 The system is not in Backup mode when the tamper event occurs.
1 The system is in Backup mode when the tamper event occurs.

Bits 27:24 — TEVCNT[3:0] Tamper Events Counter (cleared by reading RTC_LSDRX)

Each time a tamper event occurs, this counter is incremented. This counter saturates at 15. Once this value is

reached, it is no longer possible to know the exact number of tamper events.

If this field is not null, at least one tamper event has occurred since the last register reset and the values stored in

RTC_FSTRx, RTC_FSDRx, RTC_LSTRx, RTC_LSDRX registers are valid.
Bit 22 - AMPM AM/PM Indicator of the Tamper (cleared by reading RTC_LSDRX)
Bits 21:16 — HOUR[5:0] Hours of the Tamper (cleared by reading RTC_LSDRXx)
Bits 14:8 — MIN[6:0] Minutes of the Tamper (cleared by reading RTC_LSDRX)

Bits 6:0 — SEC[6:0] Seconds of the Tamper (cleared by reading RTC_LSDRX)
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22.6.19 RTC First Stamping Time Register x (UTC_MODE)

Name:
Offset:
Reset:
Property:

This configuration is relevant only if RTC_MR.UTC = 1.

RTC_FSTRx (UTC_MODE)

0x40 + x*0x10 [x=0..4]

0x00000000
Read-only

RTC_FSTRXx reports the timestamp time of the first tamper event that occurred on TMPx after the last read of

RTC_LSDRXx.
Bit 31 30 29 28 27 26 25 24
| BACKUP |
Access R R R R R
Reset 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
Access
Reset

Bit 31 - BACKUP System Mode of the Tamper (cleared by reading RTC_LSDRXx)

Value Description

0
1

Bits 27:24 — TEVCNT[3:0] Tamper Events Counter (cleared by reading RTC_LSDRXx)

The system is not in Backup mode when the tamper event occurs.
The system is in Backup mode when the tamper event occurs.

Each time a tamper event occurs, this counter is incremented. This counter saturates at 15. Once this value is

reached, it is no longer possible to know the exact number of tamper events.

If this field is not null, at least one tamper event has occurred since the last register reset and the values stored in

RTC_FSTRx, RTC_FSDRx, RTC_LSTRx, RTC_LSDRX registers are valid.
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22.6.20 RTC First Stamping Date Register x

Name: RTC_FSDRx
Offset: 0x44 + x*0x10 [x=0..4]
Reset: 0x00000000

Property: Read-only

This configuration is relevant only if RTC_MR.UTC = 0.

RTC_FSDRXx reports the timestamp date of the first tamper event that occurred on TMPx pins after the last read of

RTC_LSDRx.
Bit 31 30 29 28 27 26 25 24
| | DATE[5:0]
Access R R R R R R
Reset 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
DAY[2:0] MONTHI[4:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
YEAR[6:0]
Access R R R R R R R
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
CENTI[6:0]
Access R R R R R R R
Reset 0 0 0 0 0 0 0

Bits 29:24 — DATE[5:0] Date of the Tamper (cleared by reading RTC_LSDRXx)
Bits 23:21 — DAY[2:0] Day of the Tamper (cleared by reading RTC_LSDRXx)

Bits 20:16 — MONTH[4:0] Month of the Tamper (cleared by reading RTC_LSDRX)
Bits 14:8 — YEAR[6:0] Year of the Tamper (cleared by reading RTC_LSDRXx)

Bits 6:0 —- CENT[6:0] Century of the Tamper (cleared by reading RTC_LSDRX)
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22.6.21 RTC First Stamping Date Register x (UTC_MODE)

Name: RTC_FSDRx (UTC_MODE)
Offset: 0x44 + x*0x10 [x=0..4]
Reset: 0x00000000

Property: Read-only

This configuration is relevant only if RTC_MR.UTC = 1.

RTC_FSDRXx reports the timestamp date of the first tamper event that occurred on TMPx pins after the last read of

RTC_LSDRx.
Bit 31 30 29 28 27 26 25 24
| UTC_TIME[31:24]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
UTC_TIME[23:16]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
UTC_TIME[15:8]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
UTC_TIMEJ7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 31:0 — UTC_TIME[31:0] Time of the Tamper (cleared by reading RTC_LSDRXx)
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22.6.22 RTC Last Stamping Time Register x

Name: RTC_LSTRXx
Offset: 0x48 + x*0x10 [x=0..4]
Reset: 0x00000000

Property: Read-only

This configuration is relevant only if RTC_MR.UTC = 0.

RTC_LSTRXx reports the timestamp time of the last tamper event that occured on TMPx pins after the last read of

RTC_LSDRx.
Bit 31 30 29 28 27 26 25 24
| BACKUP |
Access R
Reset 0
Bit 23 22 21 20 19 18 17 16
AMPM HOURJ5:0]
Access R R R R R R R
Reset 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
MIN[6:0]
Access R R R R R R R
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
SECI[6:0]
Access R R R R R R R
Reset 0 0 0 0 0 0 0

Bit 31 - BACKUP System Mode of the Tamper (cleared by reading RTC_LSDRX)

Value Description

0 The system is not in Backup mode when the tamper event occurs.
1 The system is in Backup mode when the tamper event occurs.

Bit 22 - AMPM AM/PM Indicator of the Tamper (cleared by reading RTC_LSDRXx)
Bits 21:16 — HOUR[5:0] Hours of the Tamper (cleared by reading RTC_LSDRXx)
Bits 14:8 — MIN[6:0] Minutes of the Tamper (cleared by reading RTC_LSDRX)

Bits 6:0 — SEC[6:0] Seconds of the Tamper (cleared by reading RTC_LSDRX)
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22.6.23 RTC Last Stamping Time Register x (UTC_MODE)

Name: RTC_LSTRx (UTC_MODE)
Offset: 0x48 + x*0x10 [x=0..4]
Reset: 0x00000000

Property: Read-only

This configuration is relevant only if RTC_MR.UTC = 1.

RTC_LSTRXx reports the timestamp time of the last tamper event that occured on TMPx pins after the last read of

RTC_LSDRXx.
Bit 31 30 29 28 27 26 25 24
| BACKUP |
Access R
Reset 0
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
Access
Reset

Bit 31 - BACKUP System Mode of the Tamper (cleared by reading RTC_LSDRXx)

Value Description

0 The system is not in Backup mode when the tamper event occurs.
1 The system is in Backup mode when the tamper event occurs.
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22.6.24 RTC Last Stamping Date Register x

Name: RTC_LSDRXx
Offset: 0x4C + x*0x10 [x=0..4]
Reset: 0x00000000

Property: Read-only

This configuration is relevant only if RTC_MR.UTC = 0.

RTC_LSDRXx reports the timestamp date of the last tamper event that occurred on TMPx pins after the last read of

RTC_LSDRXx.
Bit 31 30 29 28 27 26 25 24
| | DATE[5:0]
Access R R R R R R
Reset 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
DAY[2:0] MONTH[4:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
YEAR[6:0]
Access R R R R R R R
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
CENT[6:0]
Access R R R R R R R
Reset 0 0 0 0 0 0 0
Bits 29:24 — DATE[5:0] Date of the Tamper (cleared on read)
Bits 23:21 — DAY[2:0] Day of the Tamper (cleared on read)
Bits 20:16 — MONTH[4:0] Month of the Tamper (cleared on read)
Bits 14:8 — YEAR[6:0] Year of the Tamper (cleared on read)
Bits 6:0 — CENT[6:0] Century of the Tamper (cleared on read)
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22.6.25 RTC Last Stamping Date Register x (UTC_MODE)

Name: RTC_LSDRx (UTC_MODE)
Offset: 0x4C + x*0x10 [x=0..4]
Reset: 0x00000000

Property: Read-only

This configuration is relevant only if RTC_MR.UTC = 1.

RTC_LSDRXx reports the timestamp date of the last tamper event that occurred on TMPx pins after the last read of

RTC_LSDRXx.
Bit 31 30 29 28 27 26 25 24
| UTC_TIME[31:24]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
UTC_TIME[23:16]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
UTC_TIME[15:8]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
UTC_TIMEJ7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 31:0 — UTC_TIME[31:0] Time of the Tamper (cleared on read)
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23. Real-time Timer (RTT)

231 Description

The Real-time Timer (RTT) is built around a 32-bit counter used to count roll-over events of the programmable 16-bit
prescaler driven from the 32-kHz slow clock source. It generates a periodic interrupt and/or triggers an alarm on a
programmed value.

The RTT can also be configured to be driven by the 1Hz RTC signal, thus taking advantage of a calibrated 1Hz clock.

The slow clock source can be fully disabled to reduce power consumption when only an elapsed seconds count is
required.

23.2 Embedded Characteristics
» 32-bit Free-running Counter on Prescaled Slow Clock or RTC Calibrated 1Hz Clock
» 16-bit Configurable Prescaler
* Interrupt on Alarm or Counter Increment
* Programmable Event

23.3 Block Diagram

Figure 23-1. RTT Block Diagram
RTT_MR RTT_MR RTT_MR

| rTDIS | [ RTTRST| [ RTPRES |
‘L ‘L RTT_MR
reload RTTINCIEN
16-bit
RTT Prescaler 0 set l
slow clock
. RTT_MR l RTT_SR | RTTINC w
RTC 1Hz reset
RTTRSTI—A 1 0
RTT_MR l | l /
RTCIHZ |\1 0/ oo rit_int
[ > ; d b
> Counter rea .
RTT_SR RTT_MR
ALMIEN
RTT_VR| CRTV reset
Rr1 sk Avs s
NS set
rtt_alarm
RTT_AR = or (event to exit
system from
ALMV |~ low-power
mode)
RTT_MR
o> CRTV ™ INC2AEN
RTT_MODR [ SELINC2 modulo N =
‘0 set
L~ RTT_SR| RTTING2

reset

read
RTT_SR

© 2022 Microchip Technology Inc. Complete Data Sheet DS60001780B-page 360
and its subsidiaries



23.4

PIC32CXMTG
Real-time Timer (RTT)

Functional Description
The programmable 16-bit prescaler value can be configured through the RTPRES field in the RTT Mode register
(RTT_MR).

Configuring RTPRES to 0x8000 (default value) corresponds to feeding the real-time counter with a 1Hz signal (if the
slow clock is 32.768 kHz). The 32-bit counter can count up to 232 seconds, corresponding to more than 136 years,
then roll over to 0. Bit RTTINC in the RTT Status register (RTT_SR) is set each time there is a prescaler roll-over
(see the figure below).

The real-time 32-bit counter can also be supplied by the 1Hz RTC clock. This mode is applicable when the RTC 1Hz
is calibrated (RTC_MR.CORRECTION # 0) in order to ensure the synchronism between RTC and RTT counters.

Setting RTT_MR.RTC1HZ drives the 32-bit RTT counter from the 1Hz RTC clock. In this mode, RTPRES has no
effect on the 32-bit counter.

The prescaler roll-over generates an increment of the RTT counter if RTC1HZ = 0. Otherwise, if RTC1HZ = 1, the
RTT counter is incremented every second. RTTINC is set independently from the 32-bit counter increment.

The RTT can also be used as a free-running timer with a lower time-base. The best accuracy is achieved by writing
RTT_MR.RTPRES to 3.

Programming RTPRES to 1 or 2 is forbidden.

The CRTV field can be read at any time in the RTT Value register (RTT_VR). As this value can be updated
asynchronously with the peripheral bus clock, CRTV must be read twice at the same value to read a correct value.

The current value of the counter is compared with the value written in the RTT Alarm register (RTT_AR). If the
counter value matches the alarm, the ALMS bit in the RTT_SR is set. The RTT_AR is set to its maximum value
(OXFFFFFFFF) after a reset.

ALMS is always a source of the RTT alarm signal that may be used to exit the system from low power modes (see
the RTT Block Diagram above).

The alarm interrupt must be disabled (RTT_MR.ALMIEN must be cleared) when writing a new value to
RTT_AR.ALMV.

RTT_SR.RTTINC can be used to start a periodic interrupt. The period is one second when RTT_MR.RTPRES =
0x8000 and the slow clock = 32.768 kHz.

RTT_MR.RTTINCIEN must be cleared prior to writing a new value in RTT_MR. RTPRES.
Reading RTT_SR automatically clears RTT_SR.RTTINC and RTT_SR.ALMS.

Writing RTT_MR.RTTRST immediately reloads and restarts the clock divider with the new programmed value. This
also resets the 32-bit counter.

When not used, the RTT can be disabled in order to suppress dynamic power consumption in this module. This can
be achieved by setting RTT_MR.RTTDIS.
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Figure 23-2. RTT Counting
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The RTTINC2 flag is set when the number of prescaler roll-overs programmed through the SELINC2 field in the RTT
Modulo Selection register (RTT_MODR) has been reached since the last read of RTT_SR.

For example, it is possible to generate 2 sources of interrupt of different periods with flags RTTINC and RTTINC2. If
the RTT slow clock frequency is 32.768 kHz and RTPRES=32, the RTTINC flag rises 1024 times per second (less
than 1 ms period). If the field SELINC2=5, the RTTINC2 flag rises once per second.

If RTTINC is defined as the unique source of interrupt (RTTINCEN=1, ALMIEN=0 and INC2AEN=0 in RTT_MR), the
value read in RTT_SR by the interrupt handler determines if the current interrupt event corresponds to a 1-second
event (RTT_SR[2:1]=3) or to a 1-millisecond event (RTT_SR[2:1]=1). See the figure below.

If the bit INC2AEN=1, RTTINC2 flag is also a source for the RTT alarm signal. See RTT Block Diagram.

Figure 23-3. RTTINC2 Behavior
RTT slow clock=32.768KHz, RTPRES=32, SELINC2=5

1 second 1 second
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Register Summary
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23.5.1 Real-time Timer Mode Register
Name RTT_MR
Offset: 0x00
Reset: 0x00008000
Property Read/Write
This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).
Bit 31 30 29 28 27 26 25 24
| | RTC1HZ
Access R/W
Reset 0
Bit 23 22 21 20 19 18 17 16
INC2AEN RTTDIS RTTRST RTTINCIEN ALMIEN
Access R/W R/W R/W R/W R/W
Reset 0 0 0 0 0
Bit 15 14 13 12 1 10 9 8
RTPRES[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 1 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
RTPRES[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 24 - RTC1HZ Real-Time Clock 1Hz Clock Selection

Value Description
0 The RTT 32-bit counter is driven by the 16-bit prescaler roll-over events.
1 The RTT 32-bit counter is driven by the 1Hz RTC clock.

Bit 21 — INC2AEN RTTINC2 Alarm and Interrupt Enable

Value Description
0 The RTTINC2 flag is not a source of the RTT alarm signal nor a source of interrupt.
1 The RTTINC2 flag is a source of the RTT alarm signal and a source of interrupt.

Bit 20 — RTTDIS Real-time Timer Disable

Value Description
0 The RTT is enabled.
1 The RTT is disabled (no dynamic power consumption).

Bit 18 — RTTRST Real-time Timer Restart

Value Description

0 No effect.

1 Reloads and restarts the clock divider with the new programmed value. This also resets the 32-bit
counter.

Bit 17 — RTTINCIEN Real-time Timer Increment Interrupt Enable
Value Description
0 The bit RTTINC in RTT_SR has no effect on interrupt.
1 The bit RTTINC in RTT_SR asserts interrupt.

Bit 16 — ALMIEN Alarm Interrupt Enable
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Value Description
0 The bit ALMS in RTT_SR has no effect on interrupt.

1 The bit ALMS in RTT_SR asserts interrupt.

Bits 15:0 —- RTPRES[15:0] Real-time Timer Prescaler Value
Defines the number of RTT slow clock periods required to increment the Real-time timer. The RTTINCIEN bit must be
cleared prior to writing a new RTPRES value.
RTPRES is defined as follows:
+ RTPRES = 0: The prescaler period is equal to 2'¢ * slow clock periods.
+ RTPRES =1 or 2: forbidden.

« RTPRES #0, 1 or 2: The prescaler period is equal to RTPRES * slow clock periods.
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23.5.2 Real-time Timer Alarm Register

Name: RTT_AR
Offset: 0x04
Reset: OxFFFFFFFF

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).

Bit 31 30 29 28 27 26 25 24
| ALMV[31:24]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1 1 1
Bit 23 22 21 20 19 18 17 16
ALMV[23:16]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1 1 1
Bit 15 14 13 12 11 10 9 8
ALMV[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1 1 1
Bit 7 6 5 4 3 2 1 0
ALMV[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W

Reset 1 1 1 1 1 1 1 1

Bits 31:0 — ALMV[31:0] Alarm Value
When the CRTV value in RTT_VR equals the ALMV field, the ALMS flag is set in RTT_SR.
The alarm interrupt must be disabled (ALMIEN must be cleared in RTT_MR) when writing a new ALMV value.
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23.5.3 Real-time Timer Value Register

Name: RTT_VR
Offset: 0x08
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
CRTV[31:24]

Access R R R R R R R R

Reset 0 0 0 0 0 0 0 0

Bit 23 22 21 20 19 18 17 16
CRTV[23:16]

Access R R R R R R R R

Reset 0 0 0 0 0 0 0 0

Bit 15 14 13 12 11 10 9 8
CRTV[15:8]

Access R R R R R R R R

Reset 0 0 0 0 0 0 0 0

Bit 7 6 5 4 3 2 1 0

CRTV[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 31:0 — CRTV[31:0] Current Real-time Value
Returns the current value of the RTT.
As CRTV can be updated asynchronously, it must be read twice at the same value.
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23.5.4 Real-time Timer Status Register

Name: RTT_SR
Offset: 0x0C
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 1" 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

RTTINC2 RTTINC ALMS
Access R R R
Reset 0 0 0

Bit 2 - RTTINC2 Predefined Number of Prescaler Roll-overs Status (cleared on read)

Value Description

0 SELINC2 = 0 or the number of prescaler roll-overs programmed through the SELINC2 field in
RTT_MODR has not been reached since the last read of the RTT_SR.

1 The number of prescaler roll-overs programmed through the SELINC2 field has been reached since

the last read of the RTT_SR.

Bit 1 — RTTINC Prescaler Roll-over Status (cleared on read)

Value Description
0 No prescaler roll-over occurred since the last read of the RTT_SR.
1 Prescaler roll-over occurred since the last read of the RTT_SR.

Bit 0 - ALMS Real-time Alarm Status (cleared on read)

Value Description
0 The Real-time Alarm has not occurred since the last read of RTT_SR.
1 The Real-time Alarm occurred since the last read of RTT_SR.
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23.5.5 Real-time Timer Modulo Selection Register

Name:
Offset:
Reset:
Property:

RTT_MODR

0x10

0x00000000
Read/Write

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
SELINC2[2:0]
Access R/W R/W R/W
Reset 0 0 0

Bits 2:0 — SELINC2[2:0] Selection of the 32-bit Counter Modulo to generate RTTINC2 Flag

Value

g b w NP O

Name

Description

NO_RTTINC2 The RTTINC2 flag never rises.

The RTTINC2 flag is set when CRTV modulo 64 equals 0.

The RTTINC2 flag is set when CRTV modulo 128 equals 0.

The RTTINC2 flag is set when CRTV modulo 256 equals 0.

The RTTINC2 flag is set when CRTV modulo 512 equals 0.

The RTTINC2 flag is set when CRTV modulo 1024 equals 0.

Example: If RTPRES=32 then RTTINC2 flag rises once per second if the slow clock is

MODG64

MOD128
MOD256
MOD512

MOD1024

MOD2048
MOD4096

32.768 kHz.

The RTTINC2 flag is set when CRTV modulo 2048 equals O.
The RTTINC2 flag is set when CRTV modulo 4096 equals O.
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General Purpose Backup Registers (GPBR)

Description
The System Controller embeds 768 bits of General Purpose Backup registers organized as 24 32-bit registers.
It is possible to generate an immediate clear of the content of General Purpose Backup registers 0 to 11 (first half),

if a tamper event is detected on one of the tamper pins, TMPO to TMP4 by writing RTC_TCR.TAMPCLR to ‘1’. The
content of the other General Purpose Backup registers (second half) remains unchanged.

The immediate clear on tamper detection can be extended to all General Purpose Backup registers by writing
RTC_TCR.FGPBRCLR to ‘1.

It is also possible to generate an immediate clear of all General Purpose Backup registers if the embedded Flash is
erased by writing SUPC_EMR.FLRSGPBR to ‘1’ in the Supply Controller.

SYS_GPBRO to SYS_GPBR15 can be individually (each 32-bit part-select) read- and write-protected by configuring
GPBR_MR. This register is write-once, which means that once it has been configured, the read or write protection is
available until the loss of VDDBU.

Embedded Characteristics
» 768 bits of General Purpose Backup Registers
* Immediate Clear on Tamper Event
* Read and Write Protection for SYS_GPBRO to SYS_GPBR15

© 2022 Microchip Technology Inc. Complete Data Sheet DS60001780B-page 370
and its subsidiaries



PIC32CXMTG
General Purpose Backup Registers (GPBR)

24.3 Register Summary

E=lme TEm=l 7 o e o e [ a fa o]

31:24 GPBRRP15 | GPBRRP14 | GPBRRP13 | GPBRRP12 | GPBRRP11 | GPBRRP10 | GPBRRP9 | GPBRRP8
23:16 GPBRRP7 | GPBRRP6 | GPBRRP5 | GPBRRP4 | GPBRRP3 | GPBRRP2 | GPBRRP1 GPBRRPO

0x00 GPBR_MR
X - 15:8 GPBRWP15 | GPBRWP14 A GPBRWP13 | GPBRWP12 | GPBRWP11 | GPBRWP10 | GPBRWP9 | GPBRWP8
7:0 GPBRWP7 | GPBRWP6 | GPBRWP5 | GPBRWP4 | GPBRWP3 | GPBRWP2 | GPBRWP1 | GPBRWPO
0x04
Reserved
0x07
31:24 GPBR_VALUE[31:24]
00 SYS_GPBRO 23:16 GPBR_VALUE[23:16]
15:8 GPBR_VALUE[15:8]
7:0 GPBR_VALUE[7:0]
31:24 GPBR_VALUE[31:24]
o6t ovs operas | 2316 GPBR_VALUE[23:16]
- 15:8 GPBR_VALUE[15:8]
7.0 GPBR_VALUE[7:0]
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24.31 GPBR Mode Register

Name: GPBR_MR
Offset: 0x0
Reset: 0x00000000

Property: Read/Write-Once

This register is write-once. All bits are cleared at first power-up and on each loss of VDDBU.

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).

Bit 31 30 29 28 27 26 25 24
| GPBRRP15 | GPBRRP14 GPBRRP13 GPBRRP12 GPBRRP11 GPBRRP10 GPBRRP9 GPBRRP8
Access R/wW R/W R/W R/wW R/wW RwW R/W R/wW
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
GPBRRP7 GPBRRP6 GPBRRP5 GPBRRP4 GPBRRP3 GPBRRP2 GPBRRP1 GPBRRPO
Access R/W R/wW R/W R/wW R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1" 10 9 8
GPBRWP15 | GPBRWP14 | GPBRWP13 | GPBRWP12 | GPBRWP11 GPBRWP10 GPBRWP9 GPBRWP8
Access R/wW R/wW R/wW R/wW R/wW RwW R/W R/wW
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
GPBRWP7 GPBRWP6 GPBRWP5 GPBRWP4 GPBRWP3 GPBRWP2 GPBRWP1 GPBRWPO
Access R/W R/wW R/W R/wW R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 —- GPBRRPx GPBRx Read Protection
Value Description
0 The content of the corresponding GPBR register (32-bit part-select) can be read.
1 The corresponding GPBR register (32-bit part-select) always returns zero when read.

Bits 0,1, 2, 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15 - GPBRWPx GPBRx Write Protection
Value Description
0 The corresponding GPBR register (32-bit part-select) can be written.
1 The corresponding GPBR register (32-bit part-select) is write-protected.
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24.3.2 General Purpose Backup Register x [x=0..23]

Name: SYS_GPBRx
Offset: 0x08 + x*0x04 [x=0..23]
Reset: 0x00000000

Property: R/W

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).

These registers are reset at first power-up and on each loss of VDDBU.

Bit 31 30 29 28 27 26 25 24
| GPBR_VALUE[31:24]
Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
GPBR_VALUE[23:16]
Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1 10 9 8
GPBR_VALUE[15:8]
Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
GPBR_VALUE[7:0]
Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0

Bits 31:0 —- GPBR_VALUE[31:0] Value of SYS_GPBRx
Note: If a Tamper event has been detected, it is not possible to write GPBR_VALUE as long as the LPDBCSO0 or
LPDBCS4 flag has not been cleared in the Supply Controller Status register (SUPC_SR).
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Special Function Registers (SFR)

Description

Special Function Registers (SFR) manage specific aspects of the integrated memory, bridge implementations,
processor and other functionality not controlled elsewhere.

Embedded Characteristics
» 32-bit Special Function Registers Control Specific Behavior of the Product

Functional Description

Register Write Protection
To prevent any single software error from corrupting SFR behavior, certain registers in the address space can be
write-protected by setting the WPEN bit in the SFR Write Protection Mode Register (SFR_WPMR).

If a write access to a write-protected register is detected, the WPVS flag in the SFR Write Protection Status Register
(SFR_WPSR) is set and the field WPSRC indicates the register in which the write access has been attempted.

The following registers can be write-protected by setting SFR_WPMR.WPEN:

* Optical Link Register
» ERASE Flash Register
* PWM Debug Register
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Register Summary

I I = 2 I RN AN (N I I

0x00
Ox6F
0x70

0x74
Ox7F
0x80

0x84

0xBO

0xB4
0xB8
OxE3

OxE4

OxE8

Reserved
31:24
23:16
SFR_FLASH 15:8
PATCH_BYPA
7:0 -
SS
Reserved
31:24
SFR OPT LNk 2316
- - 15:8
7:0 CLK_SELECT
Reserved
31:24
SFR_ERASE_FLAS| 23:16
H_SRAM 15:8
7:0 SRAMO HW_ERASE
31:24
SFR_PWM_DEBUG 2210
- - 15:8
7:0 CORE
Reserved
31:24 WPKEY[23:16]
SFR WPMR 23:16 WPKEY[15:8]
- 15:8 WPKEY[7:0]
7:0 WPEN
31:24
23:16 WPSRC[15:8]
SFR_WPSR
- 15:8 WPSRC[7:0]
7:0 WPVS
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25.41 Flash Memory Configuration Register

Name: SFR_FLASH
Offset: 0x70
Reset: 0x00000001

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1" 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
PATCH_BYPAS
S
Access R/W
Reset 1

Bit 0 - PATCH_BYPASS Patch Bypass
Value Description

0 Enables Flash high-speed patch.
1 Disables Flash high-speed patch.
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25.4.2 Optical Link Register

Name: SFR_OPT_LINK
Offset: 0x80
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1" 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
CLK_SELECT
Access R/W
Reset 0

Bit 0 —- CLK_SELECT Clock Selection

Value Description

0 PLLA Clock1 output is selected.

1 PMC PCK3 is selected.
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25.4.3 Erase Flash/SRAM Register

Name: SFR_ERASE_FLASH_SRAM
Offset: 0xBO
Reset: 0x00000001

Property: Read/Write-Once

This is a write-once register and is only unlocked by a reset.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1" 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
SRAMO HW_ERASE
Access R/WO R/WO
Reset 0 1

Bit 1 - SRAMO0 Erase SRAMO Content

Value Name Description

0 NOT_DELETED | If HW_ERASE = 1, and HW erase signal assertion occurs, SRAMO content is not
deleted.

1 DELETED If HW_ERASE = 1, and HW erase signal assertion occurs, SRAMO content is
deleted.

Bit 0 - HW_ERASE PB2/Peripherals or Hardware Erase Signal Assignment

Value Name Description
0 DISABLE | Hardware erase signal disabled. PB2 pin can be used in GPIO or Peripheral IO mode.
1 ENABLE Hardware erase signal enabled. PB2 pin is assigned to Flash erase function.
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25.44 PWM Debug Register

Name: SFR_PWM_DEBUG
Offset: 0xB4
Reset: 0x00000003
Property: Read/Write
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
CORE
Access R/W
Reset 1

Bit 0 —- CORE Debug Information Propagation Mode

Description

NOT_SENT | Core does not send the debug signal to the PWM.

Core sends the debug signal to PWM. Refer to “Debug Mode” in the section “Pulse Width

Value
0
1

Name

SENT

Modulation Controller (PWM)” for details on configuring an action when the debug signal
is active.
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25.4.5 SFR Write Protection Mode Register

Name: SFR_WPMR
Offset: OxE4
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
WPKEY[23:16]
Access W w w w w w W w
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
WPKEY[15:8]
Access W w W w w W W w
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
WPKEY[7:0]
Access W w w w w w W w
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WPEN
Access R/W
Reset 0

Bits 31:8 - WPKEY[23:0] Write Protection Key
Value Name Description
0x534652 | PASSWD | Writing any other value in this field aborts the write operation of the WPEN bit.

Always reads as 0.

Bit 0 — WPEN Write Protection Enable

Value Description
0 Disables the write protection if WPKEY value corresponds to 0x534652 (“SFR” in ASCII).
1 Enables the write protection if WPKEY value corresponds to 0x534652 (“SFR” in ASCII).
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25.4.6 SFR Write Protection Status Register

Name: SFR_WPSR
Offset: OxES8
Reset: 0x00000000

Property: Read/Write

Refer to Register Write Protection for the list of write-protected registers.

This register is fully cleared when a write is done.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
WPSRC[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
WPSRC[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WPVS
Access R/W
Reset 0

Bits 23:8 - WPSRC[15:0] Write Protection Source
When WPVS = 1, WPSRC indicates the register address offset at which a write access has been attempted.

Bit 0 —- WPVS Write Protection Violation Status

Value Description
0 No write protection violation has occurred since the last read of SFR_WPSR.
1 A write protection violation has occurred since the last read of SFR_WPSR. If this violation is an
unauthorized attempt to write a protected register, the associated violation is reported into field
WPSRC.
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Special Function Registers Backup (SFRBU)

Description

Special Function Register Backup (SFRBU) manage specific aspects of the integrated memory, bridge
implementations, processor and other functionality not controlled elsewhere.

Embedded Characteristics
» 32-bit Special Function Registers Control Specific Behavior of the Product

Functional Description

Register Write Protection

To prevent any single software error from corrupting SFRBU behavior, certain registers in the address space can be
write-protected by setting the WPEN bit in the SFRBU Write Protection Mode Register (SFRBU_WPMR).

If a write access to a write-protected register is detected, the WPVS flag in the SFRBU Write Protection Status
Register (SFRBU_WPSR) is set and the field WPSRC indicates the register in which the write access has been
attempted.

The following registers can be write-protected by setting SFRBU_WPMR.WPEN:
* 10 Retention Register
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Register Summary

I I = 2 I RN AN (N I I

0x00
0x2F
0x30
0x34
0x3F
0x40
0x44
OxE3

OxE4

OxE8

Reserved

SFRBU_IO_RETEN
TION

Reserved

SFRBU_BODCORE

Reserved

SFRBU_WPMR

SFRBU_WPSR

31:24

23:16
15:8
7:0

31:24

23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

PD_30_24
PB_26 24

PD_23 16
PB 23 16

PD_15_8 PD_7_0
PB 15 8 PB70 | PA3124

WPKEY([23:16]
WPKEY([15:8]
WPKEY([7:0]

WPSRC[15:8]
WPSRCI[7:0]

NRST
PC 22 16 | PC_15_8 PC_7.0
PA 23 16 | PA 158 PA_7 0

STATUS

WPEN

WPVS
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26.4.1 SFRBU IO Retention Register
Name: SFRBU_IO_RETENTION
Offset: 0x30
Reset: 0x0001F7FF
Property: Read/Write
The following configuration values are valid for all listed bit names of this register:
0: Keep function (IO_retention) activated in pads.
1: No Keep function (IO_retention) activated in pads.
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
NRST
Access R/W
Reset 1
Bit 15 14 13 12 11 10 9 8
PD_30_24 PD_23 16 PD_15 8 PD_7 0 PC_22 16 PC_15 8 PC 7 0
Access R/W R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1 1
Bit 7 6 5 4 3 2 1 0
PB_26_24 PB 23 16 PB_15 8 PB 7 0 PA_31 24 PA_23 16 PA_15_8 PA_7 0
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1 1 1

Bit 16 — NRST Keep Function on NRST Pad

Bit 15 — PD_30_24 Keep Function on PD24 to PD30
Bit 14 — PD_23_16 Keep Function on PD16 to PD23
Bit 13 — PD_15_8 Keep Function on PD8 to PD15
Bit 12 — PD_7_0 Keep Function on PDO to PD7

Bit 10 - PC_22_16 Keep Function on PC16 to PC22
Bit 9 — PC_15_8 Keep Function on PC8 to PC15

Bit 8 - PC_7_0 Keep Function on PCO to PC7

Bit 7 — PB_26_24 Keep Function on PB24 to PB26
Bit 6 — PB_23_16 Keep Function on PB16 to PB23
Bit 5— PB_15_8 Keep Function on PB8 to PB15

Bit 4 — PB_7_0 Keep Function on PBO to PB7

Bit 3 — PA_31_24 Keep Function on PA24 to PA31
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Bit 2 — PA_23_16 Keep Function on PA16 to PA23
Bit 1 — PA_15_8 Keep Function on PA8 to PA15

Bit 0 — PA_7_0 Keep Function on PAO to PA7
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26.4.2 SFRBU BOD Core Register

Name: SFRBU_BODCORE
Offset: 0x40
Reset: 0x00000000

Property: Read/Write

Write in this register to clear this flag.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1" 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
STATUS
Access R/W
Reset 0

Bit 0 — STATUS Core Brownout Detector
Value Description

0 Indicates there is no BODCORE event from the Power-on Reset or from the last time this register has been
cleared.
1 Indicates there is at least one BODCORE event from the Power-on Reset or from the last time this register

has been cleared.
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26.4.3 SFRBU Write Protection Mode Register

Name: SFRBU_WPMR
Offset: OxE4
Reset: 0x00000001
Property: Read/Write
Bit 31 30 29 28 27 26 25 24
WPKEY[23:16]
Access W w w w w w W w
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
WPKEY[15:8]
Access W w W w w W W w
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 " 10 9 8
WPKEY[7:0]
Access W w w w w w W w
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WPEN
Access R/W
Reset 1

Bits 31:8 - WPKEY[23:0] Write Protection Key
Name Description
0x534652 | PASSWD | Writing any other value in this field aborts the write operation of the WPEN bit. Always reads

Value

as 0.

Bit 0 —- WPEN Write Protection Enable

Value
0
1

Description

Disables the write protection if WPKEY corresponds to 0x534652 (“SFR” in ASCII).
Enables the write protection if WPKEY value corresponds to 0x534652 (“SFR” in ASCII).
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26.4.4 SFRBU Write Protection Status Register

Name: SFRBU_WPSR
Offset: OxES8
Reset: 0x00000000

Property: Read/Write

Refer to Register Write Protection for the list of write-protected registers.

This register is fully cleared when a write is done.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
WPSRC[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
WPSRC[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WPVS
Access R/W
Reset 0

Bits 23:8 - WPSRC[15:0] Write Protection Source
When WPVS = 1, WPSRC indicates the register address offset at which a write access has been attempted.

Bit 0 —- WPVS Write Protection Violation Status

Value Description
0 No write protection violation has occurred since the last read of SFRBU_WPSR.
1 A write protection violation has occurred since the last read of SFRBU_WPSR. If this violation is
an unauthorized attempt to write a protected register, the associated violation is reported into field
WPSRC.
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Bus Matrix (MATRIX)

Description

The Bus Matrix (MATRIX) implements a multi-layer AHB, based on the AHB-Lite protocol, that enables parallel
access paths between multiple hosts and clients in a system, thus increasing the overall bandwidth.

The MATRIX interconnects hosts to clients. The normal latency to connect a host to a client is one cycle, except for
the default host of the accessed client which is connected directly (zero cycle latency).

The MATRIX user interface is compliant with the Arm Advanced Peripheral Bus.

Matrix 0 and 1 Hosts and Clients
Table 27-1. MATRIX0 Hosts

st hostame oo

0
1

o a0 A WD

CM4-C0 ICode Bus
CM4-C0 DCode Bus
CM4-C0 S-Bus

CMCCO (ICache/ITCM)
CMCC1 (DCache/DTCM)

MATRIX2
MATRIX1

Table 27-2. MATRIXO Clients

0
1
2

10

SRAMO, Port 0
SRAMO, Port 1
SRAMO, Port 2
ROM

MATRIX1

CPKCC
APB Bridge 3

MATRIX2

CMCCO (ICache/ITCM)
CMCC1 (DCache/DTCM)
Flash

PDC1
PDCO, PDC2 and ICM

Provides access to:
+ QSPI
* QSPI through AESB
» APB peripherals accessible through Bridges 0 and 2

Provides access to:
» APB peripherals accessible through Bridges 1 and 4
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........... continued

Client No. | Client Name Description

Provides access to:

1 MATRIX1 + QSPI
» QSPI through AESB

Note: For consistency, each SRAM port shall have the same Privilege Protection access management configuration.

Table 27-3. MATRIXO0 Host to Client Connections

MATRIXO0 Hosts

CMCC1
(ICache/ (DCache/ | MATRIX2 | MATRIX1
DTCM

0  SRAMO, Port 0 - - X _ _
1 SRAMO, Port 1 - - _ - _ _ X
2  SRAMO, Port 2 - - - - - X _
3 ROM X X

4  MATRIX1 X X X - - X _
5 X X

6

7

CPKCC
APB Bridge 3 = = X = = = =
MATRIX2 - - X - - - -

CMCCO
(ICache/ITCM)

CMCCH1
(DCache/DTCM)

10 Flash®) X X X®) X X — X
11 MATRIX1 = = = X X = =

Notes:
1. For consistency, each SRAM port shall have the same Privilege Protection access management configuration.
2. Connection needed to enable write of ITCM for CM4-CO.
3. Client Flash must be configured in NO_DEFAULT_MASTER.
4. Used to access the Flash Controller Page Buffer (Write Operation) in a strongly ordered manner.

Table 27-4. MATRIX1 Hosts

Sestneostameomsrion

* CM4-C0-ICode and CM4-C0-DCode to QSPI and AESB

g HLAUREAO . CM4-C0-S-Bus to APB Bridges (0 and 2)
1 MATRIXO CMCCO (I), CMCC1 (D) to QSPI and AESB
2 AESB QSPI Cached or Non cached through AESB
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........... continued

Costne Tostame omsrion

Flash Non cached

3 ICM QSPI Non cached

SRAMO port1

QSPI Non cached
4 PDCO AESB Non cached - through AESB

SRAMO port1

Flash Non cached

5 PDC2 QSPI Non cached

SRAMO port1

Table 27-5. MATRIX1 Clients

0 QSPI

1 AESB

2 MATRIXO

3 APB Bridge 0
4 APB Bridge 2

Table 27-6. MATRIX1 Host to Client Connections

0 QSPI X
1 AESB X
MATRIXO =
APB Bridge 0 X
APB Bridge 2 X

A WON

27.1.2 Matrix 2 and 3 Hosts and Clients
Table 27-7. MATRIX2 Hosts

X
X

Provides access to:

+ SRAMO port 1
* Flash for ICM

MATRIX1 Hosts

X

X

X

MATRIX1 Clients MATRIX0 MATRIX0 m IcM | PDCoO PDC2
X
X
X

X

X
X
X

hoatNoesthame oo

CM4-C0-S-Bus, PDCO, PDC2, ICM

0 MATRIXO0
1 MATRIX3

PDCA1
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Table 27-8. MATRIX2 Clients

Provides access through MATRIXO to:

¢ AATRPY . SRAMO (for PDC1 only)
1 MATRIX3 Provides access through MATRIX3 to APB Bridge 1
2 APB Bridge 4 -

Note: For consistency, each SRAM port shall have the same Privilege Protection access management configuration.
Table 27-9. MATRIX2 Host to Client Connections

MATRIX2 Hosts

MATRIX2 Clients MATRIXO0 MATRIX3
— X

0 MATRIX2
1 MATRIX3 X —
2 APB Bridge 4 X —

Table 27-10. MATRIX3 Hosts

estneesthame —oesrion

0 MATRIX2 + CM4-C0 S-Bus to APB Bridge 1
1 PDC1 -

Table 27-11. MATRIX3 Clients

0 MATRIX2 -
1 APB Bridge 1 -

Table 27-12. MATRIX3 Host to Client Connections

MATRIX3 Hosts

MATRIX3 Clients MATRIX2 PDC1
0 MATRIX2 () — X
1 APB Bridge 1 X X
Note:

1. Client port provides access to SRAMO port 2 for PDC1.

Embedded Characteristics
+ 32- or 64-bit Data Bus
» Configurable Number of Hosts (Up to Sixteen)
» Configurable Number of Clients (Up to Sixteen)
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* One Decoder for Each Host
« Several Possible Boot Memories for Each Host before Remap
* One Remap Function for Each Host
» Support for Long Bursts of Length 32, 64, 128 and Up to the Limit of 256-bit Burst Beats of Words
» Enhanced Programmable Mixed Arbitration for Each Client
— Round-robin
— Fixed priority
— Latency Quality of Service (QoS)
* Programmable Default Host for Each Client
— No default host
— Last accessed default host
— Fixed default host
» Deterministic Maximum Access Latency for Hosts
» Zero or One Cycle Arbitration Latency for the First Access of a Burst
» Bus Lock Forwarding to Clients
* Host Number Forwarding to Clients
» Register Write Protection of User Interface Registers
» User/Privilege Protection

Memory Mapping

The MATRIX provides one decoder for every host interface. The decoder offers each host several memory mappings.
Each memory area can be assigned to several clients. Booting at the same address while using different clients (i.e.,
external RAM, internal ROM or internal Flash, etc.) becomes possible.

Special Bus Granting Techniques

The MATRIX provides some speculative bus granting techniques in order to anticipate access requests from hosts.
Hence, latency is reduced at first access of a burst or, for a single transfer, as long as the client is free from any
other host access. It does not provide any benefit if the client is continuously accessed by more than one host, since
arbitration is pipelined and has no negative effect on the client bandwidth or access latency.

This bus granting technique sets a different default host for every client.

At the end of the current access, if no other request is pending, the client remains connected to its associated default
host. A client can be associated with three kinds of default hosts:

* no default host

+ last access host

» fixed default host
To change from one type of default host to another, the user interface provides Client Configuration registers
(MATRIX_SCFGx), one for every client, which set a default host for each client. MATRIX_SCFGx contain two fields
to manage host selection: DEFMSTR_TYPE and FIXED_DEFMSTR. The 2-bit DEFMSTR_TYPE field selects the

default host type (no default, last access host, fixed default host), whereas the 4-bit FIXED_DEFMSTR field selects a
fixed default host provided that DEFMSTR_TYPE is set to fixed default host. See MATRIX_SCFGx.

No Default Host
After the end of the current access, if no other request is pending, the client is disconnected from all hosts.

This configuration incurs one latency clock cycle for the first access of a burst after bus Idle. Arbitration without
default host may be used for hosts that perform significant bursts or several transfers with no Idle cycle in-between,
or if the client bus bandwidth is widely used by one or more hosts.
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This configuration provides no benefit on access latency or bandwidth when reaching maximum client bus throughput
whatever the number of requesting hosts.

Last Access Host

After the end of the current access, if no other request is pending, the client remains connected to the last host that
performed an access request.

This enables the MATRIX to remove the one latency cycle for the last host that accessed the client. Other non-
privileged hosts still get one latency clock cycle if they need to access the same client. This technique is useful for
hosts that mainly perform single accesses or short bursts with some Idle cycles in-between.

This configuration provides no benefit on access latency or bandwidth when reaching maximum client bus throughput
whatever is the number of requesting hosts.

Fixed Default Host

After the end of the current access, if no other request is pending, the client connects to its fixed default host.
Unlike the last access host, the fixed default host does not change unless the user modifies it by software
(FIXED_DEFMSTR field of the related MATRIX_SCFG).

This allows the MATRIX arbiters to remove the one latency clock cycle for the fixed default host of the client. All
requests attempted by the fixed default host do not cause any arbitration latency, whereas other non-privileged hosts
get one latency cycle. This technique is useful for a host that mainly performs single accesses or short bursts with
Idle cycles in-between.

This configuration provides no benefit on access latency or bandwidth when reaching maximum client bus
throughput, regardless of the number of requesting hosts.

Arbitration

The MATRIX provides an arbitration technique that reduces latency when conflicts occur, i.e., when two or more
hosts try to access the same client at the same time. One arbiter per client is provided, thus arbitrating each client
specifically.

The user can either choose one of the following arbitration types, or mix them for each client:

1. Round-robin Arbitration (default)
2.  Fixed Priority Arbitration

The resulting algorithm may be complemented by selecting a default host configuration for each client.

When re-arbitration must be done, specific conditions apply. See Arbitration Scheduling.

Arbitration Scheduling

Each arbiter has the ability to arbitrate between two or more different host requests. In order to avoid burst breaking
as well as to provide the maximum throughput for client interfaces, arbitration may only take place during the
following cycles:

» Idle Cycles: When a client is not connected to any host or is connected to a host which is not currently
accessing it.

» Single Cycles: When a client is currently doing a single access.

« End of Burst Cycles: When the current cycle is the last cycle of a burst transfer. For defined length burst,
predicted end of burst matches the size of the transfer but is managed differently for undefined length burst. See
Undefined Length Burst Arbitration.

» Slot Cycle Limit: When the slot cycle counter has reached the limit value indicating that the current host access
is too long and must be broken. See Slot Cycle Limit Arbitration.
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Undefined Length Burst Arbitration

In order to prevent long burst lengths that can lock the access to the client for an excessive period of time, the user
can trigger the re-arbitration before the end of the incremental bursts. The re-arbitration period can be selected from
the following Undefined Length Burst Type (ULBT) possibilities:

* Unlimited: no predetermined end of burst is generated. This value enables 1 Kbyte burst lengths.

» 1-beat bursts: predetermined end of burst is generated at each single transfer during the INCR transfer.

» 4-beat bursts: predetermined end of burst is generated at the end of each 4-beat boundary during INCR transfer.

» 8-beat bursts: predetermined end of burst is generated at the end of each 8-beat boundary during INCR transfer.

» 16-beat bursts: predetermined end of burst is generated at the end of each 16-beat boundary during INCR
transfer.

» 32-beat bursts: predetermined end of burst is generated at the end of each 32-beat boundary during INCR
transfer.

* B4-beat bursts: predetermined end of burst is generated at the end of each 64-beat boundary during INCR
transfer.

» 128-beat bursts: predetermined end of burst is generated at the end of each 128-beat boundary during INCR
transfer.

Undefined-length bursts lower than 8 beats should not be used since this may decrease the overall bus bandwidth
due to arbitration and client latencies at each first access of a burst.

However, if the length of undefined-length bursts is known for a host, it is recommended to configure
MATRIX_MCFG.ULBT accordingly.

Slot Cycle Limit Arbitration

The MATRIX contains specific logic to break long accesses, such as very long bursts on a very slow client (e.g.,
an external low speed memory). At each arbitration time, a counter is loaded with the value previously written in
MATRIX_SCFGx.SLOT_CYCLE and decreased at each clock cycle. When the counter elapses, the arbiter has the
ability to re-arbitrate at the end of the current system bus access cycle.

Unless a host has a very tight access latency constraint, which could lead to data overflow or underflow due to a
badly undersized internal FIFO with respect to its throughput, the Slot Cycle Limit should be disabled (SLOT_CYCLE
= 0) or set to its default maximum value in order not to inefficiently break long bursts performed by some hosts.

In most cases, this feature is not needed and should be disabled for power saving.

/AWARNING This feature cannot prevent any client from locking its access indefinitely.

Arbitration Priority Scheme

The MATRIX arbitration scheme is organized in priority pools, each corresponding to an access criticality class

as shown in the “Latency Quality of Service” column in the table below. When the Latency Quality of Service is
enabled for a host-client pair through the MATRIX, the priority pool number to use for arbitration at the client port is
determined from the host. When the Latency Quality of Service is disabled, it is determined through the MATRIX user
interface. See MATRIX_PRASKx.

After reset, the Latency Quality of Service is enabled by default on all of the host ports that are connected
to a host driving the Latency Quality of Service signals, as shown in the bit LQOSEN of MATRIX_PRASx and
MATRIX_PRBSKx.

Table 27-13. Arbitration Priority Pools

Priority Pool Latency Quality of Service

3 Latency Critical
2 Latency Sensitive
1 Bandwidth Sensitive
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........... continued
Priority Pool Latency Quality of Service
0 Background Transfers

Round-robin priority is used in the highest and lowest priority pools 3 and 0, whereas fixed level priority is used
between priority pools and in the intermediate priority pools 2 and 1.

For each client, each host is assigned to one of the client priority pools based on the Latency Quality of Service
inputs or to the priority registers for clients (MxPR fields of MATRIX_PRAS and MATRIX_PRBS). When evaluating
host requests, this priority pool level always takes precedence.

After reset, most of the hosts belong to the lowest priority pool (MxPR = 0, Background Transfer) and are therefore
granted bus access in a true round-robin order.

The highest priority pool must be specifically reserved for hosts requiring very low access latency. If more than one
host belongs to this pool, those hosts are granted bus access in a biased round-robin manner which enables tight
and deterministic maximum access latency from system bus requests. In the worst case, any currently occurring
high-priority host request is granted after the current bus host access has ended and any other high priority pool host
requests have been granted once each.

The lowest priority pool shares the remaining bus bandwidth between hosts.

Intermediate priority pools enable fine priority tuning. Typically, a latency-sensitive host or a bandwidth-sensitive host
use such a priority level. The higher the priority level (MxPR value), the higher the host priority.

For good CPU performance, it is recommended to let the CPU priority configured with the default reset value 2
(Latency Sensitive).

All combinations of MxPR values are allowed for all hosts and clients. For example, some hosts might be assigned
the highest priority pool (round-robin), and remaining hosts the lowest priority pool (round-robin), with no host for
intermediate fixed priority levels.

Fixed Priority Arbitration

The fixed priority arbitration algorithm is the first and only arbitration algorithm applied between hosts from distinct
priority pools. It is also used in priority pools other than the highest and lowest priority pools (intermediate priority
pools).

Fixed priority arbitration enables the MATRIX arbiters to dispatch the requests from different hosts to the same client
by using the fixed priority defined by the user in the MxPR field for each host in the registers, MATRIX_PRAS and
MATRIX_PRBS. If two or more host requests are active at the same time, the host with the highest priority MxPR
number is serviced first.

In intermediate priority pools, if two or more host requests with the same priority are active at the same time, the host
with the highest number is serviced first.

Round-Robin Arbitration

This algorithm is only used in the highest and lowest priority pools. It allows the MATRIX arbiters to properly dispatch
requests from different hosts to the same client. If two or more host requests are active at the same time in the
priority pool, they are serviced in a round-robin increasing host number order.

Register Write Protection

To prevent any single software error from corrupting MATRIX behavior, certain registers in the address space can be
write-protected by setting the WPEN bit in the Write Protection Mode register (MATRIX_WPMR).

If a write access to a write-protected register is detected, the WPVS flag in the Write Protection Status register
(MATRIX_WPSR) is set and the field WPVSRC indicates the register in which the write access has been attempted.

The WPVS flag is reset by writing the MATRIX_WPMR with the appropriate access key WPKEY.

The registers listed below can be write-protected.
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Related Links

27.11.1. MATRIX_MCFGx
27.11.2. MATRIX_SCFGx
27.11.3. MATRIX_PRASXx
27.11.4. MATRIX_PRBSXx
27.11.5. MATRIX_MRCR
27.11.6. MATRIX_MEIER
27.11.7. MATRIX_MEIDR
27.11.13. MATRIX_PSRXx
27.11.14. MATRIX_PASSRXx
27.11.15. MATRIX_PRTSRx
27.11.16. MATRIX_PPSELRx

Privilege Protection of AHB and APB

User/Privilege protection is supported through the filtering of each client access with the host User/Privilege
protection bit.

The Protection Unit adds the ability to manage the access rights for Privilege and User accesses. The access rights
are defined through the hardware and software configuration of the device. The operating mode is the following:

» The Bus Hosts transmit requests with the Privilege or User access right.
» The MATRIX, according to its configuration and the request, grants or denies the access.

The client address space is divided into one or more client regions. The client regions are generally contiguous
parts of the client address space. The client region is potentially split into an access denied area (upper part)

and a protected region which can be split (lower part), unless the client-protected region occupies the whole client
region. The protected region itself may or may not be split into one Privilege-eligible area and one User area. The
Privilege-eligible area may be independently Privileged for read access and for write access.

For one client region, the following characteristics are configured by hardware or software:

» Base Address of the client region

* The Max Size of the client region—a maximum size for the region’s physical content

» The Top Size of the client-protected region—the actually programmed or fixed size for the region’s physical
content

« The Split Size of the client-protected region—the size of one of the two protected areas of the region

*  Whether Split Size is defined downward from the top of the protected region, or upward from its base address
The following figure shows how the terms defined here are implemented in a Client address space.
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Figure 27-1. Generic Partitioning of the Client Address Space

Client Region n+1

Client Region n
Max Size

Client Region n-1

Client
Address Space
Generic Partitioning

Access Denied Area

Upper Protected Area

configured as
the User
or
the Privilege-eligible Area

Lower Protected Area

configured as
the User
or
the Privilege-eligible Area

<

Region n Max
(Hardwired)

Region n Top

Region n Split

Region n Base Address
(Fixed or Region n-1 Top)

Region n Top Size
(Fixed or Programmable)

Region n Split Size
(Fixed or Programmable)

A set of MATRIX protection registers are used to specify, for each client, client-protected region or client-protected
area, the protection mode required for accessing this client, client-protected region or client-protected area. See
MATRIX_PSRx, MATRIX_PASSRx and MATRIX_PRTSRx.

Additional MATRIX protection registers are used to specify, for each peripheral bus client, the protection mode
required for accessing this client (see MATRIX_PPSELRX).

The MATRIX registers can only be accessed in Privileged mode.

The MATRIX propagates the protection bit down to the clients to let them perform additional protection checks, and
the MATRIX itself allows or not the access to the clients via its embedded protection unit.

Access violations may be reported either by a client through the bus error response (example from the system-to-
peripheral bus (AHB/APB Bridge)), or by the MATRIX embedded protection unit. In both cases, a bus error response
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is sent to the offending host and the error is flagged in the Host Error Status Register. An interrupt can be sent if it
has been enabled for that host by writing into the Host Error Interrupt Enable Register. Thus, the offending host is
identified. The offending address is registered in the Host Error Address Registers, so that the client and the targeted
protected region are also known.

Depending on the hardware parameters and software configuration, the address space of each client-protected
region may or may not be split into two parts: one User and one Privileged.

Five different protection types of clients are supported. The number of protected regions is set by design for each
client, independently, from 1 to 8, totaling from 1 up to 16 protected areas for each protection-configurable client.

Protection Types of System Bus Clients

Principles

The MATRIX supports five different protection types of clients: two fixed types and three configurable types. The
protection type of a client is set at hardware design among the following:

* Always User

* Always Privileged
* Internal Protected
« External Protected
» Scalable Protected

The protection type is set at hardware design on a per-host and a per-client basis. Always User and Always Privilege
protection types are not software-configurable.

The different protection types have the following characteristics:

« Always User clients have no access right restriction. Their address space is precisely set by design. Any
out-of-address range access is denied and reported.

» Always Privilege clients can only be accessed by a Privileged host request. Their address space is precisely set
by design. Any User access or out-of-address range access is denied and reported.

» Internal Protected type is intended for internal memories such as RAM, ROM or embedded Flash. The Internal
Protected client has one or several client regions, and each has a hardware-fixed base address and Protected
Region Top. Each client region may be split through software configuration into one User area plus one
Privilege-eligible area. Inside each client-protected region, the split boundary is programmable in powers of
2 from 4 Kbytes up to the full client-protected region address space. The protected area located below the
split boundary may be configured as the User or the Privilege-eligible one. The Privilege-eligible area may be
independently configured as Read User and/or Write Privileged. Any access with access right or address range
violation is denied and reported.

» External Protected type is intended for external memories on the EBI, such as DDR, SDRAM, external ROM or
NAND Flash. The External Protected client has identical features as the Internal Protected client, plus the ability
to configure each of its client-protected region address space sizes according to the external memory parts
used. This avoids mirroring Privileged areas into User areas, and further restricts the overall accessible address
range. Any access with access right violation or configured address range violation is denied and reported.

» Scalable Protected type is intended for external memories with a dedicated client, such as DDR. The Scalable
Protected client is divided into a fixed number of scalable, equally sized, and contiguous protected regions.
Each of them can be split in the same way as for Internal or External Protected clients. The protected region
size must be configured by software, so that the equally-sized regions fill the actual available memory. This
avoids mirroring Privileged areas into User areas, and further restricts the overall accessible address range. Any
access with access right violation or configured address range violation is denied and reported.

As the protection type is set at hardware design on a per-host and per-client basis, it is possible to set some client
access protection as configurable from one or some particular hosts, and to set the access as Always Privileged from
all the other hosts.

As the protection type is set by design at the client region level, different protected region types can be mixed inside a
single client.

Likewise, the mapping base address and the accessible address range of each client or client region may have been
hardware-restricted on a per-host basis from no access to full client address space.
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27.10.1.1.1 Client Protection Types by Matrix
Table 27-14. MATRIXO0 Client Protection Types

0 @ 0x20000000 128 Kbytes
1 @ 0x20020000 128 Kbytes
SRAMO, port 0 Internal Protected
2 @ 0x20040000 128 Kbytes
3 @ 0x20060000 128 Kbytes
0 @ 0x20000000 128 Kbytes
1 @ 0x20020000 128 Kbytes
SRAMO, port 1 Internal Protected
2 @ 0x20040000 128 Kbytes
3 @ 0x20060000 128 Kbytes
0 @ 0x20000000 128 Kbytes
1 @ 0x20020000 128 Kbytes
SRAMO, port 2 Internal Protected
2 @ 0x20040000 128 Kbytes
3 @ 0x20060000 128 Kbytes
ROM 0 @ 0x00000000 Always User 32 Kbytes
0 @ 0x04000000 32 Mbytes (QSPI Non-Cached)
HS2LSASB (bridge to MATRIX1 0 @ 0x06000000 Always User 32 Mbytes (AESB Non-Cached)
host port 0) 0 @ 0x40000000 16 Mbytes (APB Bridge 0)
0 @ 0x44000000 16 Mbytes (APB Bridge 2)
0 @ 0x02020000 64 Kbytes (CPKCC ROM)
CPKCC Internal Protected
0 @ 0x02031000 4 Kbytes (CPKCC RAM)
APB Bridge 3 0 @ 0x46000000 = Always User( 16 Mbytes
0 @ 0x48000000
HSAS2HSMSB (bridge to 0 @ 0x4A000000 s 16 Mbytes (APB Bridge 1)
Always User(®) .
MATRIX2 host port 0) 0 @ 0x20080000 16 Mbytes (APB Bridge 4)
0 @ 0x20088000
0 @ 0x11000000 16 Mbytes (Flash Cached)
0 @ 0x14000000 32 Mbytes (QSPI Cached)
CMCCI/ITCM Always User(®)
0 @ 0x16000000 32 Mbytes (AESB Cached)
1 @ Ox1FFFC000 16 Kbytes (ITCM)
0 @ 0x11000000 16 Mbytes (Flash Cached)
0 @ 0x14000000 32 Mbytes (QSPI Cached)
CMCCD/DTCM Always User(®)

0 @ 0x16000000
1 @ Ox1FFFA000

32 Mbytes (AESB Cached)
8 Kbytes (DTCM)
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continued

10

11

Notes:

Flash

HS2LSASB2 (bridge to MATRIX1

host port 1)

Protection managed in MATRIX1.

0 @ 0x01000000
1 @ 0x01040000
2 @ 0x01080000
3 @ 0x010C0000
4 @ 0x01100000
5 @ 0x01140000
6 @ 0x01180000
7 @ 0x011C0000
0 @ 0x11000000
1 @ 0x11040000
2 @ 0x11080000
3 @ 0x110C0000
4 @ 0x11100000
5 @ 0x11140000
6 @ 0x11180000
7 @ 0x111C0000
0 @ 0xA1000000
1 @ 0xA1040000
2 @ 0xA1080000
3 @ 0xA10C0000
4 @ 0xA1100000
5 @ 0xA1140000
6 @ OxA1180000
7 @ 0xA11C0000

0 @ 0x04000000
0 @ 0x06000000

Internal Protected

Always User(!)

256 Kbytes (Flash Non-Cached)
256 Kbytes (Flash Non-Cached)
256 Kbytes (Flash Non-Cached)
256 Kbytes (Flash Non-Cached)
256 Kbytes (Flash Non-Cached)
256 Kbytes (Flash Non-Cached)
256 Kbytes (Flash Non-Cached)
256 Kbytes (Flash Non-Cached)
256 Kbytes (Flash Cached)
256 Kbytes (Flash Cached)
256 Kbytes (Flash Cached)
256 Kbytes (Flash Cached)
256 Kbytes (Flash Cached)
256 Kbytes (Flash Cached)
256 Kbytes (Flash Cached)
256 Kbytes (Flash Cached)
256 Kbytes (Internal Flash Write)
256 Kbytes (Internal Flash Write)
256 Kbytes (Internal Flash Write)
256 Kbytes (Internal Flash Write)
256 Kbytes (Internal Flash Write)
256 Kbytes (Internal Flash Write)
256 Kbytes (Internal Flash Write)
256 Kbytes (Internal Flash Write)

32 Mbytes (QSPI Cached)
32 Mbytes (AESB Cached)

Protection managed in APB Bridge 3 (through the use of PPSELR registers, see MATRIX PPSELRx Register

Descriptions).
Protection managed in MATRIX2.

Protection managed on final client (in MATRIXO for Flash, in MATRIX1 for QSPI).
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Table 27-15. MATRIX1 Client Protection Types

0 @ 0x04000000
1 @ 0x04000000
2 @ 0x04000000

3 @ 0x04000000
0 @ 0x14000000
1 @ 0x14000000 Scalable
0 QSPI
2 @ 0x14000000 Protected
3 @ 0x14000000
0 @ 0x06000000
1 @ 0x06000000
2 @ 0x06000000
3 @ 0x06000000
0 @ 0x16000000
1 AESB Always User (1)
0 @ 0x06000000
0 @ 0x01000000
LS2HSASB
X (bridge to 0 @ 0x20000000 JN———
MATRIXO host | 0 @ 0x20080000 i
port 6)
0 @ 0x20088000
3 APB Bridge 0 0 @ 0x40000000 Always User(®)
4 APB Bridge 2 | 0 @ 0x44000000 Always User®)
Notes:

1. Protection managed on final client QSPI in MATRIX1.
2. Protection managed in MATRIXO.

32 Mbytes (QSPI Cached)
32 Mbytes (QSPI Cached)
32 Mbytes (QSPI Cached)
32 Mbytes (QSPI Cached)
32 Mbytes (QSPI Non-Cached)
32 Mbytes (QSPI Non-Cached)
32 Mbytes (QSPI Non-Cached)
32 Mbytes (QSPI Non-Cached)

32 Mbytes (QSPI Cached or Non-Cached through
AESB)

32 Mbytes (QSPI Cached or Non-Cached through
AESB)

32 Mbytes (QSPI Cached or Non-Cached through
AESB)

32 Mbytes (QSPI Cached or Non-Cached through
AESB)

32 Mbytes (QSPI Cached through AESB)
32 Mbytes (QSPI Non-Cached through AESB)

16 Mbytes (Flash Non-Cached)
512 Kbytes (SRAMO port 1)

16 Mbytes
16 Mbytes

3. Protection managed in APB Bridge 0 (through the use of PPSELR registers, see MATRIX PPSELRx Register

Descriptions).

4. Protection managed in APB Bridge 2 (through the use of PPSELR registers, see MATRIX PPSELRx Register

Descriptions).

Table 27-16. MATRIX2 Client Protection Types

0 @0x20000000
0 @ 0x40000000 'Always User (1)
0 @ 0x46800000

HSMS2HSASB (bridge to MATRIXO
host port 5)

HS2LSMSB (bridge to MATRIX3 host
port 0)

0 @ 0x48000000 Always User(@)

512 Kbytes (SRAMO, port 2)
16 Mbytes (APB Bridge 0)
8 Mbytes (APB Bridge 3, PMC)

16 Mbytes (APB Bridge 1)
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........... continued

APB Bridge 4 0 @ 0x4A000000  Always User(®) 16 Mbytes

Notes:

1. Protection managed in MATRIXO for final client SRAMO and in APB bridge 0 and APB bridge 3 (through the
use of PPSELR registers, see MATRIX PPSELRx Register Descriptions).

2. Protection managed in APB bridge 1 (through the use of PPSELR registers, see MATRIX PPSELRx Register
Descriptions).

3. Protection managed in APB Bridge 4 (through the use of PPSELR registers, see MATRIX PPSELRx Register
Descriptions).

Table 27-17. MATRIX3 Client Protection Types

0 @ 0x20000000

0  LS2HSMSB (bridge to MATRIX2 host port 1) 0 @ 0x20080000 ' Always User 512 Kbytes (SRAMO, port 2)
0 @ 0x20088000

1 APB Bridge 1 0 @ 0x48000000  Always User 16 Mbytes

Notes:
1. Protection managed in MATRIXO for final client SRAMO.

2. Protection managed in APB bridge 1 (through the use of PPSELR registers, see MATRIX PPSELRx Register
Descriptions).

27.10.2 Protection of APB Clients

To be able to configure the protection mode required for accessing a particular peripheral bus client connected
behind the system-to-peripheral bus (AHB/APB Bridge), the MATRIX features three 32-bit Protected Peripheral
Select x Registers. Some of these bits may have been set by design to a Privileged or a User value, when others are
programmed by software (see Protected Peripheral Select x Registers).

The system-to-peripheral bus bridge compares the incoming host request protection bit with the required protection

for the selected peripheral, and accepts or denies access. In the last case, its bus error response is internally flagged

in the MATRIX Host Error Status Register; the offending address is registered in the Host Error Address Registers.
27.10.2.1 MATRIXx PPSELRx Register Descriptions

Table 27-18. MATRIX0 PPSELR2 Description

SEFCO Programmable Privilege only
1 SEFC1 Programmable Privilege only
2 PMC Programmable Privilege only

Table 27-19. MATRIX0 PPSELRS3 Description

CPKCC Programmable Privilege only
1 MATRIXO Fixed Privilege only
2 CMCCI Programmable Privilege only
3 CMCCD Programmable Privilege only
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Table 27-20. MATRIX1 PPSELR1 Description

SYSC Programmable

Table 27-21. MATRIX1 PPSELR2 Description

Privilege only

Reserved
1 CHIPID Programmable Privilege only
2 SFR Programmable Privilege only
3 SFRBU Programmable Privilege only

Table 27-22. MATRIX1 PPSELR3 Description

FLEXCOMO Programmable Privilege only
1 FLEXCOM!1 Programmable Privilege only
2 FLEXCOM2 Programmable Privilege only
3 FLEXCOM3 Programmable Privilege only
4 FLEXCOM4 Programmable Privilege only
5 FLEXCOM5 Programmable Privilege only
6 FLEXCOM6 Programmable Privilege only
7 FLEXCOM7 Programmable Privilege only
8 QSPI Programmable Privilege only
9 ADCC Programmable Privilege only
10 ACC Programmable Privilege only
11 Reserved — -
12 SLCDC Programmable Privilege only
13 MEM2MEMO Programmable Privilege only
14 TCO Programmable Privilege only
15 TC1 Programmable Privilege only
16 TC2 Programmable Privilege only
17 MATRIX1 Fixed Privilege only
18 PIOA Programmable Privilege only
19 AES Programmable Privilege only
20 AESB Programmable Privilege only
21 SHA Programmable Privilege only
22 TRNG Programmable Privilege only
23 ICM Programmable Privilege only
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Table 27-23. MATRIX2 PPSELRS3 Description

MATRIX2 Fixed Privilege only

Table 27-24. MATRIX3 PPSELR3 Description

Reserved

1 MEM2MEM1 Programmable Privilege only
2 TC3 Programmable Privilege only
3 PIOD Programmable Privilege only
4 UART Programmable Privilege only
5 Reserved - -

6 MCSPI Programmable Privilege only
7 PWM Programmable Privilege only
8 MATRIX3 Fixed Privilege only
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Register Summary

I N = 2 I R A (T I I N

0x00

0x3C

0x40

0x7C

0x80

0x84

0x88

0x8C

0x90

0x94

0x98

0x9C

0xA0

MATRIX_MCFGO

MATRIX_MCFG15

MATRIX_SCFGO

MATRIX_SCFG15

MATRIX_PRASO

MATRIX_PRBS0

MATRIX_PRAS1

MATRIX_PRBS1

MATRIX_PRAS2

MATRIX_PRBS2

MATRIX_PRAS3

MATRIX_PRBS3

MATRIX_PRAS4

31:24

23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16

15:8
7:0

31:24
23:16

15:8

7:0
31:24
23:16

15:8

7:0
31:24
23:16

15:8

7:0
31:24
23:16

15:8

7:0
31:24
23:16

15:8

7:0
31:24
23:16

15:8

7:0
31:24
23:16

15:8

7:0
31:24
23:16

15:8

7:0
31:24
23:16

15:8

7:0
31:24
23:16

15:8

7:0

LQOSEN7
LQOSENS
LQOSEN3
LQOSENT1
LQOSEN15
LQOSEN13
LQOSEN11
LQOSEN9
LQOSEN7
LQOSENS
LQOSEN3
LQOSENT1
LQOSEN15
LQOSEN13
LQOSEN11
LQOSEN9
LQOSEN7
LQOSENS
LQOSEN3
LQOSENT1
LQOSEN15
LQOSEN13
LQOSEN11
LQOSEN9
LQOSEN7
LQOSENS
LQOSEN3
LQOSENT1
LQOSEN15
LQOSEN13
LQOSEN11
LQOSEN9
LQOSEN7
LQOSENS
LQOSEN3
LQOSENT1

FIXED_DEFMSTR[3:0]

SLOT_CYCLE[7:0]

FIXED_DEFMSTR(3:0]

SLOT_CYCLE[7:0]
M7PR[1:0]
M5PR[1:0]
M3PR[1:0]
M1PR[1:0]

M15PR[1:0]

M13PR[1:0]
M11PR[1:0]
MOPR[1:0]
M7PR[1:0]
M5PR[1:0]
M3PR[1:0]
M1PR[1:0]

M15PR[1:0]

M13PR[1:0]
M11PR[1:0]
MOPR[1:0]
M7PR[1:0]
M5PR[1:0]
M3PR[1:0]
M1PR[1:0]

M15PR[1:0]

M13PR[1:0]
M11PR[1:0]
MOPR[1:0]
M7PR[1:0]
M5PR[1:0]
M3PR[1:0]
M1PR[1:0]

M15PR[1:0]

M13PR[1:0]
M11PR[1:0]
MOPR[1:0]
M7PR[1:0]
M5PR[1:0]
M3PR[1:0]
M1PR[1:0]

LQOSEN6
LQOSEN4
LQOSEN2
LQOSENO
LQOSEN14
LQOSEN12
LQOSEN10
LQOSEN8
LQOSEN6
LQOSEN4
LQOSEN2
LQOSENO
LQOSEN14
LQOSEN12
LQOSEN10
LQOSEN8
LQOSEN6
LQOSEN4
LQOSEN2
LQOSENO
LQOSEN14
LQOSEN12
LQOSEN10
LQOSEN8
LQOSEN6
LQOSEN4
LQOSEN2
LQOSENO
LQOSEN14
LQOSEN12
LQOSEN10
LQOSEN8
LQOSEN6
LQOSEN4
LQOSEN2
LQOSENO

ULBT[2:0]

ULBT[2:0]

DEFMSTR_TYPE[1:0]
SLOT_CYCL
E[8]

DEFMSTR_TYPE[1:0]
SLOT_CYCL
E[8]

MBPR[1:0]
M4PR[1:0]
M2PR[1:0]
MOPR[1:0]

M14PR[1:0]

M12PR[1:0]

M10PR[1:0]
M8PR[1:0]
MBPR[1:0]
M4PR[1:0]
M2PR[1:0]
MOPR[1:0]

M14PR[1:0]

M12PR[1:0]

M10PR[1:0]
M8PR[1:0]
MBPR[1:0]
M4PR[1:0]
M2PR[1:0]
MOPR[1:0]

M14PR[1:0]

M12PR[1:0]

M10PR[1:0]
M8PR[1:0]
MBPR[1:0]
M4PR[1:0]
M2PR[1:0]
MOPR[1:0]

M14PR[1:0]

M12PR[1:0]

M10PR[1:0]
M8PR[1:0]
MBPR[1:0]
M4PR[1:0]
M2PR[1:0]
MOPR[1:0]
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........... continued

omet | Neme JEwres] 7 | o | s | 4 ] s 2 |+ | o

0xA4

0xAC

0xBO

0xB4

0xB8

0xBC

0xCO

0xC4

0xC8

0xCC

0xD0

0xD4

0xD8

MATRIX_PRBS4

MATRIX_PRAS5

MATRIX_PRBS5

MATRIX_PRAS6

MATRIX_PRBS6

MATRIX_PRAS7

MATRIX_PRBS7

MATRIX_PRAS8

MATRIX_PRBS8

MATRIX_PRAS9

MATRIX_PRBS9

MATRIX_PRAS10

MATRIX_PRBS10

MATRIX_PRAS11

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

LQOSEN15
LQOSEN13
LQOSEN11
LQOSEN9
LQOSEN7
LQOSEN5
LQOSEN3
LQOSENT1
LQOSEN15
LQOSEN13
LQOSEN11
LQOSEN9
LQOSEN7
LQOSEN5
LQOSEN3
LQOSENT1
LQOSEN15
LQOSEN13
LQOSEN11
LQOSEN9
LQOSEN7
LQOSEN5
LQOSEN3
LQOSENT1
LQOSEN15
LQOSEN13
LQOSEN11
LQOSEN9
LQOSEN7
LQOSEN5
LQOSEN3
LQOSENT1
LQOSEN15
LQOSEN13
LQOSEN11
LQOSEN9
LQOSEN7
LQOSEN5
LQOSEN3
LQOSENT1
LQOSEN15
LQOSEN13
LQOSEN11
LQOSEN9
LQOSEN7
LQOSEN5
LQOSEN3
LQOSENT1
LQOSEN15
LQOSEN13
LQOSEN11
LQOSEN9
LQOSEN7
LQOSEN5
LQOSEN3
LQOSENT1

M15PR[1:0]
M13PR[1:0]
M11PR[1:0]
MOPR[1:0]
M7PR[1:0]
M5PR[1:0]
M3PR[1:0]
M1PR[1:0]
M15PR[1:0]
M13PR[1:0]
M11PR[1:0]
MOPR[1:0]
M7PR[1:0]
M5PR[1:0]
M3PR[1:0]
M1PR[1:0]
M15PR[1:0]
M13PR[1:0]
M11PR[1:0]
MOPR[1:0]
M7PR[1:0]
M5PR[1:0]
M3PR[1:0]
M1PR[1:0]
M15PR[1:0]
M13PR[1:0]
M11PR[1:0]
MOPR[1:0]
M7PR[1:0]
M5PR[1:0]
M3PR[1:0]
M1PR[1:0]
M15PR[1:0]
M13PR[1:0]
M11PR[1:0]
MOPR[1:0]
M7PR[1:0]
M5PR[1:0]
M3PR[1:0]
M1PR[1:0]
M15PR[1:0]
M13PR[1:0]
M11PR[1:0]
MOPR[1:0]
M7PR[1:0]
M5PR[1:0]
M3PR[1:0]
M1PR[1:0]
M15PR[1:0]
M13PR[1:0]
M11PR[1:0]
MOPR[1:0]
M7PR[1:0]
M5PR[1:0]
M3PR[1:0]
M1PR[1:0]

LQOSEN14
LQOSEN12
LQOSEN10
LQOSEN8
LQOSEN6
LQOSEN4
LQOSEN2
LQOSENO
LQOSEN14
LQOSEN12
LQOSEN10
LQOSEN8
LQOSEN6
LQOSEN4
LQOSEN2
LQOSENO
LQOSEN14
LQOSEN12
LQOSEN10
LQOSEN8
LQOSEN6
LQOSEN4
LQOSEN2
LQOSENO
LQOSEN14
LQOSEN12
LQOSEN10
LQOSEN8
LQOSEN6
LQOSEN4
LQOSEN2
LQOSENO
LQOSEN14
LQOSEN12
LQOSEN10
LQOSEN8
LQOSEN6
LQOSEN4
LQOSEN2
LQOSENO
LQOSEN14
LQOSEN12
LQOSEN10
LQOSEN8
LQOSEN6
LQOSEN4
LQOSEN2
LQOSENO
LQOSEN14
LQOSEN12
LQOSEN10
LQOSEN8
LQOSEN6
LQOSEN4
LQOSEN2
LQOSENO

M14PR[1:0]
M12PR[1:0]
M10PR[1:0]
M8PR[1:0]
M6PR[1:0]
M4PR[1:0]
M2PR[1:0]
MOPR[1:0]
M14PR[1:0]
M12PR[1:0]
M10PR[1:0]
M8PR[1:0]
M6PR[1:0]
M4PR[1:0]
M2PR[1:0]
MOPR[1:0]
M14PR[1:0]
M12PR[1:0]
M10PR[1:0]
M8PR[1:0]
M6PR[1:0]
M4PR[1:0]
M2PR[1:0]
MOPR[1:0]
M14PR[1:0]
M12PR[1:0]
M10PR[1:0]
M8PR[1:0]
M6PR[1:0]
M4PR[1:0]
M2PR[1:0]
MOPR[1:0]
M14PR[1:0]
M12PR[1:0]
M10PR[1:0]
M8PR[1:0]
M6PR[1:0]
M4PR[1:0]
M2PR[1:0]
MOPR[1:0]
M14PR[1:0]
M12PR[1:0]
M10PR[1:0]
M8PR[1:0]
M6PR[1:0]
M4PR[1:0]
M2PR[1:0]
MOPR[1:0]
M14PR[1:0]
M12PR[1:0]
M10PR[1:0]
M8PR[1:0]
M6PR[1:0]
M4PR[1:0]
M2PR[1:0]
MOPR[1:0]
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........... continued
(e mw Jams] 7 [ o T8 [ < s [ & 9 [ o]
31:24 LQOSEN15 M15PR[1:0] LQOSEN14 M14PR[1:0]
23:16 LQOSEN13 M13PR[1:0] LQOSEN12 M12PR[1:0]
0xDC MATRIX_PRBS11
- 15:8 LQOSEN11 M11PR[1:0] LQOSEN10 M10PR[1:0]
7:0 LQOSEN9 MOPR[1:0] LQOSENS M8PR[1:0]
31:24 LQOSEN7 M7PR[1:0] LQOSENG6 M6PR[1:0]
23:16 LQOSENS M5PR[1:0] LQOSEN4 M4PR[1:0]
O0xEOQ MATRIX_PRAS12
- 15:8 LQOSEN3 M3PR[1:0] LQOSEN2 M2PR[1:0]
7:0 LQOSEN1 M1PR[1:0] LQOSENO MOPR[1:0]
31:24 LQOSEN15 M15PR[1:0] LQOSEN14 M14PR[1:0]
23:16 LQOSEN13 M13PR[1:0] LQOSEN12 M12PR[1:0]
OxE4 MATRIX_PRBS12
- 15:8 LQOSEN11 M11PR[1:0] LQOSEN10 M10PR[1:0]
7:0 LQOSEN9 MOPR[1:0] LQOSENS M8PR[1:0]
31:24 LQOSEN7 M7PR[1:0] LQOSENG6 M6PR[1:0]
23:16 LQOSENS M5PR[1:0] LQOSEN4 M4PR[1:0]
OxE8 MATRIX_PRAS13
- 15:8 LQOSEN3 M3PR[1:0] LQOSEN2 M2PR[1:0]
7:0 LQOSEN1 M1PR[1:0] LQOSENO MOPR[1:0]
31:24 LQOSEN15 M15PR[1:0] LQOSEN14 M14PR[1:0]
23:16 LQOSEN13 M13PR[1:0] LQOSEN12 M12PR[1:0]
OxEC MATRIX_PRBS13
- 15:8 LQOSEN11 M11PR[1:0] LQOSEN10 M10PR[1:0]
7:0 LQOSEN9 MOPR[1:0] LQOSENS M8PR[1:0]
31:24 LQOSEN7 M7PR[1:0] LQOSEN6 M6PR[1:0]
23:16 LQOSENS M5PR[1:0] LQOSEN4 M4PR[1:0]
0xFO MATRIX_PRAS14
- 15:8 LQOSEN3 M3PR[1:0] LQOSEN2 M2PR[1:0]
7:0 LQOSEN1 M1PR[1:0] LQOSENO MOPR[1:0]
31:24 LQOSEN15 M15PR[1:0] LQOSEN14 M14PR[1:0]
23:16 LQOSEN13 M13PR[1:0] LQOSEN12 M12PR[1:0]
OxF4 MATRIX_PRBS14
- 15:8 LQOSEN11 M11PR[1:0] LQOSEN10 M10PR[1:0]
7:0 LQOSEN9 MOPR[1:0] LQOSENS M8PR[1:0]
31:24 LQOSEN7 M7PR[1:0] LQOSENG6 M6PR[1:0]
23:16 LQOSENS M5PR[1:0] LQOSEN4 M4PR[1:0]
O0xF8 MATRIX_PRAS15
- 15:8 LQOSEN3 M3PR[1:0] LQOSEN2 M2PR[1:0]
7:0 LQOSEN1 M1PR[1:0] LQOSENO MOPR[1:0]
31:24 LQOSEN15 M15PR[1:0] LQOSEN14 M14PR[1:0]
23:16 LQOSEN13 M13PR[1:0] LQOSEN12 M12PR[1:0]
OxFC MATRIX_PRBS15
- 15:8 LQOSEN11 M11PR[1:0] LQOSEN10 M10PR[1:0]
7:0 LQOSEN9 MOPR[1:0] LQOSENS M8PR[1:0]
31:24
0x0100 MATRIX_MRCR 2316
X
- 15:8 RCB15 RCB14 RCB13 RCB12 RCB11 RCB10 RCB9 RCB8
7:0 RCB7 RCB6 RCB5 RCB4 RCB3 RCB2 RCB1 RCBO
0x0104
Reserved
0x014F
31:24
23:16
0x0150 MATRIX_MEIER
- 15:8 MERR15 MERR14 MERR13 MERR12 MERR11 MERR10 MERR9 MERRS8
7:0 MERR7 MERRG6 MERRS MERR4 MERRS3 MERR2 MERR1 MERRO
31:24
23:16
0x0154 MATRIX_MEIDR
- 15:8 MERR15 MERR14 MERR13 MERR12 MERR11 MERR10 MERR9 MERRS8
7:0 MERR7 MERRG6 MERRS MERR4 MERRS3 MERR2 MERR1 MERRO
31:24
23:16
0x0158 MATRIX_MEIMR
- 15:8 MERR15 MERR14 MERR13 MERR12 MERR11 MERR10 MERR9 MERRS8
7:0 MERR7 MERRG6 MERRS MERR4 MERRS3 MERR2 MERR1 MERRO
31:24
23:16
0x015C MATRIX_MESR
- 15:8 MERR15 MERR14 MERR13 MERR12 MERR11 MERR10 MERR9 MERRS8
7:0 MERR7 MERRG6 MERRS MERR4 MERRS3 MERR2 MERR1 MERRO
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0x0160

0x019C

0x01A0
0x01E3

0x01E4

0x01E8

0x01EC

O0x01FF

0x0200

0x023C

0x0240

0x027C

0x0280

0x02BC

0x02C0

0x02C4

MATRIX_MEARO

MATRIX_MEAR15

Reserved

MATRIX_WPMR

MATRIX_WPSR

Reserved

MATRIX_PSRO0

MATRIX_PSR15

MATRIX_PASSRO

MATRIX_PASSR15

MATRIX_PRTSRO

MATRIX_PRTSR15

MATRIX_PPSELR1

MATRIX_PPSELR2

31:24

23:16
15:8
7:0

31:24

23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24

23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

CFGFRZ

DPSOA7

ERRADDI[31:24]

ERRADDI[23:16]
ERRADDI[15:8]
ERRADDI[7:0]

ERRADD[31:24]

ERRADDI[23:16]
ERRADDI[15:8]
ERRADDI[7:0]

WPKEY[23:16]
WPKEY([15:8]
WPKEY([7:0]

WPVSRC[15:8]
WPVSRCI[7:0]

DPSOA6

DPSOA5

DPSOA4

DPSOA3

DPSOA2

DPSOA1

WPEN

WPVS

DPSOA0

WRUSERH7 | WRUSERH6 | WRUSERHS5 | WRUSERH4 | WRUSERH3 | WRUSERH2 | WRUSERH1 | WRUSERHO

RDUSERH7 | RDUSERH6 | RDUSERH5 | RDUSERH4 | RDUSERH3 | RDUSERH2 | RDUSERH1 | RDUSERHO
LAUSERH7 | LAUSERH6 | LAUSERH5 | LAUSERH4 | LAUSERH3 | LAUSERH2 | LAUSERH1 | LAUSERHO
DPSOA17 DPSOA16 DPSOA15 DPSOA14 DPSOA13 DPSOA12 DPSOA11 DPSOA10

WRUSERH17 WRUSERH16 WRUSERH15 WRUSERH14 WRUSERH13 WRUSERH12| WRUSERH11\WRUSERH10
RDUSERH17 |RDUSERH16 | RDUSERH15 RDUSERH14 RDUSERH13 RDUSERH12 RDUSERH11 | RDUSERH10
LAUSERH17 | LAUSERH16 | LAUSERH15 | LAUSERH14 | LAUSERH13 | LAUSERH12 | LAUSERH11 | LAUSERH10

PASPLIT7[3:0] PASPLIT6[3:0]
PASPLIT5[3:0] PASPLITA[3:0]
PASPLIT3[3:0] PASPLIT2[3:0]
PASPLIT1[3:0] PASPLITO[3:0]

PASPLIT17[3:0]
PASPLIT15[3:0]
PASPLIT13[3:0]
PASPLIT11[3:0]

PASPLIT16[3:0]
PASPLIT14[3:0]
PASPLIT12[3:0]
PASPLIT10[3:0]

PRTOP7[3:0] PRTOPS[3:0]

PRTOPS5[3:0] PRTOPA4[3:0]

PRTOP3[3:0] PRTOP2[3:0]

PRTOP1[3:0] PRTOPO[3:0]

PRTOP17[3:0] PRTOP16[3:0]

PRTOP15[3:0] PRTOP14[3:0]

PRTOP13[3:0] PRTOP12[3:0]

PRTOP11[3:0] PRTOP10[3:0]
USERP31 | USERP30 | USERP29 | USERP28 | USERP27 | USERP26 | USERP25 | USERP24
USERP23 | USERP22 | USERP21 | USERP20 | USERP19 | USERP18 | USERP17 | USERP16
USERP15 | USERP14 | USERP13 | USERP12 | USERP11 | USERP10 | USERP9 USERP8
USERP7 USERP6 USERP5 USERP4 USERP3 USERP2 USERP1 USERPO
USERP31 | USERP30 | USERP29 | USERP28 | USERP27 | USERP26 | USERP25 | USERP24
USERP23 | USERP22 | USERP21 | USERP20 | USERP19 | USERP18 | USERP17 | USERP16
USERP15 | USERP14 | USERP13 | USERP12 | USERP11 | USERP10 | USERP9 USERP8
USERP7 USERP6 USERP5 USERP4 USERP3 USERP2 USERP1 USERPO
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........... continued

ome | Neme Jewres] 7 | o | s | ¢ | 3 | 2 | t | o |

31:24 USERP31 USERP30 USERP29 USERP28 USERP27 USERP26 USERP25 USERP24
23:16 USERP23 USERP22 USERP21 USERP20 USERP19 USERP18 USERP17 USERP16
15:8 USERP15 USERP14 USERP13 USERP12 USERP11 USERP10 USERP9 USERPS8
7:0 USERP7 USERP6 USERP5 USERP4 USERP3 USERP2 USERP1 USERPO

0x02C8 'MATRIX_PPSELR3
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PIC32CXMTG
Bus Matrix (MATRIX)

27.11.1 MATRIX Host Configuration Register x

Name:
Offset:
Reset:
Property:

MATRIX_MCFGx
0x00 + x*0x04 [x=0..15]

0x00000004
Read/Write

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
ULBTI[2:0]
Access R/W R/W R/W
Reset 1 0 0

Bits 2:0 — ULBT[2:0] Undefined Length Burst Type

Value
0

Name

Description

UNLIMITED | Unlimited Length Burst—No predicted end of burst is generated, therefore INCR bursts

SINGLE
4 BEAT
8 BEAT
16_BEAT
32_BEAT
64_BEAT

128_BEAT

coming from this host can only be broken if the Client Slot Cycle Limit is reached. If the
Slot Cycle Limit is not reached, the burst is normally completed by the host, at the latest,
on the next system bus 1 Kbyte address boundary, allowing up to 256-beat word bursts
or 128-beat double-word bursts.

This value should not be used in the very particular case of a host capable of performing
back-to-back undefined length bursts on a single client, since this could indefinitely
freeze the client arbitration and thus prevent another host from accessing this client.
Single Access—The undefined length burst is treated as a succession of single
accesses, allowing re-arbitration at each beat of the INCR burst or bursts sequence.
4-beat Burst—The undefined length burst or bursts sequence is split into 4-beat bursts or
less, allowing re-arbitration every 4 beats.

8-beat Burst—The undefined length burst or bursts sequence is split into 8-beat bursts or
less, allowing re-arbitration every 8 beats.

16-beat Burst—The undefined length burst or bursts sequence is split into 16-beat bursts
or less, allowing re-arbitration every 16 beats.

32-beat Burst—The undefined length burst or bursts sequence is split into 32-beat bursts
or less, allowing re-arbitration every 32 beats.

64-beat Burst—The undefined length burst or bursts sequence is split into 64-beat bursts
or less, allowing re-arbitration every 64 beats.

128-beat Burst—The undefined length burst or bursts sequence is split into 128-beat
bursts or less, allowing re-arbitration every 128 beats.

Unless duly needed, the ULBT should be left at its default 0 value for power saving.
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PIC32CXMTG

Bus Matrix (MATRIX)

27.11.2 MATRIX Client Configuration Register x

Name: MATRIX_SCFGx
Offset: 0x40 + x*0x04 [x=0..15]
Property: Read/Write

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.
Table 27-25. MATRIX_SCFG Reset Values

SCFGO0 0x000001FF 0x000001FF 0x001201FF 0x000101FF
SCFG1 0x000001FF 0x000001FF 0x001201FF 0x000101FF
SCFG2 0x000001FF 0x000001FF 0x001201FF 0x000001FF
SCFG3 0x000001FF 0x000001FF 0x000A01FF 0x000001FF
SCFG4 0x000001FF 0x000001FF 0x000DO1FF 0x000001FF
SCFG5 0x000001FF 0x000001FF 0x001201FF 0x000001FF
SCFG6 0x000001FF 0x000001FF 0x000101FF 0x000001FF
SCFG7 0x000001FF 0x000001FF 0x000A01FF 0x000001FF
SCFG8 0x000001FF 0x000001FF 0x000DO1FF 0x000001FF
SCFG9 0x000001FF 0x000001FF 0x001201FF 0x000001FF
SCFG10 0x000001FF 0x000001FF 0x000101FF 0x00001FF
SCFGM1 0x000001FF 0x000001FF 0x000001FF 0x000001FF
SCFG12 0x000001FF 0x000001FF 0x000001FF 0x000001FF
SCFG13 0x000001FF 0x000001FF 0x000001FF 0x000001FF
SCFG14 0x000001FF 0x000001FF 0x000001FF 0x000001FF
SCFG15 0x000001FF 0x000001FF 0x000001FF 0x000001FF
Bit 31 29 28 27 26 25 24
Access
Reset
Bit 23 21 20 19 18 17 16
FIXED_DEFMSTRI[3:0] DEFMSTR_TYPE[1:0] |
Access R/W R/W R/W R/W R/W R/W
Reset
Bit 15 13 12 11 10 9 8
SLOT_CYCLE]
8]
Access R/W
Reset
Bit 7 4 3 2 1 0
SLOT_CYCLEJ7:0]
Access R/W R/W R/W R/W R/W R/W R/W
Reset

Bits 21:18 — FIXED_DEFMSTR[3:0] Fixed Default Host
This is the number of the Default Host for this client. Only used if DEFMSTR_TYPE is 2. Specifying the number of a
host which is not connected to the selected client is equivalent to setting DEFMSTR_TYPE to 0.

Bits 17:16 — DEFMSTR_TYPE[1:0] Default Host Type
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Value Name
0 NONE

1 LAST

2 FIXED

Description
No Default Host—At the end of the current client access, if no other host request is pending,
the client is disconnected from all hosts.

This results in a one clock cycle latency for the first access of a burst transfer or for a single
access.

Last Default Host—At the end of the current client access, if no other host request is pending,
the client stays connected to the last host having accessed it.

This results in not having one clock cycle latency when the last host tries to access the client
again.

Fixed Default Host—At the end of the current client access, if no other host request is pending,
the client connects to the fixed host the number that has been written in the FIXED_DEFMSTR
field.

This results in not having one clock cycle latency when the fixed host tries to access the client
again.

Bits 8:0 - SLOT_CYCLE[8:0] Maximum Bus Grant Duration for Hosts
When SLOT_CYCLE system bus clock cycles have elapsed since the last arbitration, a new arbitration takes place to
let another host access this client. If another host is requesting the client bus, then the current host burst is broken.
If SLOT_CYCLE = 0, the Slot Cycle Limit feature is disabled and bursts always complete unless broken according to

the ULBT.

This limit has been placed in order to enforce arbitration so as to meet potential latency constraints of hosts waiting

for client access.

This limit must not be too small. Unreasonably small values break every burst and the MATRIX arbitrates without
performing any data transfer. The default maximum value is usually an optimal conservative choice.

In most cases, this feature is not needed and should be disabled for power saving.

See Slot Cycle Limit Arbitration for details.
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27.11.3 MATRIX Priority Register A For Clients x

Name: MATRIX_PRASXx
Offset: 0x80 + x*0x08 [x=0..15]
Property: Read/Write

This register can only be written if the WPEN bit is cleared in the Write Protection Mode Register.
Table 27-26. MATRIX_PRAS Reset Values

PRASO 0x00000200 0x00000022 0x00000000 0x00000000
PRAS1 0x00000000 0x00000000 0x00000000 0x00000000
PRAS2 0x00200000 0x00022000 0x00000000 0x00000000
PRAS3 0x00000000 0x00000000 0x00000000 0x00000000
PRAS4 0x00200000 0x00000000 0x00000000 0x00000000
PRAS5 0x00000022 0x00000000 0x00000000 0x00000000
PRAS6 0x00000000 0x00000000 0x00000000 0x00000000
PRAS7 0x00000200 0x00000000 0x00000000 0x00000000
PRAS8 0x00000000 0x00000000 0x00000000 0x00000000
PRAS9 0x00000020 0x00000000 0x00000000 0x00000000
PRAS10 0x00000000 0x00000000 0x00000022 0x00000000
PRAS11 0x00022000 0x00000000 0x00000000 0x00000000
PRAS12 0x00000000 0x00000000 0x00000000 0x00000000
PRAS13 0x00000000 0x00000000 0x00000000 0x00000000
PRAS14 0x00000000 0x00000000 0x00000000 0x00000000
PRAS15 0x00000000 0x00000000 0x00000000 0x00000000
Bit 31 30 29 28 27 26 25 24
| LQOSEN7 M7PR[1:0] LQOSEN6 M6PR[1:0]
Access R/W R/W R/W R/W R/W R/W
Reset
Bit 23 22 21 20 19 18 17 16
LQOSENS5 M5PR[1:0] LQOSEN4 M4PR[1:0]
Access R/W R/W R/W R/W R/W R/W
Reset
Bit 15 14 13 12 1 10 9 8
| LQOSEN3 M3PR[1:0] LQOSEN2 M2PR[1:0]
Access R/W R/W R/W R/W R/W R/W
Reset
Bit 7 6 5 4 3 2 1 0
LQOSEN1 M1PR[1:0] LQOSENO MOPR([1:0]
Access R/W R/W R/W R/W R/W R/W
Reset

Bits 2, 6, 10, 14, 18, 22, 26, 3