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Notice

1.

13.
14.

(Note1)

Descriptions of circuits, software and other related information in this document are provided only to illustrate the operation of semiconductor products
and application examples. You are fully responsible for the incorporation or any other use of the circuits, software, and information in the design of your
product or system. Renesas Electronics disclaims any and all liability for any losses and damages incurred by you or third parties arising from the use
of these circuits, software, or information.
Renesas Electronics hereby expressly disclaims any warranties against and liability for infringement or any other claims involving patents, copyrights,
or other intellectual property rights of third parties, by or arising from the use of Renesas Electronics products or technical information described in this
document, including but not limited to, the product data, drawings, charts, programs, algorithms, and application examples.
No license, express, implied or otherwise, is granted hereby under any patents, copyrights or other intellectual property rights of Renesas Electronics
or others.
You shall be responsible for determining what licenses are required from any third parties, and obtaining such licenses for the lawful import, export,
manufacture, sales, utilization, distribution or other disposal of any products incorporating Renesas Electronics products, if required.
You shall not alter, modify, copy, or reverse engineer any Renesas Electronics product, whether in whole or in part. Renesas Electronics disclaims any
and all liability for any losses or damages incurred by you or third parties arising from such alteration, modification, copying or reverse engineering.
Renesas Electronics products are classified according to the following two quality grades: “Standard” and “High Quality”. The intended applications for
each Renesas Electronics product depends on the product’s quality grade, as indicated below.

"Standard": Computers; office equipment; communications equipment; test and measurement equipment; audio and visual equipment; home

electronic appliances; machine tools; personal electronic equipment; industrial robots; etc.
"High Quality": Transportation equipment (automobiles, trains, ships, etc.); traffic control (traffic lights); large-scale communication equipment; key
financial terminal systems; safety control equipment; etc.

Unless expressly designated as a high reliability product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas
Electronics document, Renesas Electronics products are not intended or authorized for use in products or systems that may pose a direct threat to
human life or bodily injury (artificial life support devices or systems; surgical implantations; etc.), or may cause serious property damage (space
system; undersea repeaters; nuclear power control systems; aircraft control systems; key plant systems; military equipment; etc.). Renesas Electronics
disclaims any and all liability for any damages or losses incurred by you or any third parties arising from the use of any Renesas Electronics product
that is inconsistent with any Renesas Electronics data sheet, user's manual or other Renesas Electronics document.
No semiconductor product is absolutely secure. Notwithstanding any security measures or features that may be implemented in Renesas Electronics
hardware or software products, Renesas Electronics shall have absolutely no liability arising out of any vulnerability or security breach, including but
not limited to any unauthorized access to or use of a Renesas Electronics product or a system that uses a Renesas Electronics product. RENESAS
ELECTRONICS DOES NOT WARRANT OR GUARANTEE THAT RENESAS ELECTRONICS PRODUCTS, OR ANY SYSTEMS CREATED USING
RENESAS ELECTRONICS PRODUCTS WILL BE INVULNERABLE OR FREE FROM CORRUPTION, ATTACK, VIRUSES, INTERFERENCE,
HACKING, DATA LOSS OR THEFT, OR OTHER SECURITY INTRUSION (“Vulnerability Issues”). RENESAS ELECTRONICS DISCLAIMS ANY AND
ALL RESPONSIBILITY OR LIABILITY ARISING FROM OR RELATED TO ANY VULNERABILITY ISSUES. FURTHERMORE, TO THE EXTENT
PERMITTED BY APPLICABLE LAW, RENESAS ELECTRONICS DISCLAIMS ANY AND ALL WARRANTIES, EXPRESS OR IMPLIED, WITH
RESPECT TO THIS DOCUMENT AND ANY RELATED OR ACCOMPANYING SOFTWARE OR HARDWARE, INCLUDING BUT NOT LIMITED TO
THE IMPLIED WARRANTIES OF MERCHANTABILITY, OR FITNESS FOR A PARTICULAR PURPOSE.
When using Renesas Electronics products, refer to the latest product information (data sheets, user’'s manuals, application notes, “General Notes for
Handling and Using Semiconductor Devices” in the reliability handbook, etc.), and ensure that usage conditions are within the ranges specified by
Renesas Electronics with respect to maximum ratings, operating power supply voltage range, heat dissipation characteristics, installation, etc. Renesas
Electronics disclaims any and all liability for any malfunctions, failure or accident arising out of the use of Renesas Electronics products outside of such
specified ranges.
Although Renesas Electronics endeavors to improve the quality and reliability of Renesas Electronics products, semiconductor products have specific
characteristics, such as the occurrence of failure at a certain rate and malfunctions under certain use conditions. Unless designated as a high reliability
product or a product for harsh environments in a Renesas Electronics data sheet or other Renesas Electronics document, Renesas Electronics
products are not subject to radiation resistance design. You are responsible for implementing safety measures to guard against the possibility of bodily
injury, injury or damage caused by fire, and/or danger to the public in the event of a failure or malfunction of Renesas Electronics products, such as
safety design for hardware and software, including but not limited to redundancy, fire control and malfunction prevention, appropriate treatment for
aging degradation or any other appropriate measures. Because the evaluation of microcomputer software alone is very difficult and impractical, you are
responsible for evaluating the safety of the final products or systems manufactured by you.

. Please contact a Renesas Electronics sales office for details as to environmental matters such as the environmental compatibility of each Renesas

Electronics product. You are responsible for carefully and sufficiently investigating applicable laws and regulations that regulate the inclusion or use of
controlled substances, including without limitation, the EU RoHS Directive, and using Renesas Electronics products in compliance with all these
applicable laws and regulations. Renesas Electronics disclaims any and all liability for damages or losses occurring as a result of your noncompliance
with applicable laws and regulations.

. Renesas Electronics products and technologies shall not be used for or incorporated into any products or systems whose manufacture, use, or sale is

prohibited under any applicable domestic or foreign laws or regulations. You shall comply with any applicable export control laws and regulations
promulgated and administered by the governments of any countries asserting jurisdiction over the parties or transactions.

. ltis the responsibility of the buyer or distributor of Renesas Electronics products, or any other party who distributes, disposes of, or otherwise sells or

transfers the product to a third party, to notify such third party in advance of the contents and conditions set forth in this document.

This document shall not be reprinted, reproduced or duplicated in any form, in whole or in part, without prior written consent of Renesas Electronics.
Please contact a Renesas Electronics sales office if you have any questions regarding the information contained in this document or Renesas
Electronics products.

“Renesas Electronics” as used in this document means Renesas Electronics Corporation and also includes its directly or indirectly controlled
subsidiaries.

(Note2)

Corporate Headquarters
TOYOSU FORESIA, 3-2-24 Toyosu,
Koto-ku, Tokyo 135-0061, Japan
www.renesas.com

Trademarks

Renesas and the Renesas logo are trademarks of Renesas Electronics
Corporation. All trademarks and registered trademarks are the property of
their respective owners.

“Renesas Electronics product(s)” means any product developed or manufactured by or for Renesas Electronics.

(Rev.5.0-1 October 2020)

Contact information

For further information on a product, technology, the most up-to-date
version of a document, or your nearest sales office, please visit:
www.renesas.com/contact/

© 2023 Renesas Electronics Corporation. All rights reserved.



Trademarks (continued)

For the “Cortex” notation, it is used as follows;

— Arm® Cortex®-A55

— Arm® Cortex®-M33

Note that after this page, they may be noted as Cortex-A55 and Cortex-M33 respectively.

Examples of trademark or registered trademark used in the RZ/G series, 2nd Generation User's Manual: Hardware;
AMBA®: AMBA is a registered trademark of Arm Limited.
CoreLink™: CoreLink is a trademark of Arm Limited.
CoreSight™: CoreSight is a trademark of Arm Limited.
Mali™: Mali is a trademark of Arm Limited.
TrustZone ©: TrustZone is a registered trademark of Arm Limited.
HyperFlash™: HyperFlash is a trademark of Cypress Semiconductor Corporation.
MIPI®: MIPI is a registered trademark of MIPI Alliance, Inc.
Neon™: Neon is a trademark of Arm Limited.
OpenGL ES™: OpenGL ES is a trademark of Khronos Group, Inc.
DynamIQ™: DynamIQ is a trademark of Arm Limited.
OctaFlash™: OctaFlash is a trademark of Macronix International Co., Ltd.
eMMC™: eMMC is a trademark of MultiMediaCard Association.

Note that in each section of the Manual, trademark notation of ® and TM may be omitted.
All other trademarks and registered trademarks are the property of their respective owners.

© 2022 Renesas Electronics Corporation. All rights reserved.



General Precautions in the Handling of Microprocessing Unit and
Microcontroller Unit Products

The following usage notes are applicable to all Microprocessing unit and Microcontroller unit products from Renesas. For detailed usage notes on the
products covered by this document, refer to the relevant sections of the document as well as any technical updates that have been issued for the products.

1.

Precaution against Electrostatic Discharge (ESD)

A strong electrical field, when exposed to a CMOS device, can cause destruction of the gate oxide and ultimately degrade the device operation. Steps
must be taken to stop the generation of static electricity as much as possible, and quickly dissipate it when it occurs. Environmental control must be
adequate. When it is dry, a humidifier should be used. This is recommended to avoid using insulators that can easily build up static electricity.
Semiconductor devices must be stored and transported in an anti-static container, static shielding bag or conductive material. All test and
measurement tools including work benches and floors must be grounded. The operator must also be grounded using a wrist strap. Semiconductor
devices must not be touched with bare hands. Similar precautions must be taken for printed circuit boards with mounted semiconductor devices.
Processing at power-on

The state of the product is undefined at the time when power is supplied. The states of internal circuits in the LSI are indeterminate and the states of
register settings and pins are undefined at the time when power is supplied. In a finished product where the reset signal is applied to the external reset
pin, the states of pins are not guaranteed from the time when power is supplied until the reset process is completed. In a similar way, the states of pins
in a product that is reset by an on-chip power-on reset function are not guaranteed from the time when power is supplied until the power reaches the
level at which resetting is specified.

Input of signal during power-off state

Do not input signals or an 1/0 pull-up power supply while the device is powered off. The current injection that results from input of such a signal or /0
pull-up power supply may cause malfunction and the abnormal current that passes in the device at this time may cause degradation of internal
elements. Follow the guideline for input signal during power-off state as described in your product documentation.

Handling of unused pins

Handle unused pins in accordance with the directions given under handling of unused pins in the manual. The input pins of CMOS products are
generally in the high-impedance state. In operation with an unused pin in the open-circuit state, extra electromagnetic noise is induced in the vicinity of
the LSI, an associated shoot-through current flows internally, and malfunctions occur due to the false recognition of the pin state as an input signal
become possible.

Clock signals

After applying a reset, only release the reset line after the operating clock signal becomes stable. When switching the clock signal during program
execution, wait until the target clock signal is stabilized. When the clock signal is generated with an external resonator or from an external oscillator
during a reset, ensure that the reset line is only released after full stabilization of the clock signal. Additionally, when switching to a clock signal
produced with an external resonator or by an external oscillator while program execution is in progress, wait until the target clock signal is stable.
Voltage application waveform at input pin

Waveform distortion due to input noise or a reflected wave may cause malfunction. If the input of the CMOS device stays in the area between V.
(Max.) and Vi1 (Min.) due to noise, for example, the device may malfunction. Take care to prevent chattering noise from entering the device when the
input level is fixed, and also in the transition period when the input level passes through the area between Vi (Max.) and V4 (Min.).

Prohibition of access to reserved addresses

Access to reserved addresses is prohibited. The reserved addresses are provided for possible future expansion of functions. Do not access these
addresses as the correct operation of the LS| is not guaranteed.

Differences between products

Before changing from one product to another, for example to a product with a different part number, confirm that the change will not lead to problems.
The characteristics of a microprocessing unit or microcontroller unit products in the same group but having a different part number might differ in terms
of internal memory capacity, layout pattern, and other factors, which can affect the ranges of electrical characteristics, such as characteristic values,
operating margins, immunity to noise, and amount of radiated noise. When changing to a product with a different part number, implement a system-

evaluation test for the given product.
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1. Overview

1.1 Introduction
The RZ/V2L includes:

¢ 1.2 GHz Arm® Cortex®-A55 Dual / Single MPCore cores,

¢ 200-MHz Arm® Cortex®-M33 core,

¢ 500-MHz Arm® Mali™-G31,

e Memory controller for DDR4-1600 / DDR3L-1333 with 16 bits,

¢ | channel MIPI DSI interface or 1channel parallel output interface selectable,
¢ | channel MIPI CSI-2 input interface or 1channel parallel input interface selectable,
® Video processing unit,

e USB2.0 host / function interface,

¢ Gigabit Ethernet interface,

e SD card host interface,

e CAN interface,

e Sound interface,

e DRP-AI for accelerating Al processing.

NOTE

Arm and Cortex are registered trademark of Arm Limited. All other brands or product names are the property of their
respective holders.
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1.2  List of Specifications

1.2.1 CPU Core

ltem

Description

System CPU Cortex-A55

[RZ/V2L]

® Arm Cortex-A55 Dual / Single MPCore 1.2 GHz

® |1 I-cache 32 Kbytes (Parity) / D-cache 32 Kbytes (ECC)
® | 2 cache 0 Kbyte

® |3 cache 256 Kbytes (ECC)

® Arm® NEON™ / FPU supported

® Cryptographic Extension supported

® Arm® v8.2-A architecture

System CPU Cortex-M33

[RZ/V2L]

® Arm Cortex-M33 Processor 200 MHz
® Security Extension supported

® Arm® v8-M architecture

Boot

[Rz/V2L]
® 6 boot modes

Boot Mode 0: Booting from eSD
Boot Mode 1: Booting from eMMC (1.8 V)
Boot Mode 2: Booting from eMMC (3.3 V)

Boot Mode 3: Booting from a serial flash memory (Single / Quad / Octal) connected to the

SPI Multi I/O bus space (1.8 V)

Boot Mode 4: Booting from a serial flash memory (Single / Quad) connected to the SPI Multi

1/0O bus space (3.3 V)
Boot Mode 5: Booting from SCIF download

Debug Interface [RZ/N/2L]

® Arm® CoreSight™ architecture
® JTAG / SWD interface supported

® ETF 16 Kbytes for program flow trace (each cluster)
® JTAG Disable supported
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1.2.2 CPU Peripheral

ltem Description
Clock Pulse Generator [RZ/V/2L]
(CPG) ® Generates the clocks from external clock (EXCLK 24 MHz).

Maximum Arm Cortex-A55 clock: 1.2 GHz
Maximum Arm Cortex-M33 clock: 200 MHz
Maximum DDR clock: 666 MHz (DDR3L-1333), 800 MHz (DDR4-1600)
Maximum 3DGE clock: 500 MHz
Maximum VCP clock: 200 MHz
Maximum AXI-bus clock: 200 MHz
Maximum APB-bus clock: 100 MHz
® SSC (Spread Spectrum Clock) supported

Direct Memory Access Controller  [RZ/V2L]

(DMAC) ® 2 modules, 16 channels per module
® Transfer request: On-chip peripheral request / auto request (software trigger)
® A specific DMA transfer interval can be specified to adjust the bus occupancy.
® | INK mode (DMA transfer under descriptor control) supported
® Transfer information can be automatically reloaded

Interrupt Controller [RZ/V/2L]
® Arm® CoreLink™ Generic Interrupt Controller (GIC-600) for Arm Cortex-A55
® Nested Vectored Interrupt Controller (NVIC) for Arm Cortex-M33
® External Interrupt pins (NMI, IRQ7 to IRQO, TINT31-0)
® On-chip peripheral Interrupts: Priority level set for each module

Message Handling Unit [RZ/V2L]
(MHU) ® Message handling function between Arm Cortex-A55 and Arm Cortex-M33
® Assert interrupt to inform message and response from/to Arm Cortex-A55, Cortex-M33
General-purpose 1/0 [RZ/V2L]
(GPIO) ® General-purpose |/O ports
Thermal Sensor Unit [RZ/\V/2L]
(TSU) ® 1 channel

1.2.3 Internal Memory

ltem Description

On-chip RAM [RZV2L]
e RAM of 128 Kbytes (ECC)
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1.24 External Memory Interface

ltem Description

External Bus Controller for [RZ/V2L]

DDRSL / DDR4 SDRAM ® Support DDR3L-1333 / DDR4-1600
(DDR) ® Bus Width: 16-bit

® |n line ECC supported (Support error detection interrupt)
® Memory Size: Up to 4 Gbyes
® Auto Refresh supported

SPI Multi I/0 Bus Controller [RZ/V2L]
® 1 channel (8-bit Double data rate)
® Up to 2 serial flash memories with multiple I/O bus sizes (single / quad) can be connected
® Connectable with 1 Octal-SPI flash memory
® Connectable with 1 HyperFlash memory
® External address space read mode (built-in read cache)
® SPI| operation mode

® Maximum Clock Frequency:
— 50 MHz (Quad-SPI DDR)
— 66 MHz (Quad-SPI SDR)

— 100 MHz (Octal-SPI, HyperFlash)

SD Card Host Interface / [RzZ/V2L]

Multimedia Card Interface ® 2 channels

(SD/MMC) ® Channel 0 supports SDHI / e-MMC (boot supported)

Channel 1 supports SDHI

SD memory I/O card interface (1-bit / 4-bit SD bus)

SD, SDHC and SDXC SD memory card access supported
Compliant with SD 3.0

Default, high-speed, UHS-I/SDR50, SDR104 transfer modes supported
Error check function: CRC7 (Command/response), CRC16 (Data)
Card detection function, write protect supported

MMC interface (1-bit / 4-bit / 8-bit MMC bus)

e-MMC device access supported

Compliant with eMMC 4.51

High-speed, HS200 transfer modes supported

1.25 Graphics Unit

ltem Description
3D Graphics Engine [RZ/\V/2L]
(3DGE) ® Arm Mali-G31

® One single-pixel shader core

® 8 Kbytes L2 Cache

® OpenGL ES1.1/2.0/3.0/3.1 and 3.2 Supported
® OpenCL 2.0 Full Profile Supported
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1.2.6 Video Processing Unit

ltem

Description

Video Codec Processor
(VCP)

[RzZ/V2L]
® H.264 codec module
® Encoding / Decoding support
— H.264 / AVC (High Profile / Main Profile / Baseline Profile)
— H.264 / MVC (Stereo High Profile)
® Maximum pixel rate: 1920 x 1080 x 30 fps
® Color format (input in encoding): YcbCr 4:2:0 semi-planar supported
® Color format (output in decoding): YcbCr 4:2:0 semi-planar supported

Image Scaling Unit
(ISU)

[RZ/V2L]

® Scaling down function with bilinear interpolation

® |nput image Size (max): 5M (2800 x 2047)

® Qutput image Size (max): Full HD (1920 x 1080)

® Support Color format Conversion

® RGB/ARGB /YcbCr422 / YcbCr420 / RAW (Grayscale)

1.2.7 Camera Interfaces

ltem Description
MIPI CSI-2 Interface [RZ/V2L]
® 1 channel

® The number of Lane: 1-/2-/4-lane
® Support 5MP, 30 fps (RAW12)
® Maximum Bandwidth: 1.5 Gbps per lane
® Select 1 VC from 4 VC (virtual channel) supported
® Support Input Image Data Formats:
— YUV420 8-bit / 10-bit
— Legacy YUV420 8-bit
— YUV420 8-bit / 10-bit (Chroma Shifted Pixel Sampling)
— YUV422 8-bit / 10-bit
— RGB444 / RGB555 / RGB565/ RGB666 / RGB888
— RAW6 / RAW7 / RAW8 / RAW10 / RAW12 / RAW14 / RAW16 / RAW20
® Generic short packetcode 1/2/3/4/5/6/7/8
® Generic long packet datatype 1/2/3/4
® User Defined 8-bit datatype 1/2/3/4/5/6/7/8

Parallel Input Interface

[RZ/V2L]

® 1 channel

® Support ITU-R BT.656 Interface (Interlace supported, YcbCr422 8-bit / 10-bit)
® Support HD

— 30 fps (YCbCr422 Interleave), 60 fps (YCbCr422 Y/CbCr separate data, binary data)

— Maximum input pixel frequency: 108 MHz
® Support Input Data Format:
— YcbCr422 8-bit / 10-bit
— Binary data 16-bit
® VSYNC / HSYNC / FIELD timing signal supported
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ltem Description
MIPI CSI-2 / Parallel to AXI Bridge [RZ/V2L]
Module ® 1 channel (MIPI CSI-2 Input or Parallel Input)
® Support Image Processing:
— Clipping
— Frame Sampling
- LUT
— Color format conversion

— Color space conversion
® Support Color Formats for Image Processing:
— YUV422 8-/10-bit
— RGB565 / RGB666 / RGB888
— RAW8/10/12/ 14/ 16 (Clipping and Frame Sampling only)
® Support Output Data Formats:
— YCbCr422 8-bit (Interleave/Semi planar, Interlace/Progressive)
— YCbCr420 8-bit (Interleave, Interlace)
— Y-Only
RGB888 / ARGB8888
RAWS8 /10/12/ 14 / 16 (without Image Processing)
— MIPI CSI-2 V2.1 Recommended Memory storage data (without Image Processing)

1.2.8 Display Interface

ltem Description
LCD Controller [RZ/V2L]
® 1 channel (MIPI DSI output or Parallel output)
® 2 planes blending (can blend 2 different size images)
® Support Image Processing:
— Dither processing (RGB666)
— Clipping
— RGB Gamma Correction LUT
® Support Input Data Format:
— RGB565 / RGB666 / RGB888
— ARGB1555/ ARGB4444 /| ARGB8888
— YcbCr444 8-bit / YcbCr422 8-bit / YcbCr420 8-bit
MIPI DSI Interface [RZ/V2L]
® 1 channel
® The number of Lane: 4-lane
® Support up to Full HD (1920 x 1080), 60 fps (RGB888)
® Maximum Bandwidth: 1.5 Gbps per lane
® Support Output Data Format:
— RGB666 / RGB888
Parallel Output Interface [RZ/\V/2L]
® 1 channel
® Support WXGA (1280 x 800), 60 fps
® Support Output Data Format:
— RGB666 / RGB888
® CLK/HD /VD timing signal supported
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1.29 Sound Interface

ltem Description
Serial Sound Interface [RZ/V/2L]
(SSI) ® 4 channels bidirectional serial transfer

® 2 external clock sources available

® Full Duplex communication (channel 0, 1, and 3)

® Support of 12S / Monaural / TDM audio formats

® Support of master and slave functions

® Generation of programmable word clock and bit clock

® Multi-channel formats

® Support of 8, 16, 18, 20, 22, 24, and 32-bit data formats

® Support of 32-stage FIFO for transmission and reception

® Support of LR-clock continue function in which the LR-clock signal is not stopped
Sampling Rate Converter [RZ/V2L]
(SRC) ® 1 channel

® Data format: 16-bit (stereo / monaural)

® Sampling Rate

Input:  Selectable from 8 kHz, 11.025 kHz, 12 kHz, 16 kHz, 22.05 kHz, 24 kHz, 32 kHz,
44.1 kHz, 48 kHz

Output: Selectable from 8 kHz*, 16 kHz*, 32 kHz, 44.1 kHz, 48 kHz
(*: can select in 44.1 kHz input mode)

® SNR: More than or equal to 80 db

1.210 Storage and Network

ltem Description
USB2.0 Host / Function [RZ/V2L]
(USB) ® 2 channels (chO: Host-Function ch1: Host only)

® Compliance with USB2.0
® Supports On-The-Go (OTG) Function
® Supports Battery Charging Function
® |nternal dedicated DMA
Gigabit Ethernet Interface [RZ/V/2L]
(GbE) ® 2 channels
® Supports transfer at 1000 Mbps and 100 Mbps, 10 Mbps
® Supports filtering of Ethernet frames
® Supports interface conforming to IEEE802.3 PHY RGMII (Reduced Gigabit Media Independent

Interface)
® Supports interface conforming to IEEE802.3 PHYMII (Media Independent Interface)
CANFD Interface [RZ/V2L]
(RS-CANFD) ® 2 channels

® |SO 11898-1 (2003) compliant

® CAN-FD ISO 11898-1 (CD2014) compliant

® Message buffer
— Up to 64 x 2-channel receive message buffer: Shared among all channels
— 16 transmit message buffers per channel
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1.2.11 Timer

ltem

Description

Multi-function Timer Pulse Unit 3
(MTU3a)

[RZ/V2L]

® 9 channels (16 bits x 8 channels, 32 bits x 1 channel)

® Module clock frequency (P04): 100 MHz

Maximum 28 lines of pulse inputs/outputs and 3 lines of pulse inputs
14 types of count clocks selectable

Input capture function

39 outputs compare and input capture registers

Counter clear operation (Simultaneous counter clearing by Compare match or Input capture is
available)

Simultaneous writing to multiple timer counters (TCNT)
Synchronous input/output of each register due to synchronous operation of the counter
Buffered operation
Cascade-connected operation
43 types of interrupt sources
Automatic transfer of register data
Pulse output modes
Toggle, PWM, complementary PWM, and reset-synchronized PWM modes
Synchronization of multiple counters
® Phase counting mode
— 16-bit mode (channel 1 and 2)
— 32-bit mode (channel 1 and 2)
® Counter function of dead time compensation

® Digital filter functions for the input capture and external count clock pin

Port Output Enable 3
(POE3)

[RZ/V2L]
® Control of the high-impedance state of the MTU3a waveform output pins
® Activation with four input pins

® Activation on detection of short-circuited outputs (detection of simultaneous PWM output to the
active level)

® Activation by register write
® Additional programming of output control target pins is possible.

General PWM Timer

[RZNV2L]

(GPT) ® 32 bits x 8 channels

® Counting up or down (sawtooth wave), counting up and down (triangular wave) selectable for
all channels

® Independent selectable for each channel

® 2 input/output pins per channel

® 2 output compare / input capture registers per channel

® For the 2 output compare / input capture registers of each channel, 4 registers are provided as
buffer registers and are capable of operating as comparison registers when buffering is not in
use

® |n output compare operation, buffer switching can be at peaks or troughs, enabling the
generation of laterally asymmetrically PWM waveforms

® Registers for setting up frame intervals on each channel (with capability for generating
interrupts on overflow or underflow)

® Generation of dead times in PWM operation

® Synchronous start / stop / clear of counters on arbitrary channels

® Starting, stopping, and clearing up/down counters in response to a maximum of eight events

® Starting, stopping, and clearing up/down counters in response to input level comparison

® Starting, stopping, and clearing up/down counters in response to a maximum of four external
triggers

® Qutput pin invalidation functions due to dead time error or detection of short circuit between
output pins

® Digital filter functions for the input capture and external trigger pins
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ltem

Description

Port Output Enable for GPT
(POEG)

[RZ/V2L]

® Qutput prohibition control of the GPT waveform output pin

® Activation with up to four input pins

® Activation by dead time error detection or output short detection
® Activation by register write

Watchdog Timer
(WDT)

[RZ/V2L]

® 3 channels

® A counter overflow can reset the LSI
® CPU parity error can reset the LSI

General Timer
(GTM)

[RZ/V2L]
® 32 bits x 3 channels
® Two operating modes
— Interval timer mode
— Free-running comparison mode

1.212 Peripheral Module

ltem

Description

12C Bus Interface
(12C)

[RZ/V2L]

® 4 channels

® Master mode and slave mode supported

® Support for 7-bit and 10-bit slave address formats
® Support for multi-master operation

® Timeout detection

Serial Communication Interface
with FIFO

(SCIFA)

[RZ/V2L]

® 5 channels

® Clock synchronous mode or asynchronous mode selectable

® Simultaneous transmission and reception (full-duplex communication) supported
® Dedicated baud rate generator

® Separate 16-byte FIFO registers for transmission and reception

® Modem control function (channel 0, 1, and 2 in asynchronous mode)

Serial Communication Interface
(SClg)

[Rz/V2L]
® 2 channels

® Clock synchronous mode, asynchronous mode, or smart card interface mode is selectable

® Simultaneous transmission and reception (full-duplex communication) supported
® Dedicated baud rate generator

® | SB first / MSB first selectable

® Modem control function

® Encoding and decoding of IrDA communications waveforms in accord with version 1.0 of the

IrDA standard (on channel 0)

Renesas Serial Peripheral
Interface (RSPI)

[RZ/V2L]

® 3 channels

® SPI operation

® Master mode and slave mode supported

® Programmable bit length, clock polarity, clock phase can be selected
® Consecutive transfers

® | SB first / MSB first selectable
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1.213 Security
ltem Description
Trusted Secure IP [RZ/V2L]

(TSIP)
[option]

® Security algorism
— Common key encryption: AES
— Non-common key encryption: RSA, ECC
® Other features
— TRNG (true-random number generator)
— Hash value generation: SHA-1, SHA-224, SHA-256, GHASH
— Support of Unique ID

One Time Programmable memory

(OTP)

[RZ/V2L]

® A nonvolatile memory that can be written only once
® Security setting, authentication setting are possible
® Support one time read function (512 bytes)

1.214 Analog

ltem Description
A/D Converter [RZ/V2L]
(ADC) ® 8 channels
® Resolution: 12-bit
® |nput Range: 0V ~ 1.8V
® Conversion Time: 1 us
® QOperation Mode: Select mode / scan mode
® Conversion Mode: Single mode / repeat mode
® Condition for A/D conversion start
— Software trigger
— Asynchronous trigger: External trigger supported
— Synchronous trigger: MTU and PWM timer
1.2.15 Others
ltem Description
Boundary Scan [RZ/V2L]
® Boundary scan based on IEEE 1149.1 via JTAG interface is supported.
Note that some module pins are not available on this boundary scan.
1.2.16 Al Accelerator
ltem Description
Al Accelerator [RZ/V2L]
® DRP-AI
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1.217 Power Supply Voltage

ltem Description

Power supply voltage [RZ/\V/2L]
® \/pp, PLLN_DVpp11 (n =23, 5): 1.05t0 1.15V
® DDR_Vppq: 1.14 to 1.26 V (DDR4) / 1.283 to 1.45 V (DDR3L)
® \/pp1s, ADC_AVpp1s, PLLN_AVppis (n =1, 23, 4, 5, 6): 1.62to 1.98 V
® OTP_Voppis, USB_Vppis, CSI_Vopis, DSI_Vppis: 1.65 to 1.95V
® PVpp: 2.97 to 3.63 V
® USB_Vpps3: 3.00 to 3.60 V
® SDn_PVpp (n=0, 1), SPI_PVpp: 2.97 10 3.63V /1.70to 1.95V
® PVppigosss: 2.97 10 3.63V /2.25t02.75V /1.62t0 1.98 V

1.2.18 Temperature Range

ltem Description

Temperature range [RZ/V2L]
® T, -40°C to +85°C*"
® T;: -40°C to +125°C

Note 1.  If wider temp is required than this range, use case has to be investigated.

1.2.19  Quality level

ltem Description

Quality level [RZ/V2L]
® |ndustrial usage, etc.

1.2.20 Package

ltem Description

Package [RZ/V2L]
® 551-pin BGA, 21-mm square, 0.8-mm pitch
® 456-pin BGA, 15-mm square, 0.5-mm pitch
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1.3  Product Lineup

Table 1.1 Product Lineup

Group Package Part Number CPU Security*!

Rz/V2L 21 mm BGA R9A07G054L28GBG 2x Cortex-A55, 1x Cortex-M33 Available
R9A07G054L18GBG 1x Cortex-A55, 1x Cortex-M33
R9A07G054L24GBG 2x Cortex-A55, 1x Cortex-M33 Not supported
R9A07G054L14GBG 1x Cortex-A55, 1x Cortex-M33

15 mm BGA R9A07G054L27GBG 2x Cortex-A55, 1x Cortex-M33 Available

R9A07G054L17GBG 1x Cortex-A55, 1x Cortex-M33
R9A07G054L23GBG 2x Cortex-A55, 1x Cortex-M33 Not supported
R9A07G054L13GBG 1x Cortex-A55, 1x Cortex-M33

Note 1. The product with security function supports the following features.

— Crypto Extension (Cortex-A55 configuration)

— Trusted Secure IP

— Trust Zone

— Secure Software PKG
— Secure Boot

— Secure Debug

— HW Key protection

— True Random Generator
— Trusted Execution Environment (TEE)
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2. System CPU Cortex-A55

The Cortex-AS55 system CPU is a core block equipped with single Cortex-A55 core or dual Cortex-AS55 cores. For
details on the functions including interrupts of the Cortex-AS535, see the Arm® Cortex®-A55 Core Technical Reference
Manual and related documents in Section 2.4. For details of interrupt type and control, see the chapter on Interrupt
Controller.

2.1 Features

The Cortex-A55 incorporates an extensively redesigned microarchitecture system that improves performance across the
board while being very competitive in area and power efficiency.

Table 2.1 Function Summary

Description
CPU ® 1.2 GHz Single Cortex-A55 r2p0 (Armv8-A) core or dual Cortex-A55 r2p0 (Armv8-A) cores
Cache memory ® L1$ (I/D) = 32 KB(Parity) / 32 KB (ECC)

® L2% = None

® L3$ = 256 KB (ECC)

Table 2.2 Core Configuration
Value Description
L1 instruction cache size 32 KB L1 instruction cache = 32 KB (Parity)
L1 data cache size 32 KB L1 data cache = 32 KB (ECC)
L3 cache size 256 KB L3 cache = 256KB (ECC), Shared with Dual cores
ECC or parity core cache protection Included Support for core cache ECC
Advanced SIMD and floating-point support Included Support for NEON™ FPU engine
(including dot product instruction support)
Cryptographic extension Included (option) Support for cryptography engine
Big endian N/A Not supported
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2.2 Resets

Table 2.3 shows the supported types of reset and the areas that are reset by the respective types. For the procedures of
handling the individual resets, see Section 2.2.1 and the subsequent parts. See the Arm® DynamIQ™ Shared Unit
Technical Reference Manual and Arm® Cortex®-A55 Core Technical Reference Manual.

Table 2.3 Areas to be Reset

Reset Function Areas to be Reset

Cold reset Entire area

Cluster warm reset Entire area of the cluster except for the debug, RAS, and ETM registers + core 0 (and core 1 in
dual-core devices)

Core warm reset Entire area of the target core except for the debug, RAS, and ETM registers

Debug reset DebugBlock

The P-Channels can be used to control safety in resetting. For details on the P-Channels, see the AMBA® Low Power
Interface Specification Arm® Q-Channel and P-Channel Interfaces. For details on registers for controlling the P-
Channel and reset pins, see the chapter on the clock pulse generator (CPG). Table 2.4 shows the supported power
modes for each P-Channel. Transitions to power modes other than those listed in the table below are not supported.

Table 2.4 Supported Power Modes

PSTATE Power Mode

CLUSTERPSTATE[6:0] ® 100_1000b (ON)
® 000_0000b (OFF)

COREPSTATEOQ[5:0] ® 00_1000b (ON)

e 00_0001b (OFF_EMU)
e 00_0000b (OFF)

COREPSTATE1[5:0] ® 00_1000b (ON)

e 00_0001b (OFF_EMU)
e 00_0000b (OFF)

Reset address vector can be set by below Reset Vector Address Configuration Registers. For details, see the chapter of
System Controller.

CASS5 Core0 Reset Vector Address High/Low Configuration Register:
SYS CAS55 CFG RVAHO/SYS CAS5 CFG RVALO

CA5S Corel Reset Vector Address High/Low Configuration Register:
SYS_CAS55_CFG_RVAH1/SYS_CA55 CFG_RVALLI

To change reset vector address, follow the procedure below.
1. Store codes to new reset address.
2. Write the new reset address to CAS55 Reset Vector Address Configuration Registers.

3. Issue reset to target core(s).
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2.21 Cold Reset

A cold reset is applied at any of the following cases.

(a) The sequence of a power-on reset by the CPG is executed.

(b) The WDT counter has overflowed or a non-correctable error has been detected.

(c) Software control by the Cortex-M33 system CPU is applied.

For details on (a) and (b) reset, see the chapters on the clock pulse generator (CPG) and watchdog timer (WDT),
respectively. To apply a cold reset by case c reset, follow the procedure below.

Write Register: CPG_RST_CA55
Set H'1FFFEO000

}

Read Register: CPG_RSTMON_CA55
Confirm H'00001FFF
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To release cold reset and start core 0 by case c reset, follow the procedure below.

Write Register: CPG_CLUSTER_PCHCTL
Set H'00480001

!

Write Register: CPG_COREO_PCHCTL
Set H'00080001

!

Write Register: CPG_RST_CA55
Set H'1FFF1C00

}

Read Register: CPG_RSTMON_CA55
Confirm H'000003FF

!

Write Register: CPG_RST_CA55
Set H1FFF1FF7

!

Read Register: CPG_RSTMON_CA55
Confirm H’00000008

}

Read Register: CPG_CLUSTER_PCHMON
Confirm H’'00000001

!

Write Register: CPG_CLUSTER_PCHCTL
Set H'00480000

!

Read Register: CPG_CLUSTER_PCHMON
Confirm H’00000000

}

Read Register: CPG_COREO0_PCHMON
Confirm H'00000001

l

Write Register: CPG_COREO_PCHCTL
Set H'00080000

}

Read Register: CPG_COREO0_PCHMON
Confirm H'00000000

Procedure to start core 1 after having started core 0 is the same as that in the power-on reset sequence. For details, see

the chapter on the clock pulse generator (CPG).
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2.2.2 Core Warm Reset

There are the two types of core warm reset: internal and external resets. The former requires software control by the
Cortex-AS55 system CPU itself and the latter requires software control by the Cortex-A55 and Cortex-M33 system
CPUs. Though the Cortex-AS5S5 system CPU handles an internal reset in the same way as an external reset, if you intend
to reset a single core, we recommend using an internal reset because handling this requires fewer steps than an external
reset. An external reset is mainly used as part of a cluster warm reset, which is described in Section 2.2.3.

To apply an internal reset to core 0, follow the procedure below.

To apply an internal reset to core 1, read “core 0” as “core 1 in the sentences below.

Write Register: RMR_EL3.RR
Set 1 to core0 bit

}

Execute WFI instruction for coreQ

Release from an internal reset is automatic following application of the reset. No specific processing is required. For
details, see the Arm® DynamIQ™ Shared Unit Technical Reference Manual and Arm® Cortex®-A55 Core Technical

Reference Manual.
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To apply an external reset to core 0, follow the procedure below.

To apply an external reset to core 1, read “core 0” as “core 1” in the sentences below.

Execute power-down sequence for core0
(For detial, see Arm®-A55 Core Technical
Reference Manual)

}

Write Register: CPG_COREO_PCHCTL
Set H'00000001 or H'00010001

}

Read Register: CPG_CORE0_PCHMON
Confirm H'00000001

!

Write Register: CPG_COREO_PCHCTL
Set H'00000000 or H'00010000

!

Read Register: CPG_COREO_PCHMON
Confirm H'00000000

}

Write Register: CPG_RST_CA55

Set H'1FFF1FF7 (H'1FFF1FFB when core1)

!

Read Register: CPG_RSTMON_CA55
Confirm H'00000004
(H00000008 when core1)
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To release core 0 from the core warm reset state and start the core, follow the procedure below.

To start core 1, read “core 0” as “core 1” in the sentences below.

Write Register: CPG_COREO_PCHCTL
Set H'00080001

}

Write Register: CPG_RST_CA55
Set H'1FFF1FFF

}

Read Register: CPG_RSTMON_CA55
Confirm H’00000000

!

Read Register: CPG_CORE0_PCHMON
Confirm H'00000001

}

Write Register: CPG_COREO_PCHCTL
Set H'00080000

}

Read Register: CPG_COREO_PCHMON
Confirm H'00000000
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2.2.3 Cluster Warm Reset

This reset requires software control by the Cortex-A55 and Cortex-M33 system CPUs.

To apply this reset for core0 and/or corel, follow the procedure below.

1. Execute power-down sequence for
core0 and/or core1

!

2. Write Register: CPG_COREO0/1_PCHCTL
Set H'00000001 or H'00010001

}

3. Read Register: CPG_CORE0/1_PCHMON
Confirm H’00000001

!

4. Write Register: CPG_COREO0/1_PCHCTL
Set H'00000000 or H'00010000

!

5. Read Register: CPG_COREO0/1_PCHMON
Confirm H’00000000

l

Write Register: CPG_CLUSTER_PCHCTL
Set H'00000001

!

Read Register: CPG_CLUSTER_PCHMON
Confirm H'00000001

}

Write Register: CPG_CLUSTER_PCHCTL
Set H'00000000

}

Read Register: CPG_CLUSTER_PCHMON
Confirm H’00000000

}

Write Register: CPG_RST_CA55
Set H1FFF12B3

}

Read Register: CPG_RSTMON_CA55
Confirm H'00000D4C
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To release from the cluster warm reset state and start core 0, follow the procedure below.

The procedure to start core 1 after having started core 0 is the same as that in the power-on reset sequence. For details,

see the chapter on the clock pulse generator (CPG).

Write Register: CPG_CLUSTER_PCHCTL
Set H'00480001

!

Write Register: CPG_COREQ_PCHCTL
Set H’00080001

}

Write Register: CPG_RST_CA55
Set H1FFF1FF7

}

Read Register: CPG_RSTMON_CA55
Confirm H’'00000008

!

Read Register: CPG_CLUSTER_PCHMON
Confirm H'00000001

}

Write Register: CPG_CLUSTER_PCHCTL
Set H'00480000

!

Read Register: CPG_CLUSTER_PCHMON
Confirm H’00000000

!

Read Register: CPG_COREO0_PCHMON
Confirm H’'00000001

}

Write Register: CPG_COREO_PCHCTL
Set H'00080000

}

Read Register: CPG_COREO0_PCHMON
Confirm H'00000000
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224 Debug Reset

Debug resets can only be applied under software control.

To apply a debug reset, follow the procedure below.

Write Register: CPG_RST_CA55
Set H'1FFFOFFF

!

Read Register: CPG_RSTMON_CA55
Confirm H'00001000

To release from the debug reset state, follow the procedure below.

Write Register: CPG_RST_CA55
Set H1FFF1FFF

}

Read Register: CPG_RSTMON_CA55
Confirm H’00000000
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2.3

2.3.1

Cortex-A55 Sleep Mode

Low Power Consumption Mode

Cortex-A55 Sleep Mode of this LSI is a low power consumption mode obtained by having a core execute the WFI

instruction. For details on the WFI instructions, see the Arm® Cortex®-A55 Core Technical Reference Manual and
Arm® DynamIQ Shared Unit Technical Reference Manual.

The following procedure is the example sequence of a transition to Cortex-AS55 Sleep Mode (core0).

SYSC

Write SYS_LP_cTL2.sTBYCTL=1 (1)

User Software
(for Cortex-A55)

Cortex-A55
core0

GIC/IA55

()

CA55 Sleep
start setting

Set the return factor

to GIC-600

(©) {

Issue Barrier Instruction

Issue WFI Instruction

WFI

for CA55 core0

Sleep

4)
Interrupt

(5)

Confirm Interrupt cause

Procedure for
return from sleep

Clear Interrupt cause

Write SYS_LP_CTL2.STBYCTL=0 (©®

Return to GIC-600 setting

for normal operation

CAb55 sleep
termination setting

End

(1)
2

interrupts used for the normal operation.

)

Issue Barrier instruction.

Set the STBYCTL bit of the SYS LP CTL2 register to 1 to start the Cortex-A55 Sleep Mode.

Set the return factor to GIC. Enables only the interrupts used for return from the sleep mode and disables the

Issue the WFTI instruction for Cortex-A55 core(. The Cortex-AS55 core0 is put into the sleep mode.

4)
)

And then clear the interrupt cause.
Set the end of interrupt to GIC.
Set the interrupt causes for the normal operation to GIC.

(6) Clear the STBYCTL bit of the SYS LP_CTL2 register.

Return from the sleep mode when the event occurs or the interrupt set in GIC occurs.

Confirm the interrupt cause and perform the processing required for returning from the sleep mode.
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2.4 Function Reference

For details on the functions of the DynamIQ™ Shared Unit and Cortex-ASS5, see the documents listed below.

e Arm® DynamIQ Shared Unit Technical Reference Manual

e Arm® Cortex®-A55 Core Technical Reference Manual

e Arm® Cortex®-A55 Core Advanced SIMD and Floating-point Support Technical Reference Manual

e Arm® Cortex®-A55 Core Cryptographic Extension Technical Reference Manual

For details on clock and the controls, see the chapter on the clock pulse generator (CPG).
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3. System CPU Cortex-M33

The Cortex-M33 system CPU is a core block equipped with an Arm Cortex-M33 CPU.

For details on the functions of the Cortex-M33, see the Arm® Cortex®-M33 Processor Technical Reference Manual.

Refer to 5.2.2, Cortex-M33 Address Space in section 5 Internal BUS for CM33 address space.

3.1 Features

The Cortex-M33 processor is a highly energy-efficient processor that is intended for a microcontroller and deeply
embedded applications. The processor is based on the Armv8-M architecture. For details on the functions of the Cortex-
M33, see the Arm® Cortex®-M33 Processor Technical Reference Manual.

Table 3.1 Cortex-M33 Configuration
Description Configuration
CPU Cortex-M33 rOp4 (ARMv8-M)

Floating-point

No floating-points

DSP extension

No Armv8-M DSP extension

Security extension

Armv8-M security extension

Non-secure protected memory regions 16 regions
Secure protected memory regions 16 regions
Security attribution unit (SAU) 8 regions

Interrupts

480 interrupts

Number of bits of interrupt priority

8 bits are supported.
256 levels of priority are implemented.

Debug watchpoints and breakpoints

Full set
4 data watchpoint comparators and 8 breakpoint comparators

ITM and data watchpoint and trace (DWT)
trace functionality

Complete ITM and DWT trace

Embedded trace macrocell (ETM)

ETM instruction execution trace

Micro trace buffer (MTB)

MTB is not supported.

Cross trigger interface (CTI)

CTl is included.

Wakeup interrupt controller (WIC)

WIC is included.

External coprocessor interface

Coprocessor hardware is not supported.
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3.2 Address Space

For details on the address space, refer to the Arm® Cortex®-M33 Processor Technical Reference Manual.

3.21 IDAU Setting
The Cortex-M33 system CPU uses the IDAU. Table 3.2 shows the security attributes assigned by the IDAU.

Table 3.2 IDAU Security Attributes

Area No. Security Attribute Lower Limit of Address Range Upper Limit of Address Range
0 Non-secure H’0000_0000 HOFFF_FFFF

1 Secure H’1000_0000 H1FFF_FFFF

2 Non-secure H’2000_0000 H'2FFF_FFFF

3 Secure H’3000_0000 H’3FFF_FFFF

4 Non-secure H’4000_0000 H'4FFF_FFFF

5 Secure H’5000_0000 H'5FFF_FFFF

6 Non-secure H’6000_0000 H'6FFF_FFFF

7 Secure H’7000_0000 H'7FFF_FFFF

8 Non-secure H’8000_0000 H'8FFF_FFFF

9 Secure H’9000_0000 H'9FFF_FFFF

10 Non-secure H’A000_0000 H'AFFF_FFFF

11 Secure H’B000_0000 H'BFFF_FFFF

12 Non-secure H’C000_0000 H'CFFF_FFFF

13 Secure H’D000_0000 H'DFFF_FFFF

14 Non-secure H’E000_0000 HEFFF_FFFF

15 Secure H’F000_0000 H'FFFF_FFFF
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3.3 Register Descriptions
For details on registers, refer to the Arm® Cortex®-M33 Processor Technical Reference Manual.

For the device-specific Cortex-M33 system CPU control registers, see the section on the system controller (SYSC).
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3.4

Description of Functions

For the registers and functions of Cortex-M33, refer to the Arm® Cortex®-M33 Processor Technical Reference Manual
and Arm®v8-M Architecture Reference Manual.

3.4.1

Startup Sequence

The startup sequence of the Cortex-M33 system CPU is shown in the figure below.

It is designed to execute by other processor (Cortex-A55) for the function and sequence of Cortex-M33 control here.

Confirm the SSC setting

ON

v

A

OFF

Registers: SYS_CM33_CFG0/1
Set H'01003CE5

Registers: SYS_CM33_CFG0/1
Set H'00003D08

b

Registers: SYS_CM33_CFG2/3
Set the vector address.

!

Registers: CPG_CLKON_CM33
Set H'00010001

<

A

Registers: CPG_CLKMON_CM33

Register Read.

Registers: CPG_RST_CM33
Set H'00040004

!

Registers: CPG_RST_CM33
Set H'00070007

<

y

Registers: CPG_RSTMON_CM33
Read register.

All resets are deasserted
Yes

Figure 3.1 Startup Sequence
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3.4.2 Control by the SYSC

In this LSI, the system controller (SYSC) is used to control the functions of the Cortex-M33 system CPU. For details of
SYSC registers, see the section on the system controller (SYSC).

Table 3.3 List of Functions Controlled by the SYSC

No. Description

1 Cortex-M33 control registers
® CM33 Config registers (SysTick timer, reset vector address): (SYS_CM33_CFGx),
® | owpower Sequence CM33 Control Register0: (SYS_LP_CM33CTLO)

2 Warm reset request
Cooperation with the SYSC is necessary for executing a warm reset. For details, see Section 3.4.3.

3 Control of low power consumption function
The Cortex-M33 system CPU supports two low power modes .
For details on how to control Cortex-M33 Sleep Mode, see Section 3.4.4.
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3.4.3 Warm Reset

When executing a warm reset, the WFI instruction is used to guarantee that no transaction is issued.

The warm reset sequence is shown below. For a details of SYSC registers, see the section on the system controller
(SYSC).

1. Set the SYSRESETREQ bit in the Cortex-M33 register AIRCR to 1.

2. Confirm that the value of the SYSRESETREQ bit in the SYSC register SYS LP CM33CTLO is 1.
3. Set the IM33_MASK bit in the SYSC register SYS LP_CTL7 to 1.
4

Issue a WFI instruction.*!

The above procedure is used to execute a warm reset. Clearing the IM33 MASK bit and release from the warm reset
state are controlled by hardware.

Note 1.  If the WFE instruction is executed during a warm reset in this LSI, correct operation cannot be guaranteed.
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344 Cortex-M33 Sleep Mode

In this LSI, the sleep mode for the Cortex-M33 system CPU is Cortex-M33 Sleep Mode. In this mode, some modules

(SysTick timers, NVIC, etc.) of the core can operate.

The following procedure is the example sequence of a transition to Cortex-M33 Sleep Mode.

User Software
(for Cortex-M33)

________ -

: Slow down the speed of i
Cortex-M33 clock \

SYSC

2
Write SYS_LP_CTL7.IM33_MASK =1 2 [

Mask CM33 interrupt |
|

Set the return factor

Cortex-M33

@ to NVIC

(4

Issue Barrier Instruction

Write SCR.SLEEPDEEP = 1

(5) Set Deep Sleep Mode

Confirm setting of

Read SCR.SLEEPDEEP == 1

® SLEEPDEEP bit

WFI

7) Issue WFI Instruction I

Handshake

Sleep

8)

Interrupt
«—

Confirm Interrupt cause

Procedure for
return from sleep
|

(10) Clear Interrupt cause

|
Return to NIVC setting

for normal operation
o T________
I Recover the speed of I
Cortex-M33 clock \

End

Figure 3.2 Cortex-M33 Sleep Mode procedure

(1) Slow down the speed of Cortex-M33 clock.*!
(2) Setthe IM33 MASK bit of the SYS LP_CTL7 register to 1.

Interrupts to IM33 are masked and interrupts from IM33 to Cortex-M33 are not accepted.
The IM33 MASK bit is automatically cleared after completing the transition to Cortex-M33 Sleep Mode.

Refer to the SYS LP_CTL7 register in the SYSC section.

(3) Set the return factor to NVIC. Enables only the interrupts used for return from Cortex-M33 Sleep Mode and

disables the interrupts used for the normal operation.*2
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(4) Issue Barrier instruction.

(5) Set the SLEEPDEEP bit of the SCR register in Cortex-M33 to 1.*3

(6) Read SCR register to confirm whether the SLEEPDEEP bit is set to 1.

(7) Issue a WFI instruction to enter Cortex-M33 Sleep Mode.

(8) Return from Cortex-M33 Sleep Mode when the event ocurrs or the interrupt set in NVIC occurs.

(9) Confirm the interrupt cause and perform the processing required for returning from Cortex-M33 Sleep Mode.*?
(10) And then clear the interrupt cause.*?

(11) Set the interrupt causes for the normal operation to NVIC.*?

(12) Recover the speed of Cortex-M33 clock.*!

Note 1.  Switching clock (124, all Cortex-M33 clock systems ) frequency is controlled by software in this LSI.
Refer to the CPG_PL3B_DDIV register in the CPG section.
Note that the step of slowing down clock (12¢) is not mandatory.

Note 2. See Arm® Cortex®-M33 Processor Technical Reference Manual for NVIC.

Note 3. To make SLEEPDEEP bit 1 in the case of non-secure mode, SLEEPDEEPS bit is required to be 0. See
Armv8-M Architecture Reference Manual for details.
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3.4.5 SysTick Timers

The SysTick timers in the Cortex-M33 are described below.

® There is one Secure SysTick timer and one Non-secure SysTick timer.
¢ The count cycle of SysTick timers is common to Secure and Non-secure.
¢ A reference clock for counting by a SysTick timer is implemented in this LSI.

¢ Though the cycle of the reference clock is constant regardless of the clock(I2¢) cycle, the accuracy is degraded when
the clock(I2¢) frequency is switched. Therefore, the accuracy of counting is not guaranteed when there is
clock(12¢) frequency switchover.

e The configuration of SysTick timers can be set in the SYSC registers SYS CM33 CFGO0 and SYS CM33 CFG1*!.
Before the Cortex-M33 system CPU is started up, set the following values in accordance with the PLL3 SSCG being
turned on or off*2. SSCG clock is used for SysTick timer when turned on.

When turned on: H’01003CES5
When turned off: H’00003DO08

The above settings are reflected in the Cortex-M33 register SYST CALIB*3. The settings of the 24 lower-order bits
and the 25th bit are reflected in the TENMS and SKEW bits, respectively. When the SSCG is ON, set the SKEW bit to
1. The setting of the 26th bit is reflected in the NOREF bit. Set the bit to 0 because a reference clock is implemented in
this LSI.

Note 1. The register settings are reflected after release from the cold reset state.
Note 2. For details on turning on and off the SSCG, see the section on the clock pulse generator (CPG).
Note 3.  For details on the SYST_CALIB register, refer to the Arm®v8-M Architecture Reference Manual.
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3.4.6 Restrictions of Functions

The Cortex-M33 system CPU has some restrictions on the functions due to specification of this LSI. Table 3.4 lists the

restrictions on the functions.

Table 3.4 List of Restrictions of Functions
No. Description
1 WEFE instruction is not supported in a warm reset.

In this LSI, operation of the WFE instruction is not guaranteed while a warm reset is being executed.

2 SysTick timer accuracy
Though the clock(12¢) frequency can be switched dynamically in this LSI, the timer accuracy cannot be guaranteed
when there is a dynamic frequency switchover during the measurement period.
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4. Boot Mode

41 Overview

This LSI has six boot modes.
Boot mode 0: Booting from eSD*!
Boot mode 1: Booting from 1.8-V eMMC*?
Boot mode 2: Booting from 3.3-V eMMC*?

Boot mode 3: Booting from the 1.8-V Single, Quad, or Octal*? serial flash memory connected to the SPI multi I/O
bus space

Boot mode 4: Booting from the 3.3-V Single or Quad serial flash memory connected to the SPI multi I/O bus space

Boot mode 5: Booting from the program downloaded through the serial communications with FIFO (SCIF)

Note 1. Embedded SD (eSD) defined in the SD Specification Part 1 eSD Addendum (Version 2.10)

Note 2. eMMC supporting the boot operation mode prescribed in JEDEC STANDARD JESD84 A44 (MMCA 4.4)

Note 3. OctaFlash™ memory is supported as boot device, but HyperFlash™ memory is not supported as boot device
in this LSI.

NOTES
® Boot operation is only possible with Cortex-A55 (AArch64).

® Boot operation is not possible with Cortex-M33.

Once this LSI is released from the system reset state, the clock pulse generator (CPG) executes a specified sequence,
and then Cortex-AS55 Core 0 is started first to boot from the device selected according to the settings through the

MD BOOT2 to MD_BOOTO pins. The values of the MD BOOT2 to MD_BOOTO pins are read once the LSI is
released from the system reset state. After the LSI is booted up, the user program should enable or disable the operation
of Cortex-AS55 Core 0, Cortex-A55 Core 1, and Cortex-M33 as required.

The CPG_PL1_DDIV register must be set when the user program starts.

Table 4.1 Selection of Boot Mode
MD_BOOT2 to Reference
MD_BOOTO Boot Mode Interface Module | Connected Device Section

0 0 0 Boot mode 0 SDHIO eSD (3.3 V at startup) 4.21

0 0 1 Boot mode 1 SDHIO 1.8-V eMMC 4.2.2

0 1 0 Boot mode 2 SDHIO 3.3V eMMC 4.23

0 1 1 Boot mode 3 SPIBSC 1.8-V Single, Quad, or Octal serial flash memory 4.2.4

1 0 0 Boot mode 4 SPIBSC 3.3-V Single or Quad serial flash memory 4.2.5

1 0 1 Boot mode 5 SCIFO0 Downloading through SCIF 4.2.6

1 1 0 Reserved — Reserved —

1 1 1 Reserved — Reserved —
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4.2 Operation

4.2.1 Boot Mode 0 (eSD)

Table 4.2 shows the interface signals used for connection with the external device in boot mode 0 (eSD). This LSI
supports the embedded SD (eSD) defined in the SD Specification Part 1 eSD Addendum (Version 2.10).

Table 4.2 External Interface Signals Used in Boot Mode 0
Interface Module Pin Name 1/0 Function Pin Type
SDHI/eMMC SDO_CLK Output SD clock Dedicated pins
(SDHI0) SDO_CMD Input/output | SD command or response
SDO_DATAO Input/output | SD data 0
SDO_DATA1 Input/output | SD data 1
SDO_DATA2 Input/output | SD data 2
SDO_DATA3 Input/output | SD data 3
SDO_CD Input SD card detection Multiplexed pins
SD0_WP Input SD write protection
RO1UHO0936EJ0130 Rev.1.30 REN ESAS Page 104 of 3527

May 12, 2023



RZ/V2L Group

4. Boot Mode

4211 External Connections

Figure 4.1 shows the connections with the eSD device.

This LSI Embedded SD (eSD)
g SPO_CLK
SDO_PVDD
SDO0_CMD
. —
SDO0_PVDD
B SDO_DATAO0~3 3
SDO_PVDD
DO_DATA4~7 %
- SPo_
PVDD
C SDO_CD
PVDD
DO_WP
[ SPo_
SDO_RST#
—open
Figure 4.1 Connections in Boot Mode 0
RO1UHO0936EJ0130 Rev.1.30 RENESAS Page 105 of 3527

May 12, 2023



RZ/\VV2L Group 4. Boot Mode

4.21.2 Overview of Operation

This mode is used to boot this LSI from the user program stored in the eSD device. The operating voltage is set to 3.3 V
and the width of the data bus connected to the eSD device is fixed to four bits in this mode. SDHIO used as the interface
controller in this mode is placed in the module standby mode at the startup of the LSI. Once SDHIO is released from the
module standby mode, the boot program in this LSI sets up the CPG so that the frequency of the external output clock
becomes 16.6 MHz, initializes SDHIO, and then begins the booting process with the I/O buffers set to the maximum
driving ability.

4.21.3 Operation of Booting from eSD

In boot mode 0 (booting from eSD), this LSI is booted from the loader program in the eSD device connected to channel
0 of the SD host interface (SDHI) as follows.

The boot program executes the following processing to access the eSD device.
1. Setting up the necessary peripheral modules (SDHI channel 0 and GPIO)
2. Mounting the eSD device

3. Issuing a read command to the eSD device through the SDHI to obtain the size of the loader program data from
sector 1 of the selected partition

After obtaining the size of the loader program data, the SDHI issues a read command to the eSD device to transfer the
loader program from sector 8 of the selected partition to the addresses H’0 0001 2000 to H’0 0002 EFFF of the on-
chip RAM for the obtained data size.

Then, execution branches to the start address (H’0_0001 2000) of the loader program transferred to the on-chip RAM
to execute the loader program that was stored in the eSD device.

If the boot program has failed to read data, it reads data from a reserved area. If reading has failed for all reserved areas,
the boot program enters fail-safe mode (SCIF downloading mode). If the fail-safe processing has failed, execution
enters an infinite loop in the on-chip ROM and the boot processing is terminated.
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4214 Allocation of the Loader Programs in the eSD Device

(1) Allocation in eSD V2.0 (Single Partition)

Figure 4.2 shows the allocation of the loader program size blocks and loader programs in the eSD device conforming

to the eSD V2.0 standard. To prevent read-disturb errors, up to seven loader program size blocks and loader programs

can be multiplexed and written to the eSD device.

The loader program size blocks are allocated to sectors 1 to 7. In a loader program size block, the loader program size is
stored in the first four bytes and the signature H’ AAS5S5 is stored in the last two bytes. Figure 4.3 shows the structure of
the loader program size data. Be sure to store the loader program size in 4-byte little endian.

The following describes the operation of transferring the loader program.

(1)

2

)

The loader program size block is transferred from sector 1 in physical partition #0 of the eSD device to the on-
chip RAM.

If a communication error occurs during data transfer, read access is retried up to three times per area. If the retry
processing is repeated three times during the transfer of the loader program size block in a single area, another
loader program size block is transferred from the next multiplexed area.

The signature in the transferred loader program size block is checked. When the signature matches the expected
value (H’AASS), the size of the loader program data is obtained from the loader program size block and the
processing for transferring the loader program is executed.

If the signature does not match the expected value, another loader program size block is transferred from the next
multiplexed area.

The transfer of the loader program begins from sector § in physical partition #0 of the eSD device. The loader
program is transferred to the on-chip RAM for the obtained loader program size.

If a communication error occurs during data transfer, read access is retried up to three times per area. If the retry
processing is repeated three times during the loader program transfer in a single area, another loader program is
transferred from the next multiplexed area.

NOTE

Even when the loader size block is transferred from a multiplexed (reserved) area, the transfer of the loader program

always begins from the area for loader program #0.
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eSD V2.0
Physical Partition #0
Unused area Sector 0
Loader program size block #0 Sector 1
Loader program size block #1 (reserved area) Sector 2 Order of search for loader program size block
,/\/, Note: Transfer of the loader program size block
- always begins from area #0 (sector 1).
Loader program size block #6 (reserved area) Sector 7
Sector 8
Loader program #0 (desired size)
Loader program #1 (desired size)
(reserved area) Order of search for loader program
Note: Transfer of the loader program always begins
from area #0 (sector 8).
Loader program #6 (desired size)
(reserved area)
User Area (#0)
—_———— e — |
' |
I MBR I
L _____________________________________ I
b e e |
I User application |
I (desired size) I
' |
' |
! |
L e |
L |
|
| PBR :
L e |
: Partition controlled by the file system |
| |
! !
|
|
r |
B s
I//\/
e o o |
Note 1. Write the same data to loader program size block areas #0 to #6.
Note 2. Write the same data to loader program areas #0 to #6.
Note 3. The start sector location of the loader program is calculated as follows.
8 + obtained size (number of sectors) x n
Figure 4.2 Allocation of Loader Programs in the eSD Device Conforming to the eSD V2.0 Standard
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+H'04
+H00 Loader program data size (4 bytes) |
:*: 1 sect
Don’t Care sector
+H'1FE
H'55 HAA
Figure 4.3 Structure of the Loader Program Size Block

NOTE

Store the loader program data size in 4-byte little endian.

(2) Allocation in eSD V2.1 (Multi Partitions)

Figure 4.4 shows the allocation of the loader program size blocks and loader programs in the eSD device conforming
to the eSD V2.1 standard. To prevent read-disturb errors, up to seven loader program size blocks and loader programs
can be multiplexed and written to the eSD device

The specifications and allocation of loader program size blocks are the same as those in eSD V2.0. For the structure of
the loader program size block, see Figure 4.3.

The following describes the operation of transferring the loader program.

(1) The loader program size block is transferred from sector 1 in physical partition #1 of the eSD device to the on-
chip RAM.
If a communication error occurs during data transfer, read access is retried up to three times per area. If the retry
processing is repeated three times during the transfer of the loader program size block in a single area, another
loader program size block is transferred from the next multiplexed area.

(2) The signature in the transferred loader program size block is checked. When the signature matches the expected
value (H’AASS), the size of the loader program data is obtained from the loader program size block and the
processing for transferring the loader program is executed. If the signature does not match the expected value,
another loader program size block is transferred from the next multiplexed area.

(3) The transfer of the loader program begins from sector 8 in physical partition #1 of the eSD device. The loader
program is transferred to the on-chip RAM for the obtained loader program size.
If a communication error occurs during data transfer, read access is retried up to three times per area. If the retry
processing is repeated three times during the loader program transfer in a single area, another loader program is
transferred from the next multiplexed area.

NOTE

Even when the loader size block is transferred from a multiplexed (reserved) area, the transfer of the loader program
always begins from the area for loader program #0.
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Note 1.
Note 2.
Note 3.

eSD V2.1
Physical Partition #1

Unused area

Loader program size block #0

Loader program size block #1 (reserved area)

Loader program size block #6 (reserved area)

Loader program #0 (desired size)

Loader program #1 (desired size)
(reserved area)

Loader program #6 (desired size)
(reserved area)

User Area (#0)

User application
(desired size)

Partition controlled by the file system

Write the same data to loader program size block areas #0 to #6.
Write the same data to loader program areas #0 to #6.

The start sector location of the loader program is calculated as follows.

8 + obtained size (number of sectors) x n

-

:%:

Sector 0
Sector 1

Sector 2

Sector 7

Sector 8

Order of search for loader program size block

Note: Transfer of the loader program size block
always begins from area #0 (sector 1).

Order of search for loader program

Note: Transfer of the loader program always begins
from area #0 (sector 8).

Figure 4.4

Allocation of Loader Programs in the eSD Device Conforming to the eSD V2.1 Standard
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(3) How to Distinguish between eSD V2.0 (Single Partition) and V2.1 (Multi Partitions)

This boot program first assumes that an eSD device supporting multi partitions is connected and begins loader program
transfer from physical partition #1. If an error regarding a command for multi partitions shown in the following table
occurs, the boot program assumes that an eSD device with a single partition is connected and transfers the loader

program from physical partition #0.

Table 4.3 Errors Regarding Commands for Multi Partitions

No. Issued Command Command Function Error Remarks
1 CMD43 (SELECT_PARTITION) Selects physical partition #1. Multi partitions are not supported.

2 CMD45 (QUERY_PARTITION) Obtains the physical partition ID.  The specified partition does not

exist.

4.21.5 Note
The shared bus and 8-bit SD bus of the embedded SDIO cannot be used in this mode.
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4.2.2 Boot Mode 1 (1.8-V eMMC)

Table 4.4 shows the interface signals used for connection with the external device in boot mode 1 (eMMC). This LSI
supports the eMMC that operates in the boot operation mode prescribed in JEDEC STANDARD JESD84 A44 (MMCA

4.4).
Table 4.4 External Interface Signals Used in Boot Mode 1
Interface Module Pin Name 1/0 Function Pin Type
SDHI/eMMC SDO0_CLK Output eMMC clock Dedicated pins (1.8 V)
(SDHI0) SDO_CMD Input/output | eMMC command or response
SDO_DATAO Input/output | eMMC data 0
SDO_DATA1 Input/output | eMMC data 1
SDO_DATA2 Input/output | eMMC data 2
SDO_DATA3 Input/output | eMMC data 3
SDO_DATA4 Input/output | eMMC data 4
SDO_DATA5 Input/output | eMMC data 5
SDO_DATAG6 Input/output | eMMC data 6
SDO_DATA7 Input/output | eMMC data 7
SD0_CD Input SD card detection
SDO_WP Input SD write protection
SDO_RST# Output eMMC reset
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4.2.21

External Connections

Figure 4.5 shows the connections with the eMMC device. The boot program in this LSI does not monitor the state of
the SDO_CD and SDO_WP pins.

This LSI

SDO_PVDD = Fixed to 1.8 V

SDO_CLK

eMMC

SDO_PVDD

SDO_CMD %

SDO_PVDD

SDO_DATA0~3 %

SDO_PVDD

SDO_DATA4~7

SDO_CD
PVDD

SDO_WP
SDO_PVDD

SDO_RST# %

Figure 4.5

Connections in Boot Mode 1
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4.2.2.2 Overview of Operation

This mode is used to boot this LSI from the user program stored in the eMMC device. The operating voltage is set to

1.8 V and the width of the data bus connected to the eMMC device is fixed to eight bits in this mode. SDHIO used as the
interface controller in this mode is placed in the module standby mode at the startup of the LSI. Once SDHIO is released
from the module standby mode, the boot program in this LSI sets up the CPG so that the frequency of the external
output clock becomes 16.6 MHz, initializes SDHIO, and then begins the booting process.

4.2.2.3 Operation of Booting from 1.8-V eMMC

In boot mode 1 (booting from 1.8-V eMMC), this LSI is booted from the loader program in the 1.8-V eMMC device
connected to channel 0 of the SD host interface (SDHI) as follows.

The boot program executes the following processing to access the eMMC device.
1. Setting up the necessary peripheral modules (SDHI channel 0 and OSTM channel 0)

2. Starting the alternative boot operation mode of the eMMC device
Read access begins from sector 0 of the partition selected by the [179] field (PARTITION CONFIG) of the
extended CSD (EXT_CSD) register in the eMMC device. For details, refer to Section 4.2.2.5 and Section
4.2.2.5(1).

3.  Dummy reading from sector 0 and obtaining the size of the loader program data from sector 1

After the size of the loader program data is obtained, the loader program is transferred from sector 2 to the addresses
H’0_0001_2000 to H’0_0002_EFFF of the on-chip RAM for the obtained data size.

Then, execution branches to the start address (H’0_0001 2000) of the loader program transferred to the on-chip RAM
to execute the loader program that was stored in the eMMC device.

If the boot program has failed to read the loader program, it enters fail-safe mode (SCIF downloading mode). If the fail-
safe processing has failed, execution enters an infinite loop in the on-chip ROM and the boot processing is terminated.

Note that the data bus width is set to eight bits for booting from the eMMC device.
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4224 Allocation of the Loader Program in the eMMC Device
Figure 4.6 shows the allocation of the loader program in the eMMC device conforming to the MMCA 4.4 standard.

In the loader program size block, the loader program size is stored in the first four bytes and the signature H’ AASS is
stored in the last two bytes. Figure 4.7 shows the structure of the loader program size data. Be sure to store the loader
program size in 4-byte little endian.

The transfer of the loader program begins from the first address (sector 0) of the boot partition. A dummy read from
sector 0 is done, and then the size of the loader program data is obtained from the data read from sector 1. The loader
program is transferred from sector 2 to the addresses H’0 0001 2000 to H’0_ 0002 EFFF of the on-chip RAM for the
obtained loader program size.

eMMC
Boot Partition 1 or 2
Unused area Sector 0
Loader program size block Sector 1
Sector 2
Loader program (desired size)
:%:
User Area (#0)
i |
| MBR |
L
i ———— 1
I User application |
| (desired size) I
' |
' |
' |
L
e ————— 1
|
| PBR :
L e 4
: Partition controlled by the file system |
| |
' |
' |
|
R — 1
m
|
___________________ |
Figure 4.6 Allocation of Loader Program in the eMMC Device
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+H04
+H00 Loader program data size (4 bytes) |

’%: 1 sector
Don’t Care

+H1FE

H'55 HAA

Figure 4.7 Structure of the Loader Program Size Block

In the eMMC device, the loader program is read from the partition specified by the BOOT PARTITION ENABLE bits
in the PARTITION_ CONFIG (ECSD[179]) field of the extended CSD register. Write the loader program to the
partition selected by this register. Table 4.5 shows the specifications of the extended CSD register.

Table 4.5 Specifications of the Extended CSD Register

No. Field Name Bit Name Setting Remarks
1 PARTITION_CONFIG BOOT_PARTITION_ENABLE H’0: Device not boot enabled (default)
(ECSD[179]) bits [5:3]

H’1: Boot partition 1 enabled for boot
H’2: Boot partition 2 enabled for boot
H'7: User area enabled for boot

Allocate partitions as follows.
e Store the loader program in boot partition 1.
e Store the application program in boot partition 2.

¢ Allocate the user area to a partition controlled by the file system.
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4.2.2.5 Alternative Boot Operation

Figure 4.8 shows the alternative boot operation to read the loader program. This boot program sets up the registers in
SDHI channel 0 so that the SDHI operates with an 8-bit bus width when booting from the eMMC device. On the
eMMC device side, the data bus width in the alternative boot operation is determined by the setting of the

BOOT _BUS WIDTH[177] field in the extended CSD register. To boot up from the eMMC device correctly, set up the
extended CSD register in the eMMC device as shown in Table 4.6 when writing a program to the eMMC device.

“\/ SD_CLK: 400 kHz or lower >< SD_CLK: 16.5MHz SD_CLK: 400 kHz or lower

CLK
((
A CMDO with A CMDO with )] CMDO/
Arg = " Arg= 1 second
H'FOFOFOFO HFFFFFFFA il Reset
Y A A [ .

> |

CMD

Data in sector 0 Data in sector 1 Data in sector n

¥
512 bytes
E‘ S| +cre |

74 clock 8 clock| 74 clock 3 Boot terminated 8 clock

1us | 200ps 1ms cycles cycles| cycles 1 second cycles | Clock

min. min. min, min. min. | min max.* min. | stopped
»le »le »le > < N < < »le

Data are transferred for the size of sector 0 (512 bytes) + loader program size block (512 bytes)

+ loader program (desired size).

512 bytes
DAT[7:0
[7:0] s ‘ +CRC

512 bytes
E S ‘ +CRC

e This CPU accesses the eMMC device with a data bus width of 8 bits in the alternative boot operation. The data bus width of the
eMMC device can be specified in the BOOT_BUS_WIDTHI[177] field of the extended CSD register. When writing a loader
program to the eMMC device, specify the 8-bit bus width in this field.

e The eMMC device sequentially outputs data from sector 0 of the partition selected in the PARTITION_CONFIG[179] field of the
extended CSD register in the alternative boot operation.

e This CPU does not detect Boot Ack.
The output of Boot Ack from the eMMC device can be specified in the PARTITION_CONFIG[179] field. Be sure to stop the
output of Boot Ack by using this field.

Note 1. For a maximum of one second, the BRE, ERR3, and ERR1 bits of the SD_INFO2 register are polled to check whether data

have been received, a timeout has occurred, and a CRC error has occurred, respectively.
<Normal operation>

SD_INFO2.BRE =1

Data are transferred from SD_BUF to the on-chip RAM.
<Error>

CRC error: SD_INFO2.ERR1 = 1

The loader program is read from a reserved area.
Timeout error: SD_INFO2.ERR3 =1
Execution of the boot program for eMMC is terminated.

Figure 4.8 Alternative Boot Operation to Read the Loader Program

Table 4.6 Setting of the Data Bus Width in Alternative Boot Operation

Field in Extended CSD Register of
eMMC Device Setting

BOOT_BUS_WIDTH [177] Bits 1 and 0: BOOT_BUS_WIDTH = 10b
(The bus width is set to 8 bits in alternative boot operation.)
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(1) Partitions

An eMMC device has multiple partitions (Figure 4.9). The partition used for booting can be specified in the
PARTITION_CONFIG[179] field of the extended CSD (EXT_CSD) register. To boot up correctly, specify the boot
partition in the extended CSD (EXT CSD) register of the eMMC device as shown in Table 4.7 when writing a

program to the eMMC device.

H’0000_0000 BOOT area H’0000_0000 User area
Partition 1
Maximum boot partition size
H’0000_0000 BOOT area
Partition 2
Maximum boot partition size
Figure 4.9 Partitions in the eMMC Device
Table 4.7 Boot Partition Setting in the Alternative Boot Operation

Field in Extended CSD Register of
eMMC Device

Setting

PARTITION_CONFIG [179]

® Set bit 6 (BOOT_ACK) to Ob (the eMMC device does not output a boot

acknowledge in the alternative boot operation).

® Specify the boot partition in bits 5 to 3 (BOOT_PARTITION_ENABLE).
000b: Booting is disabled.
001b: Booting from sector 0 in boot partition 1 in the boot operation.
010b: Booting from sector 0 in boot partition 2 in the boot operation.
011b to 110b: Reserved
111b: Booting from sector 0 in the user area in the boot operation.

4.2.2.6 Notes

¢ This mode does not support booting from an MMC card.

¢ The width of the data bus is fixed to eight bits; 1-bit or 4-bit data bus cannot be used in this mode.
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423  Boot Mode 2 (3.3-V eMMC)

Table 4.8 shows the interface signals used for connection with the external device in boot mode 2 (eMMC). This LSI
supports the eMMC that operates in the boot operation mode prescribed in JEDEC STANDARD JESD84 A44 (MMCA

4.4).
Table 4.8 External Interface Signals Used in Boot Mode 2
Interface Module Pin Name 1/0 Function Pin Type
SDHI/eMMC SDO0_CLK Output eMMC clock Dedicated pins (3.3 V)
(SDHI0) SDO_CMD Input/output | eMMC command or response
SDO_DATAO Input/output | eMMC data 0
SDO_DATA1 Input/output | eMMC data 1
SDO_DATA2 Input/output | eMMC data 2
SDO_DATA3 Input/output | eMMC data 3
SDO_DATA4 Input/output | eMMC data 4
SDO_DATA5 Input/output | eMMC data 5
SDO_DATAG6 Input/output | eMMC data 6
SDO_DATA7 Input/output | eMMC data 7
SD0_CD Input SD card detection
SDO_WP Input SD write protect
SDO_RST# Output eMMC reset
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4.2.31

External Connections

Figure 4.10 shows the connections with the eMMC device. The boot program in this LSI does not monitor the state of
the SDO_CD and SDO_WP pins.

This LSI

SDO_PVDD = Fixed to 3.3 V

SDO_CLK

eMMC

SDO_PVDD

SDO_CMD %

SDO_PVDD

SDO_DATA0~3 %

SDO_PVDD

SDO_DATA4~7

SDO_CD
PVDD

SDO_WP
SDO_PVDD

SDO_RST# %

Figure 4.10

Connections in Boot Mode 2
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4.2.3.2 Overview of Operation

This mode is used to boot this LSI from the user program stored in the eMMC device in the same way as boot mode 1.
This mode only differs from boot mode 1 in that the external device operates at 3.3 V. The operating voltage is set to
3.3 V in this mode.

4.2.3.3 Operation of Booting from 3.3-V eMMC

Boot mode 2 (booting from 3.3-V eMMC) only differs from boot mode 1 (booting from 1.8-V eMMC) in the setting of
supplied voltage as shown in Table 4.9.

Table 4.9 Resources Used by the Boot Program for 3.3-V eMMC (Difference from 1.8-V eMMC)

Value after
No. Register Name Address Initial Value Booting Remarks
1 GPIO_SD_CHO H'0_1103_3000  H’0000_0000 H’0000_0000 SDO_PVDD: 0=3.3V

In boot mode 1 or 2, this is automatically set
by hardware. The user does not need to set
this register.

4.2.3.4 Notes

¢ This mode does not support booting from an MMC card.

¢ The width of the data bus is fixed to eight bits; 1-bit or 4-bit data bus cannot be used in this mode.
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4.2.4 Boot Mode 3 (1.8-V Single, Quad, or Octal Serial Flash Memory)

Table 4.10 shows the interface signals used for connection with the external device in boot mode 3 (1.8-V serial flash

memory).

Table 4.10 External Interface Signals Used in Boot Mode 3

Interface Module Pin Name 110 Function Pin Type
QSPI0 and QSPI1 QSPIO_SPCLK Input/output | QSPI clock Dedicated pins (1.8 V)

QSPIO_IO0 Input/output | QSPI data 0

QSPIO_IO1 Input/output | QSPI data 1

QSPIO_IO2 Input/output | QSPI data 2

QSPIO_IO3 Input/output | QSPI data 3

QSPIO_SSL Output Slave select

QSPI1_SPCLK Output QSPI clock

QSPI1_I00 Input/output | QSPI data 4

QSPI1_IO1 Input/output | QSPI data 5

QSPI1_l02 Input/output | QSPI data 6

QSPI1_103 Input/output | QSPI data 7

QSPI1_SSL Input/output OCTAL DQS input

QSPI_RESET# Output QSPI reset

QSPI_WP# Output QSPI write protect

QSPL_INT# Input QSPI interrupt

Note: The Octal flash memory does not have the pins shaded in gray.
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4.2.41

External Connections

Figure 4.11 to Figure 4.13 show the connections with the Single SPI memory, Quad SPI memory, and Octal flash
memory, respectively.

This LSI

QSPI0_SPCLK

SPI

QSPI0_100

QSPI0_|O1

QSPI0_I02

QSPI0_103

open

QSPIO_SSL

open %

QSPI1_SPCLK

QSPI1_100

SCLK

SI/S100

SO/SIO1

Cs#

QSPI1_IO1

QSPI1_I02

QSPI1_103

QSPI1_SSL

QSP|_RESET#

o)
VW-§

QSPI_WP#

:

QSPI_INT#

:

Il Terminals used during Boot
[J Terminals not used during Boot

Figure 4.11

Connections with Single SPI Memory in Boot Mode 3
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This LSI Quad SPI
QSPIO_SPCLK SCLK
QSPI0_100 —_—
QSPI0_|01 SN
QSPI0_102 169
QSPI0_I03 o
QSPIO_SSL % cs#
QSPI1_SPCLK
QSPI1_I00
QSPI1_101
QSPI1_102
QSPI1_[03
QSPI1_SSL
b4
QSPI_RESET# =
QSPI_WP# %
QSPI_INT#
W Terminals used during Boot
[ Terminals not used during Boot
Figure 4.12 Connections with Quad SPI Memory in Boot Mode 3
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This LSI

Octal Flash

QSPI0_SPCLK _—
QSPI0_IO0 e
QSPI0_101 SO
QSPI0_lO2 o
QSPI0_I03 % 168
QSPI0_SSL : —
QSPI1_SPCLK

= open
QSPI1_100 o~
QSPI1_l01 o8
QSPI1_102 S106
QSPI1_103 .
QSPI1_SSL = s
QSPI_RESET# =

j? Reset

QSPI_WP# =
QSPI_INT# %

[l Terminals used during Boot
[ Terminals not used during Boot

Figure 4.13

Connections with Octal Flash Memory in Boot Mode 3
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4.2.4.2 Overview of Operation
This mode is used to boot this LSI from the user program stored in the Single, Quad, or Octal flash memory device.

The serial flash memory mounted in advance on the board is used in this mode. The target device operates at 1.8 V and
the I/O power of this LSI is also fixed to 1.8 V in this mode. The clock frequency at the startup is set to 16.6 MHz. The
LSI is booted up through an SPI handshake with the Single, Quad, or Octal flash memory device.

Upon detecting boot mode 3 according to the value read from the SYSC, the boot program makes the necessary settings
of the SPI multi I/O bus controller to access memory. The boot program handles the following steps to control the
booting process.

1. The CPG is set up to supply clocks, and the SPI multi I/O bus controller receives the operating clock and is
released from the reset state.

2. The necessary information to control the I/O buffers is read from the registers in the SYSC.
The given information is copied from the OTPC to the SYSC registers in advance.

3. The properties such as the driving ability of the I/O buffers of the signals to be used are set up.

4.  After the above setup, the SPI multi I/O bus controller performs a handshake process with the target memory

device.

5. When a Quad SPI handshake is required, the user program should control the process.

4243 Operation of Booting from 1.8-V Serial Flash Memory

In boot mode 3 (booting from the serial flash memory), this LSI is booted from the loader program in the 1.8-V serial
flash memory connected to the SPI multi I/O bus controller (SPIBSC).

The boot program executes the following processing to access the SPI multi I/O bus space.
1. Releasing the SPIBSC from module standby mode
2. Setting up the registers in the necessary peripheral modules (SPIBSC and GPIO)

3. Obtaining the size of the loader program data stored in the area starting from "the start address of the SPI multi
I/0O bus space (H’0_2000_0000) + offset" through the SPIBSC

After obtaining the size of the loader program data, the SPIBSC transfers the loader program stored in the area starting
from "the start address of the SPI multi I/O bus space (H’0_2000_0000) + offset" to the addresses H’0_0001_2000 to
H’0_0002_EFFF of the on-chip RAM for the obtained data size.

Then, execution branches to the start address (H’0_0001 2000) of the loader program transferred to the on-chip RAM
to execute the loader program that was stored in the serial flash memory.

If the boot program has failed to read data, the boot program enters fail-safe mode (SCIF downloading mode). If the
fail-safe processing has failed, execution enters an infinite loop in the on-chip ROM and the boot processing is
terminated.
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4244 Allocation of the Loader Program in the Serial Flash Memory
Figure 4.14 shows the allocation of the loader program size block and loader program in the serial flash memory.

In the loader program size block, the loader program size is stored in the first four bytes and the signature H’ AASS is
stored in the last two bytes. Figure 4.15 shows the structure of the loader program size data. Be sure to store the loader
program size in 4-byte little endian.

The loader program is transferred from the area starting from the address “H’0_2000_0000 + H*0200 (offset)” to the
addresses H’0_0001 2000 to H’0 0002 _EFFF of the on-chip RAM for the obtained loader program size.

Serial flash memory

BootPartition 1 Offset
Loader program size block +H'0000
+H'0200

Loader program (desired size)

:&:

UserArea (#0)

CT T T T T T T T T 1
| MBR :
L 1
| L L L L L e e e e e 1

User application
(desired size)

L 1
IF ------------------------------------ 1
I PBR :
L . 1

Figure 4.14 Allocation of Loader Program in the Serial Flash Memory Device
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+H04

+H00

Loader program data size (4 bytes)

Don’'t Care

+H1FE

:ﬁ

— 512 bytes

H’55

HAA

Figure 4.15

Structure of the Loader Program Size Block
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4.2.5 Boot Mode 4 (3.3-V Single or Quad Serial Flash Memory)

Table 4.11 shows the interface signals used for connection with the external device in boot mode 4 (3.3-V serial flash

memory).

Table 4.11 External Interface Signals Used in Boot Mode 4

Interface Module Pin Name 1/0 Function Pin Type
QSPIO QSPIO_SPCLK Input/output | QSPI clock Dedicated pins
(3.3V)

QSPIO_IO0 Input/output | QSPI data 0

QSPIO_IO1 Input/output | QSPI data 1

QSPIO_IO2 Input/output | QSPI data 2

QSPIO_IO3 Input/output | QSPI data 3

QSPIO_SSL Output QSPI data 4

QSPI1_SPCLK Output QSPI clock

QSPI1_IO0 Input/output | QSPI data 0

QSPI1_IO1 Input/output | QSPI data 1

QSPI1_l02 Input/output | QSPI data 2

QSPI1_103 Input/output | QSPI data 3

QSPI1_SSL Input/output | QSPI slave select

QSPI_RESET# Output QSPI reset

QSPI_WP# Output QSPI write protect

QSPI_INT# Input QSPI interrupt

Note: Only interface O is used and the pins shaded in gray are not controlled in this mode. To use the shaded pins after booting,

control them by the user program.
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4.2.51

External Connections

Figure 4.16 and Figure 4.17 show the connections with the 3.3-V Single SPI memory and 3.3-V Quad SPI memory,

respectively.

This LSI

QSPI0_SPCLK

SPI

QSPI0_I00

QSPI0_ 101

QSPI0_I02

QSPI0_IO3

open

QSPI0_SSL

open %

QSPI1_SPCLK

SCLK

SI/S100

SO/SI01

CS#

QSPI1_I00

QSPI1_IO1

QSPI1_I02

QSPI1_103

QSPI1_SSL

QSP|_RESET#

AN
VW=

QSPI_WP#

AN
VW=

QSPI_INT#

i

Il Terminals used during Boot
[J Terminals not used during Boot

Figure 4.16

Connections with Single SPI Memory in Boot Mode 4
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This LSI Quad SPI
QSPIO_SPCLK SCLK
QSPI0_100 —_—
QSPI0_|01 SN
QSPI0_102 169
QSPI0_I03 o
QSPIO_SSL % cs#
QSPI1_SPCLK
QSPI1_I00
QSPI1_101
QSPI1_102
QSPI1_[03
QSPI1_SSL
b4
QSPI_RESET# =
QSPI_WP# %
QSPI_INT#
W Terminals used during Boot
[ Terminals not used during Boot
Figure 4.17 Connections with Quad SPI Memory in Boot Mode 4

RO1UH0936EJ0130 Rev.1.30

May 12, 2023

RENESAS

Page 131 of 3527



RZ/\VV2L Group 4. Boot Mode

4.2.5.2 Overview of Operation

This mode is used to boot this LSI from the user program stored in the Single or Quad SPI memory device. The serial
flash memory mounted in advance on the board is used in this mode. The target device operates at 3.3 V and the I/O
power of this LSI is also fixed to 3.3 V in this mode. The clock frequency at the startup is set to 16.6 MHz.

Upon detecting boot mode 4 according to the value read from the SYSC, the boot program makes the necessary settings
of the SPI multi I/O bus controller to access memory. The boot program handles the following steps to control the
booting process.

1. The CPG is set up to supply clocks, and the SPI multi I/O bus controller receives the operating clock and is
released from the reset state.

2. The necessary information to control the I/O buffers is read from the registers in the SYSC.
The information is copied from the OTPC to the SYSC registers in advance.

3. The properties such as the driving ability of the I/O buffers of the signals to be used are set up.

4.  After the above setup, the SPI multi I/O bus controller performs a handshake process with the target memory

device.

5. When a Quad SPI handshake is required, the user program should control the process.

4.2.5.3 Operation of Booting from 3.3-V Serial Flash Memory

Boot mode 4 (booting from 3.3-V serial flash memory) only differs from boot mode 3 (booting from 1.8-V serial flash
memory) in the setting of supplied voltage as shown in Table 4.12.

Table 4.12 Resources Used by the Boot Program for 3.3-V Serial Flash Memory (Difference from 1.8-V Serial Flash

Memory)
Value after
Register Name Address Initial Value Booting Remarks
GPIO_QSPI H’0_1101_3008 H’0000_0000 H’0000_0000 QSPI_PVDD: 0=3.3V

In boot mode 3 or 4, this is automatically set
by hardware. The user does not need to set
this register.

4.2.5.4 Note

When interface 0 of the SPI multi I/O bus controller is connected with the SPI or QSPI memory, interface 1 can only be
used to connect the same type of memory.
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4.2.6 Boot Mode 5 (SCIF Downloading)

Table 4.13 shows the interface signals used for connection with the external device in boot mode 5 (SCIF
downloading).

Table 4.13 External Interface Signals Used in Boot Mode 5

Interface Module Pin Name 1/0 Function Pin Type

SCIFO SCIF0_SCK Input/output | SCIFO serial clock Multiplexed pins
SCIFO_RXD Input SCIFO receive data (33V)
SCIFO_TXD Output SCIFO transmit data
SCIFO_CTS# Input/output | SCIFO transmission enable
SCIFO_RTS# Qutput SCIFO transmission request

4.2.6.1 External Connections

Figure 4.18 shows the external connections for downloading through the SCIF.

This LSI PC

SCIF0_SCK

. SCIFO_RXD % XD

SCIFO_TXD % o/ RxD

SCIFO_CTS#

SCIFO_RTS#

Il Terminals used during Boot
[J Terminals not used during Boot

Figure 4.18 Connections for Downloading through the SCIF in Boot Mode 5
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4.2.6.2 Overview of Operation

This mode is used to download the user program from the host PC. Upon detecting boot mode 5 according to the value

read from the SYSC, the boot program makes the necessary settings of the SCIFA module to access memory. The boot

program handles the following steps to control the booting process.

1. The SCIFA module is set up to handle communications as shown below. Asynchronous communications proceed
in this mode. The SCIFO_RXD and SCIFO_TXD pins are used.

Baud rate: 115200 bps

Data length: 8 bits

Stop bit: 1 bit

Flow control: None

Data format: Motorola S-record

2. The sequence shown in Figure 4.19 is used to download the user program through the SCIF.

C

SCIF Download mode
Start

)

l

SCIF register settings

|

Data transfer from PC by
Serial port

l

C

SCIF Download mode
End

)

Figure 4.19 Sequence of Downloading through the SCIFA
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4.2.6.3 Operation of Booting through SCIF Downloading

In boot mode 5 (booting through SCIF downloading), this LSI is booted from the loader program downloaded from the
external host PC through the serial communications interface with FIFO (SCIFA).

The boot program executes the following processing.

1. Setting up the necessary peripheral modules (SCIFA channel 0 and GPIO) and specifying the parameters for

communications.

When the LSI becomes ready for data reception, the boot program outputs the following message to the SCIFA.
“SCIF Download mode”

If execution enters boot mode 5 due to the fail-safe processing, the boot program outputs the following message to
the SCIFA.
“SCIF Download mode due to parameter error”

2. Upon receiving the Motorola SO record sent from the external host PC through the SCIFA, the boot program
converts the S3 record to binary data and copies the data to the addresses H’0_0001 2000 to H’0_0002_EFFE (up
to 116 Kbytes) of the on-chip RAM.

The boot program outputs the following message to the SCIFA.
“-- Load Program to System RAM ----------—--—- ”

Note: The SO record must always be generated because the boot program requires an SO record as a trigger for the reception
processing.

3. Upon receiving the S7 record, the boot program outputs the following message to the SCIFA and terminates
copying to the on-chip RAM. After that, execution branches to the address H’0_0001_ 2000 of the on-chip RAM.
“-- Start Boot Program on System RAM ---------

If the data in the Motorola S records sent from the external host PC satisfies any of the following error conditions,
the corresponding error message is output to the SCIFA and copying to the on-chip RAM is aborted.

— An S1 or S2 record is received: “Invalid Record Type Error!!! ”
— An address outside the on-chip RAM area is specified: “Address Error!!!
— An illegal character code is found: “Invalid Character Error!!! ”

— An illegal byte count is found: “Invalid Byte Count Error!!!
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The data transmission and reception operation in SCIF communications (asynchronous) is shown in Figure 4.20.

Idle state (mark state)

(LSB) (MSB) 1
Serial
data 0 Do D, D, D3 D4 Ds De D, 0/1 1 1
Start Parity
bit Transmit or receive data - bit L Stop bit R
i 1bit | 7 or 8 bits i 1 bit orr‘ 1or2bits
| | ! none !

One unit of transfer data (character or frame)

. AR A

Figure 4.20 Data Transmission and Reception Operation in SCIF Communications

4.2.6.4 Allocation of the Loader Program for SCIF Downloading

Figure 4.21 shows the allocation of the loader program copied to the on-chip RAM.

In the loader program size block (512 bytes), the loader program size is stored in the first four bytes and the signature
H’AASS is stored in the last two bytes. Be sure to store the loader program size in 4-byte little endian.

Offset
(on System RAM)

H’0_0001_2000

On-chip RAM

Example of transferred data
Normal SCIF downloading mode

Loader program size

Loader program

$01700005752495445525F4536333030303430302E6D6F 7456

$31500011E00{0C8010GFFFFFFFFFFFFFFFFFFFFFFFFFE ]

512 bytes

$31500011FFOFFFFFFFFFFFFFFFFFFFFFFFFFFFRG5ARED

$31500012000400700582107005802070058E30600580F

$3150002E80065203A204255535920544F555400000072

$70500012000D9 \

Figure 4.21 Allocation of the Loader Program for SCIF Downloading Copied to the On-chip RAM
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4.2.6.5 Note

The pins assigned to the SCIFO_SCK, SCIF0_CTS, and SCIF0_RTS signals, which are not used in this mode, must not
be changed from the initial settings (GPIO pins). If such a pin is set to operate as an SCIFO pin, it becomes an input pin
or an input/output pin. In this case, when the pin is externally placed in the Hi-Z state, this LSI cannot communicate
with the host PC correctly.

To use the SCIFA for normal serial communications after booting, the SCIFO_SCK, SCIF0_CTS, and SCIFO_RTS pins
should be pulled up or down in accordance with the communication mode and the driver software specifications.
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5. LSl Internal Bus

5.1 Overview

511 Features

The bus system of this LSI provides a physical address space of 16 Gbytes (address bus width of 34 bits). The LSI
internal bus of this LSI incorporates Arm CoreLink NIC-400, etc., and controls the following bus functions.

Security control:

Security attribute re-setting, Security level determination

Address translation:

34-bit address space access

Interrupt generation:

AXI bus error interrupt generation

Unit state detection:

Slave unit stop state detection
NOTE

The security control function is valid only for secure products.
For information on secure products, please contact our sales.

51.2 Block Diagram of LSI Internal Bus

The LSI internal bus of this LSI consists of the ACPU bus, MCPU bus, and system bus. Figure 5.1 shows the

configuration of the buses.

ACPU bus:

A bus connected to Cortex-AS55, DDR memory controllers, image processing units, and Storage and Network

MCPU bus:

A bus connected to Cortex-M33 and serial interface units

System bus:

A bus connected to the control registers of each unit
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Cortex-A55 MPCore |
N Graphics
Core 0 Core 1 (Option) : Processing
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Figure 5.1 Configuration of LS| Internal Bus
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5.2 Area Maps

5.21 Overall Address Space

Figure 5.2 shows the overall address space of this LSI and Table 5.1 shows the detailed address space.

H’3_FFFF_FFFF

H’1.4000_0000

H'1_3FFF_FFFF

H’1_0000_0000

H’0_4000_0000

Reserved area
11 Gbytes

DDR area
4 Gbytes

Reserved area
256 Mbytes

SPI Multi area
256 Mbytes

10 Register area
256 Mbytes

Reserved area

SRAM area
192 Kbytes

Figure 5.2 Overall Address Space

Some bus master units of this LSI require 34-bit address space access to access an address space of greater than 4
Gbytes in the whole 16-Gbyte address space of this LSI. For details, see Section 5.4.2.1, 34-Bit Address Space

Access.

The Cortex-M33 address space for this LSI differs from the overall address space. It is the same as the address space of
the default memory map of Cortex-M33. For details, see Section 5.2.2, Cortex-M33 Address Space.
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Table 5.1 Detailed Address Space (1/3)
Start Address End Address Size Space Remarks
H’1_4000_0000 H’3_FFFF_FFFF 11 Gbytes Reserved *1
H’0_4000_0000 H'1_3FFF_FFFF 4 Gbytes DDR (Memory) *2
H’0_3000_0000 H'0_3FFF_FFFF 256 Mbytes Reserved *1
H’0_2000_0000 H'0_2FFF_FFFF 256 Mbytes SPI Multi I/O (Memory)
H’0_1500_0000 H'0_1FFF_FFFF 176 Mbytes Reserved *1
H'0_14F0_0000 H'0_14FF_FFFF 1 Mbyte Reserved o
H'0_14C0_0000 H'0_14EF_FFFF 3 Mbytes Reserved *
H’0_14B0_0000 H'0_14BF_FFFF 1 Mbyte Reserved *1
H’0_1400_0000 H'0_14AF_FFFF 11 Mbytes Reserved o
H’0_1300_0000 H'0_13FF_FFFF 16 Mbytes DRP
H'0_12C0_0000 H'0_12FF_FFFF 4 Mbytes Al-MAC
H’0_12B0_0000 H'0_12BF_FFFF 1 Mbyte Reserved *1
H’0_12A0_0000 H'0_12AF_FFFF 1 Mbyte Reserved *1
H'0_1280_1C00 H'0_129F FFFF 2041 Kbytes Reserved o
H’'0_1280_1800 H’0_1280_1BFF 1 Kbyte GTM ch2
H'0_1280_1400 H'0_1280_17FF 1 Kbyte GTM ch1
H’0_1280_1000 H’0_1280_13FF 1 Kbyte GTM chO
H'0_1280_0C00 H0_1280_OFFF 1 Kbyte WDT CA55 core 1
H’'0_1280_0800 H0_1280_O0OBFF 1 Kbyte WDT CA55 core 0
H’0_1280_0400 H’0_1280_07FF 1 Kbyte WDT CM33
H’0_1280_0000 H’0_1280_03FF 1 Kbyte Reserved *
H’0_1270_0000 H'0_127F_FFFF 1 Mbyte Reserved *1
H'0_1240_0000 H'0_126F _FFFF 3 Mbytes Reserved o
H’0_1230_0000 H’0_123F_FFFF 1 Mbyte Reserved *1
H’0_1200_0000 H'0_122F_FFFF 3 Mbytes Reserved *1
H'0_11F0_0000 H'0_11FF_FFFF 1 Mbyte Reserved o
H'0_11C8_0000 H'0_11EF_FFFF 2560 Kbytes Reserved *1
H'0_11C7_0000 H0_11C7_FFFF 64 Kbytes USB ch1 Host
H'0_11C6_0000 H'0_11C6_FFFF 64 Kbytes USB ch0 (OTG-Func)
H'0_11C5_0000 H'0_11C5_FFFF 64 Kbytes USB ch0 (OTG-Host)
H'0_11C4_0000 H0_11C4_FFFF 64 Kbytes USBPHY Control
H'0_11C3_0000 H'0_11C3_FFFF 64 Kbytes Ether ch1
H'0_11C2_0000 H'0_11C2_FFFF 64 Kbytes Ether chO
H'0_11C1_0000 H'0_11C1_FFFF 64 Kbytes SD ch1
H'0_11C0_0000 H'0_11CO_FFFF 64 Kbytes SD cho
H'0_11B0_0000 H'0_11BF_FFFF 1 Mbyte Reserved *1
H'0_11A0_0000 H'0_11AF_FFFF 1 Mbyte Reserved *1
H'0_1190_0000 H'0_119F_FFFF 1 Mbyte GIC
H’0_1187_0000 H'0_118F_FFFF 1 Mbyte Reserved *1
H'0_1186_0000 H'0_1186_FFFF 64 Kbytes OTP
H’0_1185_0000 H'0_1185_FFFF 64 Kbytes Reserved *1
H'0_1184_0000 H0_1184_FFFF 64 Kbytes Mali-G31
H'0_1183_0000 H'0_1183_FFFF 64 Kbytes Non Secure DMAC (DMAC_NS) APB
H’'0_1182_0000 H'0_1182_FFFF 64 Kbytes Non Secure DMAC (DMAC_NS) AXI
H'0_1181_0000 H'0_1181_FFFF 64 Kbytes Secure DMAC (DMAC_S) APB
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Table 5.1 Detailed Address Space (2/3)
Start Address End Address Size Space Remarks
H’0_1180_0000 H0_1180_FFFF 64 Kbytes Secure DMAC (DMAC_S) AXI
H'0_1170_0000 H'0_117F_FFFF 1 Mbyte Reserved *
H’0_1142_0000 H'0_116F_FFFF 2944 Kbytes Reserved *1
H’0_1141_0000 H0_1141_FFFF 64 Kbytes DDR (Control Reg)
H’0_1140_0000 H'0_1140_FFFF 64 Kbytes DDR (PHY)
H'0_1130_0000 H'0_113F_FFFF 1 Mbyte Reserved *
H'0_110C_0000 H'0_112F_FFFF 2304 Kbytes Reserved *
H'0_110B_0000 H0_110B_FFFF 64 Kbytes IM33 (Interrupt controller)
H'0_110A_0000 H0_110A_FFFF 64 Kbytes IA55 (Interrupt controller)
H’0_1109_0000 H0_1109_FFFF 64 Kbytes SRAM MCPU (Reg)
H’0_1108_0000 H0_1108_FFFF 64 Kbytes SRAM ACPU (Reg)
H’0_1107_0000 H0_1107_FFFF 64 Kbytes TZC (DDR)
H’0_1106_0000 H0_1106_FFFF 64 Kbytes TZC (SPI Multi I/O)
H’0_1105_0000 H0_1105_FFFF 64 Kbytes TZC (SRAM MCPU)
H’0_1104_0000 H'0_1104_FFFF 64 Kbytes TZC (SRAM ACPU)
H’0_1103_0000 H0_1103_FFFF 64 Kbytes GPIO
H’0_1102_0000 H0_1102_FFFF 64 Kbytes SYSC
H’0_1101_0000 H0_1101_FFFF 64 Kbytes CPG
H’0_1100_0000 H0_1100_FFFF 64 Kbytes SYyc
H’0_10C0_0000 H'0_10FF_FFFF 4 Mbytes CST (CoreSight)
H’0_10B0_0000 H'0_10BF_FFFF 1 Mbyte Reserved *
H’0_108A_0000 H'0_10AF_FFFF 2432 Kbytes Reserved *1
H’0_1089_0000 H0_1089_FFFF 64 Kbytes DU
H’0_1088_0000 H0_1088_FFFF 64 Kbytes FCPVD
H’0_1087_0000 H0_1087_FFFF 64 Kbytes VSPD
H’0_1086_0000 H’0_1086_FFFF 64 Kbytes DSI (Controller)
H’0_1085_0000 H0_1085_FFFF 64 Kbytes DSI (PHY)
H’0_1084_0000 H'0_1084_FFFF 64 Kbytes ISU
H’0_1083_0000 H'0_1083_FFFF 64 Kbytes CRU
H’0_1082_0000 H’0_1082_FFFF 64 Kbytes Reserved *
H'0_1081_0000 H’0_1081_FFFF 64 Kbytes Reserved *
H’0_1080_0000 H’0_1080_FFFF 64 Kbytes Reserved *1
H’'0_1070_0000 H'0_107F_FFFF 1 Mbyte Reserved *
H’0_1060_0000 H'0_106F_FFFF 1 Mbyte Reserved *1
H’'0_1041_0000 H0_105F_FFFF 1984 Kbytes Reserved bl
H’0_1040_0000 H'0_1040_FFFF 64 Kbytes MHU
H’0_1030_0000 H'0_103F_FFFF 1 Mbyte Reserved *1
H’0_1020_0000 H'0_102F_FFFF 1 Mbyte Reserved *
H’0_1008_0000 H'0_101F_FFFF 1536 Kbytes Reserved *1
H’0_1007_0000 H’0_1007_FFFF 64 Kbytes SPI Multi /0O (Write Buf)
H’0_1006_0000 H0_1006_FFFF 64 Kbytes SPI Multi I/0 (Reg)
H'0_1005_9800 H’0_1005_FFFF 26 Kbytes Reserved *
H’0_1005_9400 H’0_1005_97FF 1 Kbyte TSU
H’0_1005_9000 H’0_1005_93FF 1 Kbyte ADC
H’0_1005_8C00 H’0_1005_8FFF 1 Kbyte 12C ch3
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Table 5.1 Detailed Address Space (3/3)

Start Address End Address Size Space Remarks
H’0_1005_8800 H’0_1005_8BFF 1 Kbyte 12C ch2

H’0_1005_8400 H’0_1005_87FF 1 Kbyte 12C ch1

H’0_1005_8000 H’0_1005_83FF 1 Kbyte 12C ch0

H’0_1005_0000 H’0_1005_7FFF 32 Kbytes CANFD

H’0_1004_D800 H'0_1004_FFFF 10 Kbytes Reserved *1
H’0_1004_D400 H’0_1004_D7FF 1 Kbyte SCl ch1

H’0_1004_D000 H’0_1004_D3FF 1 Kbyte SCI ch0

H’0_1004_CCO00 H’0_1004_CFFF 1 Kbyte IrDA (SCI)

H’0_1004_C800 H’0_1004_CBFF 1 Kbyte SCIF ch4

H’0_1004_C400 H'0_1004_C7FF 1 Kbyte SCIF ch3

H’0_1004_C000 H’0_1004_C3FF 1 Kbyte SCIF ch2

H’0_1004_BCO00 H’0_1004_BFFF 1 Kbyte SCIF ch1

H’0_1004_B800 H’0_1004_BBFF 1 Kbyte SCIF ch0

H’0_1004_B400 H0_1004_B7FF 1 Kbyte RSPI ch2

H’0_1004_B000 H0_1004_B3FF 1 Kbyte RSPI ch1

H’0_1004_ACO00 H’0_1004_AFFF 1 Kbyte RSPI ch0

H’0_1004_A800 H’0_1004_ABFF 1 Kbyte SSIF ch3

H’0_1004_A400 H’0_1004_AT7FF 1 Kbyte SSIF ch2

H’0_1004_A000 H’0_1004_A3FF 1 Kbyte SSIF ch1

H’0_1004_9C00 H'0_1004_9FFF 1 Kbyte SSIF ch0

H’0_1004_9800 H’0_1004_9BFF 1 Kbyte POE3

H’0_1004_9400 H0_1004_97FF 1 Kbyte POEGD

H’0_1004_9000 H’0_1004_93FF 1 Kbyte POEGC

H’0_1004_8C00 H’0_1004_8FFF 1 Kbyte POEGB

H’0_1004_8800 H’0_1004_8BFF 1 Kbyte POEGA

H’0_1004_8000 H’0_1004_87FF 2 Kbytes GPT

H’0_1004_7000 H'0_1004_7FFF 4 Kbytes SRC (Reg)

H’0_1004_0000 H’0_1004_6FFF 28 Kbytes SRC (Memory)

H’0_1000_0000 H0_1003_FFFF 256 Kbytes MTU3a

H’0_0003_0000 H'0_OFFF_FFFF 261952 Kbytes Reserved *
H’0_0002_0000 H’0_0002_FFFF 64 Kbytes SRAM ACPU (Memory)

H’0_0001_0000 H’0_0001_FFFF 64 Kbytes SRAM MCPU (Memory)

H’0_0000_0000 H’0_0000_FFFF 64 Kbytes Reserved *

Note 1. Access to the reserved areas is prohibited.
If access to the reserved area is attempted, incorrect operation may occur.

Note 2. Access to the addresses H'4000_0000 to H’4000_001F (for DDR3L) or H’4000_0000 to H'4000_003F (for DDR4) in the DDR

area is prohibited because these are used for DDR training. For details, see Section 9, DDR3L/DDR4 SDRAM Memory
Controller (MEMC).
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5.2.2

Cortex-M33 Address Space

Figure 5.3 shows the default memory map of Cortex-M33 and an overview of the Cortex-M33 address space for this

LSI, and Table 5.2 shows the detailed address space. For the concept of the secure and non-secure states, see Section
3, System CPU Cortex-M33.

In this LSI, addresses H’0000_0000 to H’1FFF_FFFF are used as the code (program) area and addresses H’2000 0000
to H’3FFF_FFFF are used as the data area in the 1-Gbyte SRAM area (H’0000_0000 to H’3FFF FFFF).

In this LSI, the hardware automatically translates the addresses in the Cortex-M33 address space to those in the overall

address space of this LSI. Users can therefore write programs using the addresses in the address space shown in Figure

5.3 and Table 5.2, without considering the overall address space.

HFFFF_FFFF H'FFFF_FFFF
PPB/Vendor_SYS area PPB/Vendor_SYS area
512 Mbytes 512 Mbytes
H'E000.0000 _ _ H'E000.0000_ _
External device area Reserved area
1 Gbyte 1 Gbyte
H'A000.0000 _ _ H'A000.0000_ _
Secure
H’9000_0000 _ [ SPI Multi area 256MB
512 Mbytes Non-Secure
External RAM area H’8000.0000 256MB
1 Gbyte Secure
H’7000_0000 | DDR area 256MB
512 Mbytes Non-Secure
H’6000_0000 H’'6000_0000 256MB
____________________ Secure
Peripheral area H’5000.0000 [ 1O Register area 256MB
512 Mbytes 512 Mbytes Non-Secure
H'4000._0000 _ _ H’4000.0000 _ _ 256MB
Data (Secure)
SRAM area H'3000.0000 __ | 256MB
512 Mbytes
H'2000.0000 _ _ H'2000.0000 _ | SRAM area
1 Gbyte Code (Secure)
Code area H'1000.0000 | 256MB
512 Mbytes
H’0000_0000 H’0000_0000
Default Memory Map of Cortex-M33 Cortex-M33 Address Space for this LSI
Figure 5.3 Overview of Cortex-M33 Address Space
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Table 5.2 Detailed Address Space of Cortex-M33 (1/6)
Start Address End Address Size Space Remarks
H’E000_0000 H'FFFF_FFFF 512 Mbytes PPB/Vendor_SYS *3
H’A000_0000 H'DFFF_FFFF 1 Gbyte Reserved bl
H’9000_0000 H'9FFF_FFFF 256 Mbytes SPI Multi /0 (Memory) (Secure)
H’8000_0000 H'8FFF_FFFF 256 Mbytes SPI Multi I/O (Memory) (Non-Secure)
H'7000_0000 H'7FFF_FFFF 256 Mbytes DDR (Memory) (Secure) *2
H'6000_0000 H'6FFF_FFFF 256 Mbytes DDR (Memory) (Non-Secure) *2
H’5500_0000 H’5FFF_FFFF 176 Mbytes Reserved *
H’'54F0_0000 H'54FF_FFFF 1 Mbyte Reserved *1
H'54C0_0000 H'54EF_FFFF 3 Mbytes Reserved *
H'54B0_0000 H'54BF_FFFF 1 Mbyte Reserved *1
H'5400_0000 H'54AF_FFFF 11 Mbytes Reserved o
H’5300_0000 H'53FF_FFFF 16 Mbytes DRP (Secure)
H'52C0_0000 H'52FF_FFFF 4 Mbytes AlI-MAC (Secure)
H’52B0_0000 H'52BF_FFFF 1 Mbyte Reserved bl
H'52A0_0000 H'52AF_FFFF 1 Mbyte Reserved *1
H’5280_1C00 H'529F_FFFF 2041 Kbytes Reserved *
H’'5280_1800 H'5280_1BFF 1 Kbyte GTM ch2 (Secure)
H'5280_1400 H'5280_17FF 1 Kbyte GTM ch1 (Secure)
H'5280_1000 H'5280_13FF 1 Kbyte GTM chO (Secure)
H'5280_0C00 H'5280_0FFF 1 Kbyte WDT CA55 core 1 (Secure)
H'5280_0800 H’5280_0BFF 1 Kbyte WDT CA55 core 0 (Secure)
H’'5280_0400 H'5280_07FF 1 Kbyte WDT CM33 (Secure)
H’5280_0000 H’5280_03FF 1 Kbyte Reserved *
H’'5270_0000 H'527F_FFFF 1 Mbyte Reserved *1
H’'5240_0000 H'526F_FFFF 3 Mbytes Reserved *1
H’5230_0000 H'523F_FFFF 1 Mbyte Reserved *
H’5200_0000 H'522F_FFFF 3 Mbytes Reserved *1
H’51F0_0000 H'51FF_FFFF 1 Mbyte Reserved bl
H'51C8_0000 H'51EF_FFFF 2560 Kbytes Reserved *1
H'51C7_0000 H'51C7_FFFF 64 Kbytes USB ch1 Host (Secure)
H'51C6_0000 H'51C6_FFFF 64 Kbytes USB ch0 (OTG-Func) (Secure)
H'51C5_0000 H'51C5_FFFF 64 Kbytes USB ch0 (OTG-Host) (Secure)
H'51C4_0000 H'51C4_FFFF 64 Kbytes USBPHY Control (Secure)
H'51C3_0000 H'51C3_FFFF 64 Kbytes Ether ch1 (Secure)
H'51C2_0000 H'51C2_FFFF 64 Kbytes Ether chO (Secure)
H'51C1_0000 H'51C1_FFFF 64 Kbytes SD ch1 (Secure)
H'51C0_0000 H'51CO_FFFF 64 Kbytes SD chO (Secure)
H’51B0_0000 H'51BF_FFFF 1 Mbyte Reserved bl
H'51A0_0000 H'51AF_FFFF 1 Mbyte Reserved *1
H'5190_0000 H'519F_FFFF 1 Mbyte GIC (Secure)
H’'5187_0000 H'518F_FFFF 1 Mbyte Reserved *1
H'5186_0000 H'5186_FFFF 64 Kbytes OTP (Secure)
H’5185_0000 H'5185_FFFF 64 Kbytes Reserved *
H'5184_0000 H'5184_FFFF 64 Kbytes Mali-G31 (Secure)
H'5183_0000 H'5183_FFFF 64 Kbytes Non Secure DMAC (DMAC_NS) APB

(Secure)
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Table 5.2 Detailed Address Space of Cortex-M33 (2/6)

Start Address End Address Size Space Remarks
H’5182_0000 H'5182_FFFF 64 Kbytes Non Secure DMAC (DMAC_NS) AXI

(secure)

H’5181_0000 H'5181_FFFF 64 Kbytes Secure DMAC (DMAC_S) APB (Secure)
H’5180_0000 H’5180_FFFF 64 Kbytes Secure DMAC (DMAC_S) AXI (Secure)
H’5170_0000 H'517F_FFFF 1 Mbyte Reserved *1
H'5142_0000 H'516F_FFFF 2944 Kbytes Reserved *
H’5141_0000 H'5141_FFFF 64 Kbytes DDR (Control Reg) (Secure)

H’5140_0000 H’5140_FFFF 64 Kbytes DDR (PHY) (Secure)

H’5130_0000 H'513F_FFFF 1 Mbyte Reserved *1
H’510C_0000 H'512F_FFFF 2304 Kbytes Reserved *1
H'510B_0000 H'510B_FFFF 64 Kbytes IM33 (Interrupt controller) (Secure)
H’510A_0000 H'510A_FFFF 64 Kbytes IA55 (Interrupt controller) (Secure)
H’5109_0000 H’5109_FFFF 64 Kbytes SRAM MCPU (Reg) (Secure)

H’5108_0000 H'5108_FFFF 64 Kbytes SRAM ACPU (Reg) (Secure)

H’5107_0000 H’5107_FFFF 64 Kbytes TZC (DDR) (Secure)

H’5106_0000 H’5106_FFFF 64 Kbytes TZC (SPI Multi I/0) (Secure)

H’5105_0000 H'5105_FFFF 64 Kbytes TZC (SRAM MCPU) (Secure)

H’5104_0000 H’5104_FFFF 64 Kbytes TZC (SRAM ACPU) (Secure)

H’5103_0000 H'5103_FFFF 64 Kbytes GPIO (Secure)

H’5102_0000 H’5102_FFFF 64 Kbytes SYSC (Secure)

H’5101_0000 H'5101_FFFF 64 Kbytes CPG (Secure)

H’5100_0000 H’5100_FFFF 64 Kbytes SYC (Secure)

H’50C0_0000 H’50FF_FFFF 4 Mbytes CST (CoreSight) (Secure)

H’50B0_0000 H’50BF_FFFF 1 Mbyte Reserved *1
H’508A_0000 H'50AF_FFFF 2432 Kbytes Reserved *
H’5089_0000 H'5089_FFFF 64 Kbytes DU (Secure)

H’5088_0000 H’5088_FFFF 64 Kbytes FCPVD (Secure)

H’5087_0000 H’5087_FFFF 64 Kbytes VSPD (Secure)

H’5086_0000 H'5086_FFFF 64 Kbytes DSI (Controller) (Secure)

H’5085_0000 H’5085_FFFF 64 Kbytes DSI (PHY) (Secure)

H’5084_0000 H'5084_FFFF 64 Kbytes ISU (Secure)

H’5083_0000 H’5083_FFFF 64 Kbytes CRU (Secure)

H’5082_0000 H’5082_FFFF 64 Kbytes Reserved *1
H’5081_0000 H'5081_FFFF 64 Kbytes Reserved *1
H’5080_0000 H'5080_FFFF 64 Kbytes Reserved *
H’5070_0000 H'507F_FFFF 1 Mbyte Reserved *1
H’5060_0000 H'506F_FFFF 1 Mbyte Reserved *
H’5041_0000 H'505F_FFFF 1984 Kbytes Reserved *1
H’5040_0000 H’5040_FFFF 64 Kbytes MHU (Secure)

H’5030_0000 H'503F_FFFF 1 Mbyte Reserved *
H’5020_0000 H'502F_FFFF 1 Mbyte Reserved *1
H’5008_0000 H'501F_FFFF 1536 Kbytes Reserved *
H’5007_0000 H’5007_FFFF 64 Kbytes SPI Multi /0O (Write Buf) (Secure)
H’5006_0000 H’5006_FFFF 64 Kbytes SPI Multi /0 (Reg) (Secure)

H’5005_9800 H’5005_FFFF 26 Kbytes Reserved *1
H’5005_9400 H’5005_97FF 1 Kbyte TSU (Secure)
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Table 5.2 Detailed Address Space of Cortex-M33 (3/6)
Start Address End Address Size Space Remarks
H’5005_9000 H’5005_93FF 1 Kbyte ADC (Secure)
H'5005_8C00 H'5005_8FFF 1 Kbyte 12C ch3 (Secure)
H’5005_8800 H’5005_8BFF 1 Kbyte 12C ch2 (Secure)
H'5005_8400 H'5005_87FF 1 Kbyte 12C ch1 (Secure)
H’5005_8000 H’5005_83FF 1 Kbyte 12C chO (Secure)
H’5005_0000 H'5005_7FFF 32 Kbytes CANFD (Secure)
H'5004_D800 H’5004_FFFF 10 Kbytes Reserved *
H’5004_D400 H’5004_D7FF 1 Kbyte SClI ch1 (Secure)
H'5004_D000 H'5004_D3FF 1 Kbyte SCI chO (Secure)
H’5004_CCO00 H’5004_CFFF 1 Kbyte IrDA (SCI) (Secure)
H’5004_C800 H'5004_CBFF 1 Kbyte SCIF ch4 (Secure)
H’5004_C400 H’5004_C7FF 1 Kbyte SCIF ch3 (Secure)
H’5004_C000 H’5004_C3FF 1 Kbyte SCIF ch2 (Secure)
H’5004_BCO00 H'5004_BFFF 1 Kbyte SCIF ch1 (Secure)
H’5004_B800 H’5004_BBFF 1 Kbyte SCIF chO (Secure)
H’5004_B400 H'5004_B7FF 1 Kbyte RSPI ch2 (Secure)
H’5004_B000 H’5004_B3FF 1 Kbyte RSPI ch1 (Secure)
H’5004_ACO00 H'5004_AFFF 1 Kbyte RSPI chO (Secure)
H’5004_A800 H'5004_ABFF 1 Kbyte SSIF ch3 (Secure)
H’5004_A400 H’5004_AT7FF 1 Kbyte SSIF ch2 (Secure)
H’5004_A000 H'5004_A3FF 1 Kbyte SSIF ch1 (Secure)
H’5004_9C00 H’5004_9FFF 1 Kbyte SSIF chO (Secure)
H'5004_9800 H'5004_9BFF 1 Kbyte POE3 (Secure)
H’5004_9400 H'5004_97FF 1 Kbyte POEGD (Secure)
H’5004_9000 H’5004_93FF 1 Kbyte POEGC (Secure)
H'5004_8C00 H'5004_8FFF 1 Kbyte POEGB (Secure)
H’5004_8800 H’5004_8BFF 1 Kbyte POEGA (Secure)
H'5004_8000 H'5004_87FF 2 Kbytes GPT (Secure)
H’5004_7000 H’5004_7FFF 4 Kbytes SRC (Reg) (Secure)
H'5004_0000 H'5004_6FFF 28 Kbytes SRC (Memory) (Secure)
H’5000_0000 H'5003_FFFF 256 Kbytes MTU3a (Secure)
H’4500_0000 H4FFF_FFFF 176 Mbytes Reserved *1
H’'44F0_0000 H'44FF_FFFF 1 Mbyte Reserved bl
H’44C0_0000 H44EF_FFFF 3 Mbytes Reserved *1
H’'44B0_0000 H'44BF_FFFF 1 Mbyte Reserved *
H’4400_0000 H44AF_FFFF 11 Mbytes Reserved *1
H’4300_0000 H43FF_FFFF 16 Mbytes DRP (Non-secure)
H'42C0_0000 H'42FF_FFFF 4 Mbytes AI-MAC (Non-secure)
H’42B0_0000 H42BF_FFFF 1 Mbyte Reserved *1
H’'42A0_0000 H'42AF_FFFF 1 Mbyte Reserved *
H’4280_1C00 H'429F_FFFF 2041 Kbytes Reserved *1
H'4280_1800 H'4280_1BFF 1 Kbyte GTM ch2 (Non-secure)
H'4280_1400 H'4280_17FF 1 Kbyte GTM ch1 (Non-secure)
H’4280_1000 H'4280_13FF 1 Kbyte GTM ch0 (Non-secure)
H’'4280_0C00 H'4280_OFFF 1 Kbyte WDT CA55 core 1 (Non-secure)
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Table 5.2 Detailed Address Space of Cortex-M33 (4/6)

Start Address End Address Size Space Remarks

H’'4280_0800 H'4280_0BFF 1 Kbyte WDT CAS55 core 0 (Non-secure)

H’4280_0400 H’4280_07FF 1 Kbyte WDT CM33 (Non-secure)

H’4280_0000 H’4280_03FF 1 Kbyte Reserved *1

H'4270_0000 H'427F_FFFF 1 Mbyte Reserved *

H’4240_0000 H'426F_FFFF 3 Mbytes Reserved *1

H'4230_0000 H'423F_FFFF 1 Mbyte Reserved *

H'4200_0000 H'422F_FFFF 3 Mbytes Reserved *

H’41F0_0000 H41FF_FFFF 1 Mbyte Reserved *1

H'41C8_0000 H41EF_FFFF 2560 Kbytes Reserved *

H’'41C7_0000 H41C7_FFFF 64 Kbytes USB ch1 Host (Non-secure)

H’41C6_0000 H41C6_FFFF 64 Kbytes USB ch0 (OTG-Func) (Non-secure)

H’41C5_0000 H'41C5_FFFF 64 Kbytes USB ch0 (OTG-Host) (Non-secure)

H’'41C4_0000 H41C4_FFFF 64 Kbytes USBPHY Control (Non-secure)

H'41C3_0000 H41C3_FFFF 64 Kbytes Ether ch1 (Non-secure)

H’'41C2_0000 H41C2_FFFF 64 Kbytes Ether chO (Non-secure)

H’41C1_0000 H41C1_FFFF 64 Kbytes SD ch1 (Non-secure)

H’41C0_0000 H'41CO_FFFF 64 Kbytes SD ch0 (Non-secure)

H'41B0_0000 H'41BF_FFFF 1 Mbyte Reserved *

H'41A0_0000 H'41AF_FFFF 1 Mbyte Reserved *

H’4190_0000 H'419F_FFFF 1 Mbyte GIC (Non-secure)

H'4187_0000 H'418F_FFFF 1 Mbyte Reserved *

H’4186_0000 H'4186_FFFF 64 Kbytes OTP (Non-secure)

H’'4185_0000 H'4185_FFFF 64 Kbytes Reserved *

H’4184_0000 H'4184_FFFF 64 Kbytes Mali-G31 (Non-secure)

H'4183_0000 H'4183_FFFF 64 Kbytes Non Secure DMAC (DMAC_NS) APB
(Non-Secure)

H’4182_0000 H'4182_FFFF 64 Kbytes Non Secure DMAC (DMAC_NS) AXI
(Non-secure)

H’4181_0000 H'4181_FFFF 64 Kbytes Secure DMAC (DMAC_S) APB (Non-
Secure)

H’4180_0000 H’4180_FFFF 64 Kbytes Secure DMAC (DMAC_S) AXI (Non-
Secure)

H'4170_0000 H'417F_FFFF 1 Mbyte Reserved *

H’4142_0000 H'416F_FFFF 2944 Kbytes Reserved *1

H’4141_0000 H'4141_FFFF 64 Kbytes DDR (Control Reg) (Non-Secure)

H’4140_0000 H'4140_FFFF 64 Kbytes DDR (PHY) (Non-Secure)

H’4130_0000 H'413F_FFFF 1 Mbyte Reserved *1

H'410C_0000 H'412F_FFFF 2304 Kbytes Reserved *

H’'410B_0000 H'410B_FFFF 64 Kbytes IM33 (Interrupt controller) (Non-secure)

H'410A_0000 H410A_FFFF 64 Kbytes IA55 (Interrupt controller) (Non-secure)

H’4109_0000 H'4109_FFFF 64 Kbytes SRAM MCPU (Reg) (Non-secure)

H’4108_0000 H4108_FFFF 64 Kbytes SRAM ACPU (Reg) (Non-secure)

H’4107_0000 H’4107_FFFF 64 Kbytes TZC (DDR) (Non-secure)

H’4106_0000 H'4106_FFFF 64 Kbytes TZC (SPI Multi I/O) (Non-secure)

H’4105_0000 H’4105_FFFF 64 Kbytes TZC (SRAM MCPU) (Non-secure)

H’4104_0000 H'4104_FFFF 64 Kbytes TZC (SRAM ACPU) (Non-secure)
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Table 5.2 Detailed Address Space of Cortex-M33 (5/6)
Start Address End Address Size Space Remarks
H’4103_0000 H'4103_FFFF 64 Kbytes GPIO (Non-secure)
H’4102_0000 H'4102_FFFF 64 Kbytes SYSC (Non-secure)
H’4101_0000 H'4101_FFFF 64 Kbytes CPG (Non-secure)
H’4100_0000 H’4100_FFFF 64 Kbytes SYC (Non-secure)
H’40C0_0000 H40FF_FFFF 4 Mbytes CST (CoreSight)(Non-secure)
H'40B0_0000 H'40BF_FFFF 1 Mbyte Reserved *
H'408A_0000 H'40AF_FFFF 2432 Kbytes Reserved *
H’4089_0000 H4089_FFFF 64 Kbytes DU (Non-secure)
H’4088_0000 H’4088_FFFF 64 Kbytes FCPVD (Non-secure)
H’4087_0000 H'4087_FFFF 64 Kbytes VSPD (Non-secure)
H’4086_0000 H’4086_FFFF 64 Kbytes DSI (Controller) (Non-Secure)
H’4085_0000 H'4085_FFFF 64 Kbytes DSI (PHY) (Non-Secure)
H’4084_0000 H'4084_FFFF 64 Kbytes ISU (Non-secure)
H’4083_0000 H’4083_FFFF 64 Kbytes CRU (Non-secure)
H’4082_0000 H'4082_FFFF 64 Kbytes Reserved *1
H'4081_0000 H4081_FFFF 64 Kbytes Reserved o
H’4080_0000 H’4080_FFFF 64 Kbytes Reserved *1
H'4070_0000 H'407F_FFFF 1 Mbyte Reserved *
H'4060_0000 H'406F_FFFF 1 Mbyte Reserved *
H’4041_0000 H'405F_FFFF 1984 Kbytes Reserved *1
H’4040_0000 H’4040_FFFF 64 Kbytes MHU (Non-secure)
H’4030_0000 H'403F_FFFF 1 Mbyte Reserved *1
H'4020_0000 H'402F_FFFF 1 Mbyte Reserved *
H’4008_0000 H401F_FFFF 1536 Kbytes Reserved *1
H’4007_0000 H'4007_FFFF 64 Kbytes SPI Multi I/0 (Write Buf) (Non-secure)
H’4006_0000 H’4006_FFFF 64 Kbytes SPI Multi I/0 (Reg) (Non-secure)
H’4005_9800 H’4005_FFFF 26 Kbytes Reserved *1
H’4005_9400 H4005_97FF 1 Kbyte TSU (Non-secure)
H’4005_9000 H4005_93FF 1 Kbyte ADC (Non-secure)
H’4005_8C00 H’4005_8FFF 1 Kbyte 12C ch3 (Non-secure)
H’4005_8800 H’4005_8BFF 1 Kbyte 12C ch2 (Non-secure)
H’4005_8400 H4005_87FF 1 Kbyte 12C ch1 (Non-secure)
H’4005_8000 H’4005_83FF 1 Kbyte 12C ch0 (Non-secure)
H’4005_0000 H'4005_7FFF 32 Kbytes CANFD (Non-secure)
H'4004_D800 H’4004_FFFF 10 Kbytes Reserved *
H’4004_D400 H4004_D7FF 1 Kbyte SClI ch1 (Non-secure)
H’4004_D000 H’4004_D3FF 1 Kbyte SCI ch0 (Non-secure)
H’4004_CCO00 H’4004_CFFF 1 Kbyte IrDA (SCI) (Non-secure)
H’4004_C800 H’4004_CBFF 1 Kbyte SCIF ch4 (Non-secure)
H’4004_C400 H’4004_CT7FF 1 Kbyte SCIF ch3 (Non-secure)
H’4004_C000 H’4004_C3FF 1 Kbyte SCIF ch2 (Non-secure)
H’4004_BCO00 H’4004_BFFF 1 Kbyte SCIF ch1 (Non-secure)
H’4004_B800 H’4004_BBFF 1 Kbyte SCIF ch0 (Non-secure)
H’4004_B400 H'4004_B7FF 1 Kbyte RSPI ch2 (Non-secure)
H’4004_B000 H’4004_B3FF 1 Kbyte RSPI ch1 (Non-secure)
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Table 5.2 Detailed Address Space of Cortex-M33 (6/6)
Start Address End Address Size Space Remarks
H’4004_ACO00 H'4004_AFFF 1 Kbyte RSPI ch0 (Non-secure)
H’4004_A800 H’4004_ABFF 1 Kbyte SSIF ch3 (Non-secure)
H’4004_A400 H'4004_AT7FF 1 Kbyte SSIF ch2 (Non-secure)
H’4004_A000 H’4004_A3FF 1 Kbyte SSIF ch1 (Non-secure)
H’4004_9C00 H'4004_9FFF 1 Kbyte SSIF ch0 (Non-secure)
H’4004_9800 H’4004_9BFF 1 Kbyte POE3 (Non-secure)
H’4004_9400 H4004_97FF 1 Kbyte POEGD (Non-secure)
H’4004_9000 H4004_93FF 1 Kbyte POEGC (Non-secure)
H’4004_8C00 H’4004_8FFF 1 Kbyte POEGB (Non-secure)
H’4004_8800 H'4004_8BFF 1 Kbyte POEGA (Non-secure)
H’4004_8000 H’4004_87FF 2 Kbytes GPT (Non-secure)
H’4004_7000 H'4004_7FFF 4 Kbytes SRC (Reg) (Non-Secure)
H’'4004_0000 H'4004_6FFF 28 Kbytes SRC (Memory) (Non-Secure)
H’4000_0000 H’4003_FFFF 256 Kbytes MTU3a (Non-secure)
H’3003_0000 H3FFF_FFFF 261952 Kbytes Reserved *1
H’3002_0000 H’3002_FFFF 64 Kbytes SRAM ACPU (Memory) (Data, Secure)
H’3001_0000 H’3001_FFFF 64 Kbytes SRAM MCPU (Memory) (Data, Secure)
H’3000_0000 H’3000_FFFF 64 Kbytes Reserved *
H’2003_0000 H'2FFF_FFFF 261952 Kbytes Reserved *
H’2002_0000 H2002_FFFF 64 Kbytes SRAM ACPU (Memory) (Data, Non-
Secure)
H’2001_0000 H2001_FFFF 64 Kbytes SRAM MCPU (Memory) (Data, Non-
Secure)
H’2000_0000 H’2000_FFFF 64 Kbytes Reserved *
H’1003_0000 H1FFF_FFFF 261952 Kbytes Reserved *
H’1002_0000 H’1002_FFFF 64 Kbytes SRAM ACPU (Memory) (Code, Secure)
H’1001_0000 H’1001_FFFF 64 Kbytes SRAM MCPU (Memory) (Code, Secure)
H’1000_0000 H’1000_FFFF 64 Kbytes Reserved *1
H’0003_0000 H'OFFF_FFFF 261952 Kbytes Reserved *
H’0002_0000 H'0002_FFFF 64 Kbytes SRAM ACPU (Memory) (Code, Non-
Secure)
H’0001_0000 H'0001_FFFF 64 Kbytes SRAM MCPU (Memory) (Code, Non-
Secure)
H’0000_0000 H’0000_FFFF 64 Kbytes Reserved *1

Note 1. Access to the reserved areas is prohibited.

If access to the reserved area is attempted, incorrect operation may occur.

Note 2.  Access to the addresses H'6000_0000 to H'6000_001F and H'7000_0000 to H'7000_001F (for DDR3L) or H’6000_0000 to
H’6000_003F and H’7000_0000 to H'7000_003F (for DDR4) in the DDR area is prohibited because these are used for DDR
training. For details, see Section 9, DDR3L/DDR4 SDRAM Memory Controller (MEMC).

Note 3.  For details on the PPB/Vendor_SYS area, refer to “Arm Cortex-M33 Processor Technical Reference Manual”.
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5.3

Accessible Areas

In the bus system of this LSI, each bus master unit can only access the areas that are used for register access or data

transfer. Table 5.3 shows the areas that can be accessed from each master.

The register area of TZC can be accessed only when Secure (AXxPROT[1] = 0).

Table 5.3 Accessible Areas (1/2)
Master Unit
o
E. 5?- ~ | =
3 0o | 8| 2| || 28| 8 £
< | 2|23 | 2|28 || 8|a s =
$19)g(e2|2|9z|2|8(2/18|2|,]3%
Slave Unit 8 g E g 8 8 8 9) (“DJ % g &_) 8 @ DD:
DDR (Memory) v v v v v v v v v v v v v v v
MHU v X v 4 4 v X x X x x X X 4
SRAM ACPU (Memory) v v v v v v v v v v v v v v v
SRAM MCPU (Memory) v v v v v v v v v v v v v v v
SPI Multi /0 v X 4 v v v x X x X x x X X v
(Memory/Reg)
12C (ch0 to ch3) 4 X v v v v x X x X x x X X v
CANFD v x v v v v x x x x x x x x v
ADC v X v 4 4 v x X x X x x X X 4
TSU v x v v v v x x x x x x x x v
POEGA v X v 4 4 v x X x X x x X X 4
POEGB v X v 4 4 v x X x X x x X X 4
POEGC v x v v v v x x x x x x x x v
POEGD v X v 4 4 v x X x X x x X X 4
GPT v x v v v v x x x x x x x x v
SRC (Memory/Reg) v X v 4 4 v x X x X x x X X 4
POE3 v x v v v v x x x x x x x x v
MTU3a v x v v v v x x x x x x x x v
SSIF (ch0 to ch3) v X v 4 4 v x X x X x x X X 4
RSPI (chO to ch2) v x v v v v x x x X X X X X v
SCIF (chO to ch4) v X v 4 4 v x X x X x x X X 4
IrDA (SCI) v x v v v v x x x x x x x x v
SCI (chO, ch1) v X v v v v X X X X X X X X v
WDT (chO to ch2) v X v 4 4 v x X x X x x X X 4
GTM (chO0 to ch2) v X v v v v x X x X x x X X 4
OTP v X v v v v X X X X X X X X v
Mali-G31 v x v v v v x x x x x x x x v
DMAC_S v x v v v v x x x x x x x x v
DMAC_NS v X v v v v x X x X x x X X v
SDHI (chO, ch1) v X v v v v x X x X x x X X v
Ether (chO, ch1) v X v v v v X X X X X X X X v
USBPHY Control v X v v v v x X x X x x X X 4
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Table 5.3 Accessible Areas (2/2)
Master Unit
o'
E. o = | =
8 o | 8| ||| 28| 8 g
S| s | 215|322 |8| 23] 8o S =
£12)¢/g|2|1%|% =222 5
Slave Unit ElE =2 l=21l8 8l &slal &l gls 22823
USB ch0 (OTG-Host) v x v v v v x x x x x x x x v
USB ch0 (OTG-Func) v x v v v v x x x x x x x v
USB ch1 Host v x v v v v x x x x x x x x v
CRU v x v v v v x x x x x x x x v
ISU v x v v v v X x X x X X x x v
FCPVD v x v v v v x x x x x x x x v
VSPD v x v v v v X x X x X X x x v
DU v x v v v v x x x x x x x x v
DSI (Controller) v x v v v v x x x x x x x x v
DSI (PHY) v x v v v v x x x x x x x x v
CoreSight v x v v v v x x x x x x x x v
SYSC v x v v v v X x X x X X x x v
SRAM ACPU (Reg) v x v v v v x x x x x x x x v
SRAM MCPU (Reg) v x v v v v x x x x x x x x v
TZC (SRAM CPU) v x v x*1 v v x x x x x x x x v
TZC (SPI Multi 1/0) v x v x*1 v v x x x x x x x x v
TZC (DDR) v x v x*1 v v x x x x x x x x v
SYC v x v v v v x x x x x x x x v
GPIO v x v v v v X x X x X X x x v
CPG v x v v v v x x x x x x x x v
IA55 (Interrupt controller) v X v v v v x X x X x x x x v
IM33 (Interrupt controller) v x v v v v x x x x x x x x v
GIC v x v v v v x x x x x x x x v
DDR (Control Reg) v x v v v v x x x x x x x x v
DDR (PHY) v x v v v v x x x x x x x x v
DRP-AI (Reg) v x v v v v x x x x x x x x v
Note 1. Access to TZC-400 registers is prohibited because DMAC_NS is always fixed to the Non-secure state and unprivileged mode

by control signals from the SYSC.
Remarks: v: Accessible path, x: Prohibited path

Note:

Usage of paths marked with x in the table is prohibited.

If access to such a path is attempted, incorrect operation may occur.

RO1UH0936EJ0130 Rev.1.30

May 12, 2023

RENESAS

Page 152 of 3527



RZ/\VV2L Group 5. LSl Internal Bus

5.4 Bus System Control
5.4.1 Security Control

5.4.1.1 Re-Setting the Security Attribute Output from Bus Masters

This facility is for re-setting the security attributes of bus transactions that are by bus master units. Specifically, use the
master access control register (SYS_MSTACCCTLn: n =0 to 5) to re-set the security attributes. For details on the
SYS_MSTACCCTLn register, sce Section 6.3, Register Descriptions.

NOTE

The bus transaction signals ARPROT[1:0] and AWPROT][1:0] indicate the security attributes, which can be used to
protect against illicit transactions.

* ARPROTI[0] and AWPROT][0] being 0 or 1 respectively indicate non-privileged access or privileged access.
* ARPROT[1] and AWPROT][1] being 0 or 1 respectively indicate secure access or non-secure access.

The ARPROT and AWPROT signals are prescribed in as part of the AXI protocol. For details, see the AMBA AXI and
ACE Protocol Specifications published by Arm Ltd.

Use the SYS MSTACCCTLn register to make the following settings.
e Selection of security attribute source

Selection of whether to use the unchanged values of ARPROT[1:0] or AWPROT][1:0] of the ARPROTJ[2:0] or
AWPROT]2:0] signals, which are output from the bus master units, or to re-set ARPROT[1:0] or AWPROT[1:0]
according to the settings of the SYS MSTACCCTL register

® Value to be re-set for ARPROT[1:0] or AWPROT][1:0]

Table 5.4 shows the relation between the registers and bits for use in re-setting the security attributes and the target
masters for control.
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Table 5.4

List of Register Bits for Use in Re-setting of Security Attributes

Target Master for

Write Access Control Bits*3*#

Read Access Control Bits*3*5

Bit for use in re-setting the security
attributes immediately below

Bit for use in
selecting the
security attribute

Bit for use in re-setting the security
attributes immediately below

Bit for use in
selecting the
security attribute

Control*! Control Register*? ARIPROTIRD ARIPROIT] source ARFROTTOL ARFRO] source

Secure DMAC SYS_MSTACCC | Bit 0: AWPU Bit 1: AWNS Bit 3: AWSEL Bit 4: ARPU Bit 5: ARNS Bit 7: ARSEL
TLO

Non-Secure SYS_MSTACCC | Bit 8: AWPU Bit 9: AWNS Bit 11: AWSEL Bit 12: ARPU Bit 13: ARNS Bit 15: ARSEL

DMAC*® TLO

3DGE SYS_MSTACCC | Bit 16: AWPU Bit 17: AWNS Bit 19: AWSEL Bit 20: ARPU Bit 21: ARNS Bit 23: ARSEL
TLO

SDHI/eMMC ch0 | SYS_MSTACCC | Bit 0: AWPU Bit 1: AWNS Bit 3: AWSEL Bit 4: ARPU Bit 5: ARNS Bit 7: ARSEL
TL1

SDHI ch1 SYS_MSTACCC | Bit 8: AWPU Bit 9: AWNS Bit 11: AWSEL Bit 12: ARPU Bit 13: ARNS Bit 15: ARSEL
TL1

GbEthernet chO SYS_MSTACCC | Bit 16: AWPU bit17: AWNS Bit 19: AWSEL Bit 20: ARPU Bit 21: ARNS Bit 23: ARSEL
TL1

GbEthernet ch1 SYS_MSTACCC | Bit 24: AWPU Bit 25: AWNS Bit 27: AWSEL Bit 28: ARPU Bit 29: ARNS Bit 31: ARSEL
TL1

USB2.0 ch0 SYS_MSTACCC | Bit 0: AWPU Bit 1: AWNS Bit 3: AWSEL Bit 4: ARPU Bit 5: ARNS Bit 7: ARSEL

Host*” TL2

USB2.0 ch1 SYS_MSTACCC | Bit 8: AWPU Bit 9: AWNS Bit 11: AWSEL Bit 12: ARPU Bit 13: ARNS Bit 15: ARSEL

Host*” TL2

USB2.0 ch0 SYS_MSTACCC | Bit 16: AWPU Bit 17: AWNS Bit 19: AWSEL Bit 20: ARPU Bit 21: ARNS Bit 23: ARSEL

Function*” TL2

VCPL4 SYS_MSTACCC | Bit 0: AWPU Bit 1: AWNS Bit 3: AWSEL Bit 4: ARPU Bit 5: ARNS Bit 7: ARSEL
TL3

LCDC SYS_MSTACCC | Bit 8: AWPU Bit 9: AWNS Bit 11: AWSEL Bit 12: ARPU Bit 13: ARNS Bit 15: ARSEL
TL3

MIPI DSI SYS_MSTACCC | Bit 16: AWPU Bit 17: AWNS Bit 19: AWSEL Bit 20: ARPU Bit 21: ARNS Bit 23: ARSEL
TL3

ISu*8 SYS_MSTACCC | Bit 0: AWPU Bit 1: AWNS Bit 3: AWSEL Bit 4: ARPU Bit 5: ARNS Bit 7: ARSEL
TL4

CRU (Video)*® SYS_MSTACCC | Bit 16: AWPU Bit 17: AWNS Bit 19: AWSEL
TL4

DRP-AI (port0) SYS_MSTACCC | Bit 0: AWPU Bit 1: AWNS Bit 3: AWSEL Bit 4: ARPU Bit 5: ARNS Bit 7: ARSEL
TL5

DRP-AI (port1) SYS_MSTACCC | Bit 8: AWPU Bit 9: AWNS Bit 11: AWSEL Bit 12: ARPU Bit 13: ARNS Bit 15: ARSEL
TL5

DRP-AI (port2) SYS_MSTACCC | Bit 16: AWPU bit17: AWNS Bit 19: AWSEL Bit 20: ARPU Bit 21: ARNS Bit 23: ARSEL
TL5

DRP-AI (port3) SYS_MSTACCC | Bit 24: AWPU Bit 25: AWNS Bit 27: AWSEL Bit 28: ARPU Bit 29: ARNS Bit 31: ARSEL

TL5

Note 1.
Note 2.
Note 3.
Note 4.

Note 5.

Note 6.

See Section 6.3, Register Descriptions for details on the registers.
See Section 6.3, Register Descriptions for details on the bits.

The values set in AWPU and AWNS are effective when the setting of the corresponding AWSEL bit is 1.
For details, see the specifications of the registers in Section 6.3, Register Descriptions.

The values set in ARPU and ARNS are effective when the setting of the corresponding ARSEL bit is 1.
For details, see the specifications of the registers in Section 6.3, Register Descriptions.

AWPU and ARPU, AWNS and ARNS, and AWSEL and ARSEL for use in control of the non-secure DMAC are respectively

Re-setting of security attributes for the Cortex-A55, Cortex-M33, and CoreSight bus masters is not possible.

fixedto 1, 1, 0, 0, and 1, 1. Accordingly, access to the non-secure DMAC is always non-secure and non-privileged.

Note 7.

When the setting of AWSEL for use in control of the USB2.0 module is 0, the values in AWPROT[0] and ARPROT[0] are the

same as the value of HPROT[1] output from the USB2.0 module, and the values of AWPROT[1] and ARPROT[1] are always
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1. For control of HPROT[1] in the USB2.0 module, see Section 32A, USB 2.0 Host Module. The HPROT signal is prescribed
in the HB-Lite protocol. For details, see the AMBA 3 AHB-Lite Protocol Specification published by Arm Ltd.

Note 8. AWSEL and ARSEL for use in control of the ISU and CRU (video) should be set to 1. Set AWPU, AWNS, ARPU, and ARNS
for the desired security attributes. Operation is not guaranteed if AWSEL and ARSEL are set to 0. For details, see the
specifications of the registers in Section 6.3, Register Descriptions.
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5.4.1.2 Determining the Security Levels of Bus Slaves

This facility is for enabling or disabling access to a bus slave unit by comparing the security attribute that is input to the
bus slave unit in a bus transaction with the security setting of the given slave. The security level can be set in one of the
following ways. The applicable way depends on the slave.

e Setting by using the SL[1:0] bits in the slave control register (SYS SLVACCCTLn: n=0to 8§, 10, 12 to 14)

e Setting by using the nsaid wr_en[31:16] and nsaid rd_en[15:0] bits in the region ID access register
(REGION_ID_ACCESS <n>:n =0 to 2) of the TrustZone address space controller (TZC). For details on the TZC,
see Section 13, TrustZone Address Space Controller (TZC).

| Bus Master | | Bus Master | | Bus Master | | Bus Master |
System Bus I System Bus
SYS_ Interconnect Interconnect
SLVACCCTLn
[ ARPROT[1:0}/ ARPROT[1:0]/
AWPROTI[1:0] AWPROTI[1:0]
‘l Security level Security level TZC-400 TZC-400
| judgment judgment (Security level (Security level
judgment) judgment)
v v REGION_ID_ REGION_ID_
ACCESS ACCESS
Bus Slave Bus Slave
Control by the slave control registers 3 Y
| Bus Slave | | Bus Slave |
Control by the TZC
Figure 5.4 Security level determination ways

NOTE

The bus transaction signals ARPROT[1:0] and AWPROT][1:0] indicate the security attributes, which can be used to
protect against illicit transactions.

* ARPROTI[0] and AWPROT][0] being 0 or 1 respectively indicate non-privileged access or privileged access.
* ARPROT[1] and AWPROT][1] being 0 or 1 respectively indicate secure access or non-secure access.

The ARPROT and AWPROT signals are prescribed in as part of the AXI protocol. For details, see the AMBA AXI and
ACE Protocol Specifications published by Arm Ltd.

Table 5.5 shows the correspondence between the settings of the slave control register and the security levels for input
transactions. Table 5.6 shows the correspondence between the settings of the region ID access register of the TZC and
the security levels for input bus transactions.

If comparison indicates that access is disabled, a bus error is generated in response to the corresponding attempted bus
transaction. Stopping of a slave unit is detected by reference to the module stop state (MSTOP) setting in the CPG.
Attempted access to a slave unit in the module stop state leads to a bus error.
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Table 5.5

Security Levels Set by Using the Slave Control Register

Security Attribute for Input Bus Transactions

Setting of SL[1:0]

Non-privileged
Non-secure

Privileged
Non-secure

Non-privileged
Secure

Privileged
Secure

00 Access allowed Access allowed Access allowed Access allowed
01 Access not allowed Access allowed Access allowed Access allowed
10 Access not allowed Access not allowed Access allowed Access allowed
11 Access not allowed Access not allowed Access not allowed Access allowed
Table 5.6 Security Levels Set by Using the TZC

Setting of Security Attribute for Input Bus Transactions

nsaid_wr_en[31:16] and
nsaid_rd_en[15:0]

Non-privileged
Non-secure

Privileged
Non-secure

Non-privileged
Secure

Privileged
Secure

H’000F Access allowed Access allowed Access allowed Access allowed
H’000B Access not allowed Access allowed Access allowed Access allowed
H’0003 Access not allowed Access not allowed Access allowed Access allowed
H’0002 Access not allowed Access not allowed Access not allowed Access allowed

Table 5.7 lists the bus slaves for which the security levels are determined by using the slave control registers

(SYS_SLVACCCTLn:n=0to 8, 10, 12 to 14). Table 5.8 lists the bus slaves for which security levels are determined

by using the region ID access registers (REGION_ID ACCESS <n>) of the TZC.

Table 5.7 Bus Slaves for which the Security Levels are Determined by Using the Slave Control Registers (1/2)
Target Bus Slave for Control*' Control Register*? SL[1:0] Allocation Bits*®
SRAM ACPU (Reg) SYS_SLVACCCTLO Bits [1:0]
SRAM MCPU (Reg) SYS_SLVACCCTLO Bits [3:2]
TZC (SRAM ACPU) (Reg) SYS_SLVACCCTL1 Bits [1:0]
TZC (SRAM MCPU) (Reg) SYS_SLVACCCTL1 Bits [3:2]
TZC (SPI Multi 1/0) (Reg) SYS_SLVACCCTL1 Bits [5:4]
TZC (DDR) (Reg) SYS_SLVACCCTLA1 Bits [7:6]
CoreSight SYS_SLVACCCTL1 Bits [11:10]
CPG SYS_SLVACCCTLA1 Bits [13:12]
SYSC SYS_SLVACCCTL1 Bits [15:14]
SYC SYS_SLVACCCTLA Bits [17:16]
GIC SYS_SLVACCCTL1 Bits [19:18]
IA55/IM33 SYS_SLVACCCTLA1 Bits [21:20]
GPIO SYS_SLVACCCTLA1 Bits [23:22]
MHU SYS_SLVACCCTL1 Bits [25:24]
Secure DMAC SYS_SLVACCCTLA1 Bits [27:26]
Non-Secure DMAC SYS_SLVACCCTL1 Bits [29:28]
GTM (channel 0) SYS_SLVACCCTL2 Bits [1:0]
GTM (channel 1) SYS_SLVACCCTL2 Bits [3:2]
GTM (channel 2) SYS_SLVACCCTL2 Bits [5:4]
WDT (channel 0) SYS_SLVACCCTL2 Bits [7:6]
WDT (channel 1) SYS_SLVACCCTL2 Bits [9:8]
WDT (channel 2) SYS_SLVACCCTL2 Bits [11:10]
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Table 5.7 Bus Slaves for which the Security Levels are Determined by Using the Slave Control Registers (2/2)
Target Bus Slave for Control*'! Control Register*? SL[1:0] Allocation Bits*?
MTU3a SYS_SLVACCCTL2 Bits [15:14]
POE3 SYS_SLVACCCTL2 Bits [17:16]
GPT SYS_SLVACCCTL2 Bits [19:18]
POEG SYS_SLVACCCTL2 Bits [21:20]
DDR3L/4 Controller (Reg) SYS_SLVACCCTL2 Bits [23:22]
3DGE SYS_SLVACCCTL3 Bits [1:0]
VCPL4 SYS_SLVACCCTL3 Bits [3:2]
CRU SYS_SLVACCCTL3 Bits [5:4]
ISU SYS_SLVACCCTL3 Bits [7:6]
MIPI DSI (PHY) SYS_SLVACCCTL3 Bits [9:8]
MIPI DSI (LINK) SYS_SLVACCCTL3 Bits [11:10]
LCD Controller SYS_SLVACCCTL3 Bits [13:12]
DRP-AI SYS_SLVACCCTL3 Bits [15:14]
USBPHY Control SYS_SLVACCCTL3 Bits [17:16]
USB2.0 (channel 0) SYS_SLVACCCTL3 Bits [19:18]
USB2.0 (channel 1) SYS_SLVACCCTL3 Bits [21:20]
SDHI/eMMC (channel 0) SYS_SLVACCCTL3 Bits [23:22]
SHDI (channel 1) SYS_SLVACCCTL3 Bits [25:24]
GbEthernet (channel 0) SYS_SLVACCCTL3 Bits [27:26]
GbEthernet (channel 1) SYS_SLVACCCTL3 Bits [29:28]
12C (channel 0) SYS_SLVACCCTL4 Bits [1:0]
12C (channel 1) SYS_SLVACCCTL4 Bits [3:2]
12C (channel 2) SYS_SLVACCCTL4 Bits [5:4]
12C (channel 3) SYS_SLVACCCTL4 Bits [7:6]
CANFD SYS_SLVACCCTL4 Bits [9:8]
RSPI SYS_SLVACCCTL4 Bits [11:10]
SCIF (channel 0) SYS_SLVACCCTL4 Bits [17:16]
SCIF (channel 1) SYS_SLVACCCTL4 Bits [19:18]
SCIF (channel 2) SYS_SLVACCCTL4 Bits [21:20]
SCIF (channel 3) SYS_SLVACCCTL4 Bits [23:22]
SCIF (channel 4) SYS_SLVACCCTL4 Bits [25:24]
SCI (channel 0) SYS_SLVACCCTL4 Bits [27:26]
SCI (channel 1) SYS_SLVACCCTL4 Bits [29:28]
SCI (channel 0) (IrDA) SYS_SLVACCCTL4 Bits [31:30]
SSIF SYS_SLVACCCTL5 Bits [1:0]
SRC SYS_SLVACCCTL5 Bits [5:4]
ADC SYS_SLVACCCTL6 Bits [1:0]
TSU SYS_SLVACCCTL6 Bits [3:2]
OTP SYS_SLVACCCTL7 Bits [3:2]
Registers within the SYSC to control the Cortex-M33** SYS_SLVACCCTL8 Bits [1:0]
Registers within the SYSC to control the Cortex-A55* SYS_SLVACCCTL8 Bits [3:2]
Register within the SYSC to control the LSI** SYS_SLVACCCTL10 Bits [1:0]
Registers within the SYSC to control the AOF** SYS_SLVACCCTL12 Bits [1:0]
Registers within the SYSC to control the Low Power Mode** SYS_SLVACCCTL13 Bits [1:0]
General-purpose registers within the SYSC** SYS_SLVACCCTL14 Bits [1:0]
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Note 1. The security levels for the following bus slaves incorporated in this product are determined by using TZC-400. For details on
the registers for controlling the security levels of these bus slaves, see Table 5.8.
— DDR3L and DDR4
— Memory areas of the SRAM ACU and SRAM MCPU
— Memory area, write buffer area, and control register area of SPI Multi I/0
Note 2. See Section 6.3, Register Descriptions for details on the registers.
Note 3. See Section 6.3, Register Descriptions for details on the bits.

Note 4. The SYSC has registers to control these functions. Setting of the security levels for each of the functions is possible. For
details on the SYSC registers, see Section 6.3, Register Descriptions.

Table 5.8 Bus Slaves for which Security Levels are Determined by Using the Region ID Access Registers of the
TZC

Target Bus Slave Security Control Unit

for Control (locations of the control registers) Control Register*" Control Bits*2

DDR TZC (DDR) REGION_ID_ACCESS_<n> nsaid_wr_en[31:16],

(n: 0,1,2)*3 nsaid_rd_en[15:0]

SPI Multi /0 TZC (SPI Multi I/O) REGION_ID_ACCESS_0 nsaid_wr_en[31:16],
nsaid_rd_en[15:0]

SRAM MCPU TZC (SRAM MCPU) REGION_ID_ACCESS_0 nsaid_wr_en[31:16],
nsaid_rd_en[15:0]

SRAM ACPU TZC (SRAM ACPU) REGION_ID_ACCESS_0 nsaid_wr_en[31:16],

nsaid_rd_en[15:0]

Note 1.  For details on the related registers, see the Technical Reference Manual of CoreLink TZC-400 TrustZone Address Space
Controller published by Arm Ltd.

Note 2.  For details on the related bits, see the Technical Reference Manual of CoreLink TZC-400 TrustZone Address Space
Controller published by Arm Ltd.

Note 3. REGION_ID_ACCESS_Q0 is for setting the security level for access to the DDR memory by using port 0 of the MEMC.
REGION_ID_ACCESS _1 is for setting the security level for access to the DDR memory by using port 1 of the MEMC.
REGION_ID_ACCESS_2 is for setting the security level for access to the DDR memory by using port 2 of the MEMC.

See Section 13.1.2, Block Diagram and Figure 13.1 for the port number of the MEMC for use in access to the DDR memory
from the bus masters.
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5.4.2 Address Translation

5.4.21 34-Bit Address Space Access

This LSI has bus master units that can handle up to a 34-bit address space and bus master units that can only handle up
to a 32-bit address space (actual size of 4 Gbytes). This function enables a bus master unit that can only handle up to a
32-bit address space (actual size of 4 Gbytes) to access an address space of greater than 4 Gbytes. The target bus master

units are as follows.

e SDHI/eMMC
e GEthernet

e USB2.0

e DMAC

e FCPVD

e DSI-LINK

e DRP-AI
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This function translates bus transaction addresses that are output from a bus master unit in 1-Gbyte units according to
the settings of the address offset registers (SYS_AOFn: n =0 to 6), as shown in the figure below. For details on the
SYS_AOFn register, see Section 6.3, Register Descriptions in Section 6, System Controller (SYSC).

¢ In the SYS AOF registers, set bits [33:30] of the remapping destination address in each 1-Gbyte space corresponding
to bits [31:30] of the address that is output from the bus master unit.

e Select the 4-bit value of the SYS AOF register corresponding to the upper two bits (bits [31:30]) of the 32-bit
address that is output from the bus master unit.

¢ In the selected 4-bit value, use the lower two bits to overwrite bits [31:30] of the original address that was output
from the bus master unit, and add the upper two bits as bits [33:32] to the original address.

SYS_AOF registers

| Reg3 | Reg2 | Reg1 | Reg0 | Master

~4b A4b A4b 1 T4b

CtoF=1100bto 1111b

v v v Y 3130}
\ 1 10 01 00 fe—g T 8to B =1000b to 1011b

4t07=0100bto 0111b
[33:30] [29:0] 0to3=0000bto0011b

v A J 1 Gbyte H'1_3FFF_FFFF
L /, 7

AXIl-Interconnect (34-bit address)

1 Gbyte DRAM
S 4 Gbytes

1 Gbyte L
1 Gbyte -
4 GBytes -
4 1 Gbyte ] 1 Gbyte H’0_4000_0000
1 Gbyte 7 1 Gbyte SRAM. 10 Register. SPTMUl | H'0_0000_0000

Figure 5.5 Address Space Extension (Overview)

CAUTION

When accessing DRAM from these bus master units, accesses that exceed a 4-Gbyte boundary are prohibited.
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5.4.3 Bus Error Interrupt Generation

This LSI generates a bus error interrupt when any of the following conditions is met.

® A bus error is generated when access is disabled by the security setting.

® A bus error is generated when access to a slave unit in the module stop state (MSTOP) is attempted.

® A bus error is generated by a slave unit.

This function is supported for all bus master units included in this LSI.

Bus error interrupts are controlled (retained, cleared, and gathered into a single signal) by the interrupt synchronization
circuits (IA55 and IM33). For details, including the types of the bus errors, see Section 8, Interrupt Controller.

NOTE

This function cannot distinguish between a bus error generated when access is disabled by the security setting and a
bus error generated due to other causes.

In addition to the above bus error, an ERRINT interrupt is generated in any of the following cases.

e When the response to a write transaction with the bufferable attribute from the Cortex-M33 Code AHB interface is
ERROR.

® When the response to a write transaction with the bufferable attribute from the Cortex-M33 System AHB interface is
ERROR.
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6. System Controller (SYSC)

6.1 Overview

6.1.1 Features

SYSC is a unit that performs system control of this LST and has the following functions.

e Product information, external terminal state capture function

— Management of product information of this LSI, and external terminal status

e Security control function
— Re-setting the security attribute of transaction from each bus master

— Judgement the security level of each bus slave (access management)

® 34-bit address space access function (see Section 5.4.2.1, 34-Bit Address Space Access for details)

— If the bus master address is 32bit, do a 2bit extension to access the 34bit address space

¢ Low power consumption control (see Section 42, Low Power Mode for details)
— Control the transition of this LSI to each mode of low power consumption

— Setting cancellation conditions and confirming factors at the time of cancellation

e WDT stop control
— Control WDT stop from CoreSight
— Stop control of specified channel of WDT from CPU
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6.1.2

Block Diagram of SYSC

The block diagram of SYSC is shown in Figure 6.1.

System Controller (SYSC)

Security control

¥

>| | Address translation table [

Bus modules

A 4

Internal register access control

| Each IP

h 4 I
> |lle
<«| Reg b
y

Arbitration

CoreSight

Low power mode
state management

A

> WDT
> Each CPU
> CPG |

/
APB4 bus " N
APB I/F <
/1_
N—
A 4
= =l
Release
factor
GPIO >
External interrupt
MD_BOOT[2:0] >
DEBUGEN > Caot
MD_CLKS p| “apture
MD_OSCDRV[1:0] »>
PRST# ————

XXX

Figure 6.1

SYSC Block Diagram
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6.2 Register Configuration

Table 6.1 shows the register configuration of SYSC. The address of the SYSC register is represented by the offset

address from the base address. SYSC base address is as follows:

SYSC base address: H’0_1102_0000 (Overall Address Space)

SYSC base address: H’5102_0000 (Cortex-M33 Address Space Secure)

SYSC base address: H’4102_0000 (Cortex-M33 Address Space Non-Secure)

Table 6.1 SYSC Register Configuration (1/2)
Offset Access
Register Name Abbreviation R/W Initial Value Address Size
Master Access Control Register0 SYS_MSTACCCTLO R/W H'00AA_AA00 H’0000 32
Master Access Control Register1 SYS_MSTACCCTLA1 R/W HAAAA_AAAA H0004 32
Master Access Control Register2 SYS_MSTACCCTL2 R/W H'00AA_AAAA H0008 32
Master Access Control Register3 SYS_MSTACCCTL3 R/W H'00AA_AAAA H000C 32
Master Access Control Register4 SYS_MSTACCCTL4 R/W H'AAAA_00AA H0010 32
Master Access Control Register5 SYS_MSTACCCTL5S R/W H'AAAA_00AA H0014 32
Slave Access Control Register0 SYS_SLVACCCTLO R/W H'OAAA_AAAOD H0100 32
Slave Access Control Register1 SYS_SLVACCCTL1 R/W H'0800_COAA H0104 32
Slave Access Control Register2 SYS_SLVACCCTL2 R/W H’0000_0002 H0108 32
Slave Access Control Register3 SYS_SLVACCCTL3 R/W H’0000_0000 H010C 32
Slave Access Control Register4 SYS_SLVACCCTL4 R/W H’0000_0000 H0110 32
Slave Access Control Register5 SYS_SLVACCCTL5 R/W H’0000_0000 H'0114 32
Slave Access Control Register6 SYS_SLVACCCTL6 R/W H’0000_0000 H0114 32
Slave Access Control Register7 SYS_SLVACCCTL7 R/W H’0000_0000 H011C 32
Slave Access Control Register8 SYS_SLVACCCTL8 R/W H’0000_0000 H0120 32
Slave Access Control Register10 SYS_SLVACCCTL10 R/W H’0000_0000 H'0128 32
Slave Access Control Register12 SYS_SLVACCCTL12 R/W H’0000_0000 H0130 32
Slave Access Control Register13 SYS_SLVACCCTL13 R/IW H’0000_0000 H0134 32
Slave Access Control Register14 SYS_SLVACCCTL14 R/W H’0000_0000 H0138 32
ECCRAMO ECC Setting Register SYS_RAMO_ECC R/IW H’0000_0000 H’0200 32
ECCRAMO Access Control Register SYS_RAMO_EN R/W H’0000_0003 H’0204 32
ECCRAM1 ECC Setting Register SYS_RAM1_ECC R/IW H’0000_0000 H0210 32
ECCRAM1 Access Control Register SYS_RAM1_EN R/IW H’0000_0003 H0214 32
WDTO Control Register SYS_WDTO0_CTRL R/W H’0001_0000 H’0220 32
WDT1 Control Register SYS_WDT1_CTRL R/IW H’0001_0000 H0230 32
WDT2 Control Register SYS_WDT2_CTRL R/W H’0001_0000 H’0240 32
GEther0 Config Register SYS_GETHO_CFG R H’0000_0000 H’0330 32
GEther1 Config Register SYS_GETH1_CFG R H’0000_0000 H’0340 32
12C0 Config Register SYS_I2C0_CFG R/W H’0000_0000 H’0400 32
I12C1 Config Register SYS_I2C1_CFG R/IW H’0000_0000 H'0410 32
12C2 Config Register SYS_I2C2_CFG R/W H’0000_0000 H’0420 32
I12C3 Config Register SYS_I2C3_CFG R/IW H’0000_0000 H'0430 32
CM33 Config Register0 SYS_CM33_CFG0 R/W H’0000_3D08 H’0804 32
CM33 Config Register1 SYS_CM33_CFG1 R/IW H’0000_3D08 H’0808 32
CM33 Config Register2 SYS_CM33_CFG2 R/IW H’1001_0000 H'080C 32
CM33 Config Register3 SYS_CM33_CFG3 R/W H’0001_8000 H0810 32
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Table 6.1 SYSC Register Configuration (2/2)

Offset Access

Register Name Abbreviation R/W Initial Value Address Size
CM33 Lock Register SYS_CM33_LOCK R/IW H’0000_0000 H0814 32
CA55 Core0 Reset Vector Address Low SYS_CA55_CFG_RVALO R/W H’0000_0000 H'0858 32
Configuration Register

CA55 Core0 Reset Vector Address High SYS_CA55_CFG_RVAHO R/W H’0000_0000 H085C 32
Configuration Register

CA55 Core1 Reset Vector Address Low SYS_CA55_CFG_RVALA1 R/W H’0002_0000 H'0860 32
Configuration Register

CA55 Core1 Reset Vector Address High SYS_CA55_CFG_RVAH1 R/W H’0000_0000 H'0864 32
Configuration Register

LS| Mode Signal Register SYS_LSI_MODE R H’000x_xx0x H’0A00 32
LS| Device ID Register SYS_LSI_DEVID R H’'x841_C447 H’0A04 32
LSI Product Register SYS_LSI_PRR R H’0000_0xxx H’0A08 32
Address Offset Register0 SYS_AOF0 R/IW H’3210_3210 H'0C00 32
Address Offset Register1 SYS_AOF1 R/W H’3210_3210 H'0C04 32
Address Offset Register2 SYS_AOF2 R/W H’3210_3210 H’0C08 32
Address Offset Register3 SYS_AOF3 R/IW H’0000_3210 H'0C0C 32
Address Offset Register4 SYS_AOF4 R/W H’3210_3210 H'0C10 32
Address Offset Register5 SYS_AOF5 R/IW H’0000_3210 H'0C14 32
Address Offset Register6 SYS_AOF6 R/W H’3210_3210 H'0C18 32
Address Offset Register7 SYS_AOF7 R/IW H'3210_3210 H'0C1C 32
Address Offset Register8 SYS_AOF8 R/W H'3210_3210 H'0C20 32
Lowpower Sequence Control Register1 SYS_LP_CTL1 R/W H’0000_0000 H'0D04 32
Lowpower Sequence Control Register2 SYS_LP_CTL2 R/W H’0000_0000 H0DO08 32
Lowpower Sequence Control Register5 SYS_LP_CTL5 R/W H’0000_0000 H0D14 32
Lowpower Sequence Control Register6 SYS_LP_CTL6 R/W H’0000_0000 HO0D18 32
Lowpower Sequence Control Register7 SYS_LP_CTL7 R/W H’0000_0000 HOD1C 32
Lowpower Sequence CM33 Control Register0 SYS_LP_CM33CTLO R/W H’0x0x_0xxx H0D24 32
CA55 Clock Control Register1 SYS_LP_CA55CK_CTL1 R H’0000_0x0x H'0D38 32
CA55 Clock Control Register2 SYS_LP_CA55CK_CTL2 R/W H’0000_0F06 H'0D3C 32
CA55 Clock Control Register3 SYS_LP_CA55CK_CTL3 R H’0x0x_0x0x H'0D40 32
GPU Lowpower Sequence Control Register SYS_LP_GPU_CTL R/W H'xxxx_1Fxx H'0D50 32
General Register0 SYS_GPREG_0 R/W H’0000_0000 H’0EO00 32
General Register1 SYS_GPREG_1 R/W H’0000_0000 H’0E04 32
General Register2 SYS_GPREG_2 R/W H’0000_0000 H’0E08 32
General Register3 SYS_GPREG_3 R/W H’0000_0000 H'OEOC 32
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6.3

6.3.1

This register sets the secure attribute and privilege attribute of transactions from 3DGE and DMAC.

Register Descriptions

Master Access Control Register 0 (SYS_MSTACCCTLO)

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
_ _ _ _ _ _ _ _ |GPU_A| _ |GPU_A|GPU A|GPU_A| _ |GPU_A|GPU_A
RSEL RNS RRU | WSEL WNS | WPU
Initial Value 0 0 0 0 0 0 0 0 1 0 1 0 1 0 1 0
R/W R R R R R R R R R/W R R/W R/W R/W R R/W R/W
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DMAC1 __ |DMAC1|DMAC1 D,L\\Avogé __ |DMAC1|DMAC1|DMACO| _ [DMACO|DMACO DXAVC(S:g __ |DMACO|DMACO
| ARSEL| _ARNS |_ARRU |- _AWNS| AWPU| ARSEL| _ARNS|_ARRU|-"’ _AWNS|_AWPU
Initial Value 1 0 1 0 1 0 1 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R/W R R/W R/W R/W R R/W R/W
Initial
Bit Bit Name Value R/W Description
31t024 — H'00 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
23 GPU_ARSEL 0 R/W 3DGE read access security attribute source selection*'
0: ARPROTI[1:0] is always 10b
1: GPU_ARPU is selected for ARPROT [0], and GPU_ARNS is selected for
ARPROT [1].
22 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
21 GPU_ARNS 1 R/W 3DGE read access secure attribute*”
0: Secure
1: Non-secure
20 GPU_ARPU 0 R/W 3DGE read access privilege attribute*”
0: Non-privileged access
1: Privileged access
19 GPU_AWSEL 1 R/W 3DGE write access security attribute source selection*"
0: AWPROT[1:0] is always 10b
1: GPU_AWPU is selected for AWPROT [0], and GPU_AWNS is selected for
AWPROT [1]
18 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
17 GPU_AWNS 1 R/W 3DGE write access secure attribute*”
0: Secure
1: Non-secure
16 GPU_AWPU 0 R/W 3DGE write access privilege attribute*”
0: Non-privileged access
1: Privileged access
15 DMAC1_ARSEL 1 R Non-Secure DMAC read access secure attribute source selection
The value of this register is always 1. The read value is always 1.
For access from Non-Secure DMAC, ARPROT [1: 0] is always 10b.
14 — 0 R Reserved

Whenever it is read, 0 is read. The written value will be ignored.
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Initial
Bit Bit Name Value R/W Description
13 DMAC1_ARNS 1 R Non-Secure DMAC read access secure attribute

1: Non- Secure
The value of this bit is always 1. The written value is ignored.
12 DMAC1_ARPU 0 R Non-Secure DMAC read access privilege attribute
0: Non-privileged access
The value of this bit is always 0. The written value is ignored.
11 DMAC1_AWSEL 1 R Non-Secure DMAC write access security attribute source selection
The value of this register is always 1. The read value is always 1
For access from Non-Secure DMAC, AWPROT [1: 0] is always 10b.

10 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
9 DMAC1_AWNS 1 R Non-Secure DMAC write access secure attribute

1:Non- Secure
The value of this bit is always 1. The written value is ignored.

8 DMAC1_AWPU 0 R Non-Secure DMAC write access privilege attribute
0: Non-privileged access
The value of this bit is always 0. The written value is ignored.

7 DMACO_ARSEL 0 R/W Secure DMAC read access security attribute source selection*"
0: ARPROT[1: 0] selects the value from Secure DMAC

1: DMACO_ARPU is selected for ARPROT [0], and DMACO_ARNS is selected
for ARPROT [1].

6 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
5 DMACO_ARNS 0 R/W Secure DMAC read access secure attribute*’
0: Secure

1: Non-secure

4 DMACO_ARPU 0 R/W Secure DMAC read access privilege attribute*”
0: Non-privileged access
1: Privileged access

3 DMACO_AWSEL 0 R/W Secure DMAC write access security attribute source selection*!
0: AWPROT][1: 0] selects the value from Secure DMAC

1: DMACO_AWPU is selected for AWPROT [0], and DMACO_AWNS is selected
for AWPROT [1].

2 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
1 DMACO_AWNS 0 R/W Secure DMAC write access secure attribute*'
0: Secure

1: Non-secure
0 DMACO0_AWPU 0 R/W Secure DMAC write access privilege attribute*!

0: Non-privileged access
1: Privileged access

Note 1.  This register setting is prohibited changing the setting while the target master is operating. Change it before the master
initiates access.
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6.3.2 Master Access Control Register 1 (SYS_MSTACCCTLA1)

This register sets the secure attribute and privilege attribute of transactions from GbEthernet and SDHI/eMMC.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
GEther1|  |GEther1|GEther1 G'Ewgg __ |GEther1|GEther1|GEther0| _ |GEther0|GEther0 GE\t/Ceslé) __ |GEther0|GEther0
| ARSEL _ARNS|_ARRU |- L _AWNS|_AWPU| ARSEL| _ARNS|_ARRU |- L _AWNS|_AWPU

Initial Value 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0

RW  R/W R R/IW R/IW R/W R R/W R/W R/W R R/W R/W R/IW R R/IW R/W

Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SDHI1_ SDHI1_|SDHI1_|SDHI1_ SDHI1_|SDHI1_[SDHIO0_ SDHIO_|SDHIO_|SDHIO0_ SDHIO_|SDHIO_
ARSEL| ARNS | ARRU |AWSEL| AWNS | AWPU |ARSEL| ARNS | ARRU |AWSEL| AWNS | AWPU
Initial Value 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0
R/W R/W R R/W R/W R/W R R/W R/W R/W R R/W R/W R/W R R/W R/W
Initial
Bit Bit Name Value R/W Description
31 GEther1_ARSEL 1 R/W GbEthernet (channel 1) read access security attribute source selection*"
0: ARPROT[1:0] is always 10b
1: GEther1_ARPU is selected for ARPROT [0], and GEther1_ARNS is selected
for ARPROTI[1].
30 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
29 GEther1_ARNS 1 R/W GbEthernet (channel 1) read access secure attribute*'
0: Secure

1: Non-secure

28 GEther1_ARPU 0 R/W GbEthernet (channel 1) read access privilege attribute*'
0: Non-privileged access
1: Privileged access

27 GEther1_AWSEL 1 R/W GbEthernet (channel 1) write access security attribute source selection*'
0: AWPROTI[1:0] is always 10b

1: GEther1_AWPU is selected for AWPROT [0], and GEther1_AWNS is
selected for AWPROTI[1]

26 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
25 GEther1_AWNS 1 R/W GbEthernet (channel 1) write access secure attribute*’
0: Secure

1: Non-secure

24 GEther1_AWPU 0 R/W GbEthernet (channel 1) write access privilege attribute*'
0: Non-privileged access
1: Privileged access
23 GEther0_ARSEL 1 R/W GbEthernet (channel 0) read access security attribute source selection*"
0: ARPROT[1:0] is always 10b
1: GEtherO_ARPU is selected for ARPROT [0], and GEtherO_ARNS is selected

for ARPROTI1].
22 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
21 GEther0_ARNS 1 R/W GbEthernet (channel 0) read access secure attribute*'
0: Secure

1: Non-secure

20 GEther0_ARPU 0 R/W GbEthernet (channel 0) read access privilege attribute*'
0: Non-privileged access
1: Privileged access
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Initial

Bit Bit Name Value R/W Description
19 GEther0_AWSEL 1 R/W GbEthernet (channel 0) write access security attribute source selection*'

0: AWPROTI[1:0] is always 10b

1: GEther0O_AWPU is selected for AWPROT [0], and GEther0_AWNS is

selected for AWPROT [1].
18 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.

17 GEther0_AWNS 1 R/W GbEthernet (channel 0) write access secure attribute*’

0: Secure

1: Non-secure

16 GEther0_AWPU 0 R/W GbEthernet (channel 0) weite access privilege attribute*'
0: Non-privileged access
1: Privileged access
15 SDHI1_ARSEL 1 R/W SDHI (channel 1) read access security attributed source selection*'
0: ARPROT[1:0] is always 10b
1: SDHI1_ARPU is selected for ARPROT [0], and SDHI1_ARNS is selected for

ARPROT [1].
14 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
13 SDHI1_ARNS 1 R/W SDHI (channel 1) read access secure attribute*!
0: Secure

1: Non-secure

12 SDHI1_ARPU 0 R/W SDHI (channel 1) read access privilege attribute*’
0: Non-privileged access
1: Privileged access
11 SDHIM1_AWSEL 1 R/W SDHI (channel 1) write access security attribute source selection*"
0: AWPROT[1:0] is always 10b
1: SDHI1_AWPU is selected for AWPROT [0], and SDHI1_AWNS is selected for

AWPROT [1].
10 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
9 SDHI1_AWNS 1 R/W SDHI (channel 1) write access secure attribute*'
0: Secure

1: Non-secure

8 SDHIM_AWPU 0 R/W SDHI (channel 1) write access privilege attribute*"
0: Non-privileged access
1: Privileged access

7 SDHIO_ARSEL 1 R/W SDHI/eMMC (channel 0) read access security attributed source selection *'

0: ARPROT[1:0] is always 10b
1: SDHIO_ARPU is selected for ARPROT [0], and SDHIO_ARNS is selected for

ARPROT [1].
6 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
5 SDHIO_ARNS 1 R/W SDHI/eMMC (channel 0) read access secure attribute*'
0: Secure

1: Non-secure

4 SDHIO_ARPU 0 R/W SDHI/eMMC (channel 0) read access privilege attribute*”
0: Non-privileged access
1: Privileged access

3 SDHI0O_AWSEL 1 R/W SDHI/eMMC (channel 0) write access security attribute source selection*"
0: AWPROTI[1:0] is always 10b

1: SDHIO_AWPU is selected for AWPROT [0], and SDHIO_AWNS is selected for
AWPROT [1].
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Initial
Bit Bit Name Value R/W Description
2 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.

1 SDHIO_AWNS 1 R/W SDHI/eMMC (channel 0) write access secure attribute*'

0: Secure

1: Non-secure
0 SDHI0O_AWPU 0 R/W SDHI/eMMC (channel 0) write access privilege attribute*”

0: Non-privileged access
1: Privileged access

Note 1.  This register setting is prohibited changing the setting while the target master is operating. Change it before the master

initiates access.
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6.3.3

Master Access Control Register 2 (SYS_MSTACCCTL2)

This register sets the secure attribute and privilege attribute of transactions from USB2.0.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
USB2_0 USB2_0[USB2_0|USB2_0 USB2_0[USB2_0|
= = = = = = = — |[D.ARS| — |D ARN|D ARR|D_AWS| — [D_AWN|D_AWP
EL S U EL S U
Initial Value 0 0 0 0 0 0 0 0 1 0 1 0 1 0 1 0
R/W R R R R R R R R R/W R R/W R/W R/W R R/W R/W
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
USB2_1 USB2_1|USB2_1|USB2_1 USB2_1|USB2_1|uSB2_0 USB2_0[USB2_0|USB2_0 USB2_0[USB2_0|
H ARS| — |H ARN|H_ARR|H_AWS| — |H_AWN|H_ AWP|H ARS| — |H ARN|H ARR|H_AWS| — |H_AWN|H_AWP
EL S U EL S U EL S U EL S U
Initial Value 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0
R/W R/W R R/W R/W R/W R R/W R/W R/W R R/W R/W R/W R R/W R/W
Initial
Bit Bit Name Value R/W Description
31to24 — H'00 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
23 USB2_0OD_ARSEL 1 R/W USB2.0 (channel 0, function) read access security attribute source selection*!
0: ARPROT[0] selects the HPROT[1] value from USB2.0 channel 0 Function,
and ARPROTI[1] is always 1.
1: USB2_0D_ARPU is selected for ARPROT[0], and USB2_0D_ARNS is
selected for ARPROT[1].
22 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
21 USB2_0OD_ARNS 1 R/W USB2.0 (channel 0, function) read access secure attribute*'
0: Secure
1: Non-secure
20 USB2 OD_ARPU 0 R/W USB2.0 (channel 0, function) read access privilege attribute*!
0: Non-privileged access
1: Privileged access
19 USB2_0D_AWSEL 1 R/W USB2.0 (channel 0, function) write access security attribute source selection*'
0: AWPROT][O] selects the HPROT[1] value from USB2.0 channel 0 Function,
and AWPROT [1] is always 1
1: USB2_0D_AWPU is selected for AWPROT[0], and USB2_0D_AWNS is
selected for AWPROT[1].
18 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
17 USB2_0D_AWNS 1 R/W USB2.0 (channel 0, function) write access secure attribute*'
0: Secure
1: Non-secure
16 UsSB2_0D_AWPU 0 R/W USB2.0 (channel 0, function) write access privilege attribute*!
0: Non-privileged access
1: Privileged access
15 USB2_1H_ARSEL 0 R/W USB2.0 (channel 1, host) read access security attribute source selection*
0: ARPROT[0] selects the HPROT[1] value from USB2.0 channel 1 Host, and
ARPROT[1] is always 1.
1: USB2_1H_ARPU is selected for ARPROT[0], and USB2_1H_ARNS is
selected for ARPROT[1].
14 — 0 R Reserved

Whenever it is read, 0 is read. The written value will be ignored.
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Initial
Bit Bit Name Value R/W Description
13 USB2_1H_ARNS 1 R/W USB2.0 (channel 1, host) read access secure attribute*!
0: Secure
1: Non-secure
12 USB2_1H_ARPU 0 R/W USB2.0 (channel 1, host) read access privilege attribute*”
0: Non-privileged access
1: Privileged access
11 UsSB2_1H_AWSEL 1 R/W USB2.0 (channel 1, host) write access security attribute source selection*'
0: AWPROT][O] selects the HPROT[1] value from USB2.0 channel 1 Host, and
AWPROT[1] is always 1.
1: USB2_1H_AWPU is selected for AWPROT[0], and USB2_1H_AWNS is
selected for AWPROTI[1].
10 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
9 USB2_1H_AWNS 1 R/W USB2.0 (channel 1, host) write access secure attribute*'
0: Secure
1: Non-secure
8 USB2_1H_AWPU 0 R/W USB2.0 (channel 1, host) write access privilege attribute*!
0: Non-privileged access
1: Privileged access
7 USB2_OH_ARSEL 0 R/W USB2.0 (channel 0, host) read access security attribute source selection*
0: ARPROTI[0] selects the HPROT[1] value from USB2.0 channel 0 Host, and
ARPROTI[1] is always 1
1: USB2_0H_ARPU is selected for ARPROT[0], and USB2_0OH_ARNS is
selected for ARPROTI[1].
6 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
5 USB2_OH_ARNS 1 R/W USB2.0 (channel 0, host) read access secure attribute*!
0: Secure
1: Non-secure
4 USB2_0OH_ARPU 0 R/W USB2.0 (channel 0, host) read access privilege attribute*”
0: Non-privileged access
1: Privileged access
3 USB2_0OH_AWSEL 1 R/W USB2.0 (channel 0, host) write access security attribute source selection*’
0: AWPROT][O] selects the HPROT[1] value from USB2.0 channel 0 Host, and
AWPROT[1] is always 1.
1: USB2_0H_AWPU is selected for AWPROT[0], and USB2_0H_AWNS is
selected for AWPROTI[1].
2 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
1 USB2_OH_AWNS 1 R/W USB2.0 (channel 0, host) write access secure attribute*'
0: Secure
1: Non-secure
0 USB2_0OH_AWPU 0 R/W USB2.0 (channel 0, host) write access privilege attribute*
0: Non-privileged access
1: Privileged access
Note 1. This register setting is prohibited changing the setting while the target master is operating. Change it before the master

initiates access.
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6.3.4

Master Access Control Register 3 (SYS_MSTACCCTL3)

This register sets the secure attribute and privilege attribute of transactions from MIPI DSI, LCD controller and VCPLA4.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DSI_AR DSI_AR|DSI_AR|DSI_AW| DSI_AW[DSI_AW
_ o _ _ o _ o _ SEL o NS RU SEL o NS PU
Initial Value 0 0 0 0 0 0 0 0 1 0 1 0 1 0 1 0
R/W R R R R R R R R R/W R R/W R/W R/W R R/W R/W
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
LCDC_ LCDC_|LCDC_|LCcDC_ LCDC_|LCDC_|H264_A H264 A|H264 A|H264 A H264 A|H264 A
ARSEL - ARNS | ARRU |[AWSEL| AWNS | AWPU | RSEL - RNS RRU | WSEL - WNS | WPU
Initial Value 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0
R/W R/W R R/W R/W R/W R R/W R/W R/W R R/W R/W R/W R R/W R/W
Initial
Bit Bit Name Value R/W Description
31t024 — H00 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
23 DSI_ARSEL 1 R/W MIPI DSI read access security attribute source selection*"
0: ARPROTI[1:0] is always 10b
1: DSI_ARPU is selected for ARPROT[0], and DSI_ARNS is selected for
ARPROTI[1].
22 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
21 DSI_ARNS 1 R/W MIPI DSI read access secure attribute*’
0: Secure
1: Non-secure
20 DSI_ARPU 0 R/W MIPI DSI read access privilege attribute*!
0: Non-privileged access
1: Privileged access
19 DSI_AWSEL 1 R/W MIPI DSI write access security attribute source selection*’
0: AWPROT[1:0] is always 10b
1: DSI_AWPU is selected for AWPROT[0], and DSI_AWNS is selected for
AWPROT[1].
18 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
17 DSI_AWNS 1 R/W MIPI DSI write access secure attribute*”
0: Secure
1: Non-secure
16 DSI_AWPU 0 R/W MIPI DSI write access privilege attribute*’
0: Non-privileged access
1: Privileged access
15 LCDC_ARSEL 0 R/W LCD Controller read access security attribute source selection*"
0: ARPROTI[1:0] is always 10b
1: LCDC_ARPU is selected for ARPROT[0], and LCDC_ARNS is selected for
ARPROTI[1].
14 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
13 LCDC_ARNS 1 R/W LCD Controller read access secure attribute*’

0: Secure
1: Non-secure
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Initial
Bit Bit Name Value R/W Description
12 LCDC_ARPU 0 R/W LCD Controller read access privilege attribute*!

0: Non-privileged access
1: Privileged access
11 LCDC_AWSEL 1 R/W LCD Controller write access security attribute source selection*"
0: AWPROT[1:0] is always 10b
1: LCDC_AWPU is selected for AWPROTI[0], and LCDC_AWNS is selected for

AWPROT[1].
10 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
9 LCDC_AWNS 1 R/W LCD Controller write access secure attribute*’
0: Secure

1: Non-secure

8 LCDC_AWPU 0 R/W LCD Controller write access privilege attribute*”
0: Non-privileged access
1: Privileged access
7 H264_ARSEL 0 R/W VCPL4 read access security attribute source selection*’
0: ARPROT][1:0] is always 10b
1: H264_ARPU is selected for ARPROT][0], and H264_ARNS is selected for

ARPROT[1].
6 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
5 H264_ARNS 1 R/W VCPL4 read access secure attribute*’
0: Secure

1: Non-secure

4 H264_ARPU 0 R/W VCPL4 read access privilege attribute*'
0: Non-privileged access
1: Privileged access

3 H264_AWSEL 1 R/W VCPL4 write access security attribute source selection*"

0: AWPROT[1:0] is always 10b
1: H264_AWPU is selected for AWPROT[0], and H264_AWNS is selected for

AWPROT[1].
2 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
1 H264_AWNS 1 R/W VCPL4 write access secure attribute*’
0: Secure

1: Non-secure

0 H264_AWPU 0 R/W VCPL4 write access privilege attribute*!
0: Non-privileged access
1: Privileged access

Note 1. This register setting is prohibited changing the setting while the target master is operating. Change it before the master
initiates access.
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6.3.5 Master Access Control Register 4 (SYS_MSTACCCTLA4)

This register sets the secure attribute and privilege attribute of transactions from CRU and ISU.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
CRU_V CRU_V|[CRU_V
= = = = = = = = = = = — |D_AWS| — |D_AWN|D_AWP
EL S U
Initial Value 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0
R/W R R R R R R R R R R R R R/W R R/W R/W
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
_ _ _ _ _ _ _ _ |IsUAR| _ [ISU_AR|ISU_AR|ISU_AW| _ [ISU_AW|ISU_AW
SEL NS RU SEL NS PU
Initial Value 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0
R/W R R R R R R R R R/W R R/W R/W R/W R R/W R/W
Initial
Bit Bit Name Value R/W Description
31to20 — HAAA R Reserved

When read, the initial value is read. When writing, be sure to write the initial value.
Operation is not guaranteed if a value other than the initial value is written.
19 CRU_VD_AWSEL 1 R/W CRU (Video) write access security attribute source selection*!
Always write the initial value of 1 for this register. Operation is not guaranteed when
0 is written.
0: Setting prohibited
1: CRU_VD_AWPU is selected for AWPROT[0], and CRU_VD_AWNS is
selected for AWPROTI[1].

18 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
17 CRU_VD_AWNS 1 R/W CRU (Video)write access secure attribute*”
0: Secure

1: Non-secure

16 CRU_VD_AWPU 0 R/W CRU (Video) weite access privilege attribute*
0: Non-privileged access
1: Privileged access

15t0 8 — AllO R Reserved
Whenever it is read, 0 is read. The written value will be ignored.

7 ISU_ARSEL 1 R/W ISU read access security attributed source selection*
Always write the initial value of 1 for this register. Operation is not guaranteed when
0 is written.

0: Setting prohibited
1: ISU_ARPU is selected for ARPROT[0], and ISU_ARNS is selected for

ARPROT[1].
6 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
5 ISU_ARNS 1 R/W ISU read access secure attribute*”
0: Secure

1: Non-secure

4 ISU_ARPU 0 R/W ISU read access privilege attribute*'
0: Non-privileged access
1: Privileged access
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Initial
Bit Bit Name Value R/W Description
3 ISU_AWSEL 1 R/W ISU write access security attribute source selection*"
Always write the initial value of 1 for this register. Operation is not guaranteed when
0 is written.
0: Setting prohibited
1: ISU_AWPU is selected for AWPROT][O0], and ISU_AWNS is selected for
AWPROT[1].
2 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
1 ISU_AWNS 1 R/W ISU write access secure attribute*'
0: Secure
1: Non-secure
0 ISU_AWPU 0 R/W ISU write access privilege attribute*’

0: Non-privileged access
1: Privileged access

Note 1.  This register setting is prohibited changing the setting while the target master is operating. Change it before the master

initiates access.
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6.3.6 Master Access Control Register 5 (SYS_MSTACCCTLS)

This register sets the secure attribute and privilege attribute of transactions from DRP-AI.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
DRP3_| _ |DRP3_|DRP3_|DRP3_| _ |DRP3_|DRP3_|DRP2_| _ |DRP2_|DRP2_|DRP2_| _  |DRP2_|DRP2_
ARSEL ARNS | ARPU |AWSEL AWNS | AWPU | ARSEL ARNS | ARPU |AWSEL AWNS | AWPU

Initial Value 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0

RW  R/W R R/IW R/IW R/W R R/W R/IW R/W R R/IW R/W R/IW R R/W R/IW

Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DRP1_ DRP1_|DRP1_|DRP1_ DRP1_|DRP1_|DRPO_ DRPO_ | DRPO_ | DRPO_ DRPO_ | DRPO_
ARSEL| ARNS | ARPU |[AWSEL| AWNS | AWPU [ARSEL| ARNS | ARPU |[AWSEL| AWNS | AWPU
Initial Value 1 0 1 0 1 0 1 0 1 0 1 0 1 0 1 0
R/W R/W R R/W R/W R/W R R/W R/W R/W R R/W R/W R/W R R/W R/W
Initial
Bit Bit Name Value R/W Description
31 DRP3_ARSEL 1 R/W DRP-AI (port3) read access security attributed source selection*"
Always write the initial value of 1 for this register. Operation is not guaranteed when
0 is written.
0: ARPROTI1: 0] selects the value from DRP-AI (port3)
1: DRP3_ARPU is selected for ARPROTI[0], and DRP3_ARNS is selected for
ARPROT[1].
30 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
29 DRP3_ARNS 1 R/W DRP-AI (port3) read access secure attribute*’
0: Secure

1: Non-secure

28 DRP3_ARPU 0 R/W DRP-AI (port3) read access privilege attribute*’
0: Non-privileged access
1: Privileged access

27 DRP3_AWSEL 1 R/W DRP-AI (port3) write access security attribute source selection*’

Always write the initial value of 1 for this register. Operation is not guaranteed when
0 is written.

0: AWPROTI[1: 0] selects the value from DRP-AI (port3)
1: DRP3_AWPU is selected for AWPROTI[0], and DRP3_AWNS is selected for

AWPROT[1].
26 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
25 DRP3_AWNS 1 R/W DRP-AI (port3) write access secure attribute*!
0: Secure

1: Non-secure

24 DRP3_AWPU 0 R/W DRP-AI (port3) write access privilege attribute*”
0: Non-privileged access
1: Privileged access

23 DRP2_ARSEL 1 R/W DRP-AI (port2) read access security attributed source selection*"

Always write the initial value of 1 for this register. Operation is not guaranteed when
0 is written.

0: ARPROTI1: 0] selects the value from DRP-AI (port2)
1: DRP2_ARPU is selected for ARPROTI[0], and DRP2_ARNS is selected for
ARPROT[1].
22 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
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Initial
Bit Bit Name Value R/W Description
21 DRP2_ARNS 1 R/W DRP-AI (port2) read access secure attribute*’
0: Secure
1: Non-secure
20 DRP2_ARPU 0 R/W DRP-AI (port2) read access privilege attribute*’
0: Non-privileged access
1: Privileged access
19 DRP2_AWSEL 1 R/W DRP-AI (port2) write access security attribute source selection*’
Always write the initial value of 1 for this register. Operation is not guaranteed when
0 is written.
0: AWPROT][1: 0] selects the value from DRP-AI (port2)
1: DRP2_AWPU is selected for AWPROTI[0], and DRP2_AWNS is selected for
AWPROT[1].
18 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
17 DRP2_AWNS 1 R/W DRP-AI (port2) write access secure attribute*!
0: Secure
1: Non-secure
16 DRP2_AWPU 0 R/W DRP-AI (port2) write access privilege attribute*”
0: Non-privileged access
1: Privileged access
15 DRP1_ARSEL 1 R/W DRP-AI (port1) read access security attributed source selection*!
Always write the initial value of 1 for this register. Operation is not guaranteed when
0 is written.
0: ARPROT[1: 0] selects the value from DRP-AI (port1)
1: DRP1_ARPU is selected for ARPROT[0], and DRP1_ARNS is selected for
ARPROT[1].
14 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
13 DRP1_ARNS 1 R/W DRP-AI (port1) read access secure attribute*’
0: Secure
1: Non-secure
12 DRP1_ARPU 0 R/W DRP-AI (port1) read access privilege attribute*’
0: Non-privileged access
1: Privileged access
11 DRP1_AWSEL 1 R/W DRP-AI (port1) write access security attribute source selection*’
Always write the initial value of 1 for this register. Operation is not guaranteed when
0 is written.
0: AWPROT][1: 0] selects the value from DRP-AI (port1)
1: DRP1_AWPU is selected for AWPROTI[0], and DRP1_AWNS is selected for
AWPROT[1].
10 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
9 DRP1_AWNS 1 R/W DRP-AI (port1) write access secure attribute*!
0: Secure
1: Non-secure
8 DRP1_AWPU 0 R/W DRP-AI (port1) write access privilege attribute*”
0: Non-privileged access
1: Privileged access
7 DRPO_ARSEL 1 R/W DRP-AI (port0) read access security attributed source selection*'

Always write the initial value of 1 for this register. Operation is not guaranteed when
0 is written.
0: ARPROT[1: 0] selects the value from DRP-AI (port0)
1: DRPO_ARPU is selected for ARPROT[0], and DRPO_ARNS is selected for
ARPROT[1].
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Initial
Bit Bit Name Value R/W Description
6 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
5 DRPO_ARNS 1 R/W DRP-AI (port0) read access secure attribute*"
0: Secure

1: Non-secure

4 DRP0O_ARPU 0 R/W DRP-AI (port0) read access privilege attribute*!
0: Non-privileged access
1: Privileged access

3 DRPO_AWSEL 1 R/W DRP-AI (port0) write access security attribute source selection*"

Always write the initial value of 1 for this register. Operation is not guaranteed when
0 is written.

0: AWPROTI[1: 0] selects the value from DRP-AI (port0)
1: DRPO_AWPU is selected for AWPROTI[0], and DRPO_AWNS is selected for

AWPROT[1].
2 — 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
1 DRPO_AWNS 1 R/W DRP-AI (port0) write access secure attribute*"
0: Secure

1: Non-secure

0 DRP0O_AWPU 0 R/W DRP-AI (port0) write access privilege attribute*”
0: Non-privileged access
1: Privileged access

Note 1.  This register setting is prohibited changing the setting while the target master is operating. Change it before the master
initiates access.
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6.3.7 Slave Access Control Register 0 (SYS_SLVACCCTLO)

This register sets the security levels for determining whether to enable or disable access to each set of registers in the
SRAM ACPU (Reg) and SRAM MCPU (Reg).

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Initial Value 0 0 0 0 1 0 1 0 1 0 1 0 1 0 1 0
R/W R R R R R R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

_ — _ _ _ _ — — — — — — | SRAM1_SL[1:0] | SRAMO_SL[1:0]

Initial Value 1 0 1 0 1 0 1 0 1 0 0 0 0 0 0
R/W R R R R R R R R R R R R R/W R/W R/W R/W
Initial
Bit Bit Name Value R/W  Description
31to4 — HO0AAAA R Reserved
AA When read, the initial value is read. When writing, be sure to write the initial value.
Operation is not guaranteed if a value other than the initial value is written.
3,2 SRAM1_SL 00b R/W  SRAM MCPU <Reg> slave access permission control
[1:0] Set the security level SL [1:0] for the slave SRAM MCPU <Reg>.
1,0 SRAMO_SL  00b R/W  SRAM ACPU <Reg> slave access permission control
[1:0] Set the security level SL [1:0] for the slave SRAM ACPU <Reg>.
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6.3.8

Slave Access Control Register 1 (SYS_SLVACCCTLA1)

This register sets the security levels for determining whether to enable or disable access to each set of registers in the
DMAC, MHU, GPIO, IA55/IM33, GIC, SYC, SYSC, CPG, CoreSight and TZC.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
= = DMAC1_SL DMACO_SL MHU_SL GPIO_SL IA55_IM33_SL GIc_sL SYS_SL
1 1 L L L 1 1
Initial Value 0 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0
R/W R R R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SYSC_SL CPG_SL CST_SL = = TzC3_SL TzC2_SL TzZC1 _SL TZCO_SL
1 1 1 1 1 1 1
Initial Value 1 1 0 0 0 0 0 1 0 1 0 1 0 1 0
R/W R R R/W R/W R/W R R/W R/W R/W R/W R/W R/W R/W R/W
Initial
Bit Bit Name Value R/W Description
31, 30 — 00b R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
29, 28 DMAC1_SL 00b R/W Non-Secure DNAC slave access permission control
[1:0] Set the security level SL [1:0] for the slave Non-Secure DMAC.
27, 26 DMACO_SL 10b R/W Secure DMAC slave access permission control
[1:0] Set the security level SL [1:0] for the slave Secure DMAC.
25,24 MHU_SL[1:0] 00b R/W MHU slave access permission control
Set the security level SL [1:0] for the slave MHU.
23, 22 GPIO_SL[1:0] 00b R/W GPIO slave access permission control
Set the security level SL [1:0] for the slave GPIO.
21,20 IA55_IM33_SL 00b R/W IA55/IM33 slave access permission control
[1:0] Set the security level SL [1:0] for the slave IA55/IM33.
19, 18 GIC_SL[1:0] 00b R/W GIC slave access permission control
Set the security level SL [1:0] for the slave GIC.
17,16 SYS_SL[1:0] 00b R/W SYC slave access permission control
Set the security level SL [1:0] for the slave SYC.
15, 14 SYSC_SL[1:0] 11b R SYSC slave access permission control
Reading the bits always returns 11b. Value cannot be written to these bits.
13,12 CPG_SL[1:0] 00b R/W CPG slave access permission control
Set the security level SL [1:0] for the slave CPG.
11,10 CST_SL[1:0] 00b R/W CoreSight slave access permission control
Set the security level SL [1:0] for the slave CoreSight.
9,8 — 00b R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
7,6 TZC3 _SL[1:0] 10b R/W TZC (DDR) <Reg> slave access permission control
Set the security level SL [1:0] for the slave TZC (DDR) <Reg>.
These bits can only be set to 10b or 11b. Setting them to 00b or 01b is prohibited.
Operation is not guaranteed when 00b or 01b is set.
5,4 TZC2_SL[1:0] 10b R/W TZC (SPI Multi I/0) <Reg> slave access permission control

Set the security level SL [1:0] for the slave TZC (SPI Multi I/0) <Reg>.
These bits can only be set to 10b or 11b. Setting them to 00b or 01b is prohibited.
Operation is not guaranteed when 00b or 01b is set.
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Initial
Bit Bit Name Value R/W Description
3,2 TZC1_SL[1:0] 10b R/W TZC (SRAM MCPU) <Reg> slave access permission control
Set the security level SL [1:0] for the slave TZC (SRAM MCPU) <Reg>.
These bits can only be set to 10b or 11b. Setting them to 00b or 01b is prohibited.
Operation is not guaranteed when 00b or 01b is set.
1,0 TZCO_SL[1:0] 10b R/W TZC (SRAM ACPU) <Reg> slave access permission control

Set the security level SL [1:0] for the slave TZC (SRAM ACPU) <Reg>.
These bits can only be set to 10b or 11b. Setting them to 00b or 01b is prohibited.
Operation is not guaranteed when 00b or 01b is set.
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6.3.9

Slave Access Control Register 2 (SYS_SLVACCCTLZ2)

This register sets the security levels for determining whether to enable or disable access to each set of registers in the
GTM, WDT, MTU3a, POE3, GPT, POEG, and DDR.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
= = = = = = = = DDR_SL POEG_SL GPT_SL POE3_SL
L L 1 1
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R/W R/W R/W R/W R/W R/W R/W R/W
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
MTUS3A_SL — — WDT2_SL WDT1_SL WDTO_SL OSTM2_SL OSTM1_SL OSTMO_SL
1 1 1 1 1 1 1
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 0
RW R/W R/W R R R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W
Initial
Bit Bit Name Value R/W Description
31t024 — H’'00 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
23, 22 DDR_SL 00b R/W DDR <Reg> slave access permission control
Set the security level SL [1:0] for the slave DDR <Reg>.
21,20 POEG_SL 00b R/W POEG slave access permission control
Set the security level SL [1:0] for the slave POEG. 4 pins has a common security
level.
19, 18 GPT_SL 00b R/W GPT slave access permission control
Set the security level SL [1:0] for the slave GPT. 8 channels has a common security
level.
17,16 POE3_SL 00b R/W POES3 slave access permission control
Set the security level SL [1:0] for the slave POE3.
15, 14 MTUS3A_SL 00b R/W MTU3a slave access permission control
Set the security level SL [1:0] for the slave MTU3a.
13,12 — 00b R Reserved
When read, the initial value is read. When writing, be sure to write the initial value.
Operation is not guaranteed if a value other than the initial value is written.
11,10 WDT2_SL 00b R/W WDT channel 2 slave access permission control
Set the security level SL [1:0] for the slave WDT channel 2.
9,8 WDT1_SL 00b R/W WDT channel 1 slave access permission control
Set the security level SL [1:0] for the slave WDT channel 1.
7,6 WDTO_SL 00b R/W WDT channel 0 slave access permission control
Set the security level SL [1:0] for the slave WDT channel 0.
54 OSTM2_SL 00b R/W GTM channel 2 slave access permission control
Set the security level SL [1:0] for the slave GTM channel 2.
3,2 OSTM1_SL 00b R/W GTM channel 1 slave access permission control
Set the security level SL [1:0] for the slave GTM channel 1.
1,0 OSTMO_SL 10b R/W GTM channel 0 slave access permission control

Set the security level SL [1:0] for the slave GTM channel 0.
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6.3.10

Slave Access Control Register 3 (SYS_SLVACCCTL3)

This register sets the security levels for determining whether to enable or disable access to each set of registers in the
3DGE, VCPL4, CRU, ISU, DSI, LCD Controller, DRP-AI, USB2.0, SDHI/eMMC and GbEthernet.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
— — ETH1_SL ETHO_SL SDHI1_SL SDHIO_SL USB21_SL USB20_SL USBT_SL
Initial Value 0 0 0 I 0 0 I 0 0 I 0 0 I 0 0 I 0 0 I 0 0 I 0
R/W R R RIW RIW R/W R/IW R/W R/IW R/W R/W R/IW R/W R/IW R/W R/IW R/IW
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DRP_SL LCDC_SL DSILINK_SL | DSIPHY_SL ISU_SL CRU_SL H264 SL GPU_SL
. ) . ! ! ! ) .
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
RW  R/W R/W RIW RIW R/W R/IW R/W R/IW R/W R/W R/IW R/W R/IW R/W R/IW R/IW
Initial
Bit Bit Name Value R/W Description
31, 30 — 00b R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
29, 28 ETH1_SL 00b R/W GbEthernet channel1 slave access permission control
Set the security level SL [1:0] for the slave GbEthernet channel 1.
27, 26 ETHO_SL 00b R/W GbEthernet channel 0 slave access permission control
Set the security level SL [1:0] for the slave GbEthernet channel 0.
25,24 SDHI1_SL 00b R/W SDHI channel 1 slave access permission control
Set the security level SL [1:0] for the slave SDHI channel 1.
23, 22 SDHIO_SL 00b R/W SDHI/eMMC channel 0 slave access permission control
Set the security level SL [1:0] for the slave SDHI/eMMC channel 0.
21,20 USB21_SL 00b R/W USB2.0 channel 1 slave access permission control
Set the security level SL [1:0] for the slave USB2.0 channel 1.
19, 18 USB20_SL 00b R/W USB2.0 channel 0 slave access permission control
Set the security level SL [1:0] for the slave USB2.0 channel 0. USB 2.0 channel 0
has a common security level for Host and Function.
17,16 USBT_SL 00b R/W USBPHY Control slave access permission control
Set the security level SL [1:0] for the slave USBPHY Control.
15, 14 DRP_SL 00b R/W DRP-AI slave access permission control
Set the security level SL [1:0] for the slave DRP-AI.
13,12 LCDC_SL 00b R/W LCD Controller slave access permission control
Set the security level SL [1:0] for the slave LCD Controller.
11,10 DSILINK_SL 00b R/W DSI (LINK) slave access permission control
Set the security level SL [1:0] for the slave DSI (LINK).
9,8 DSIPHY_SL 00b R/W DSI (PHY) slave access permission control
Set the security level SL [1:0] for the slave DSI (PHY).
7,6 ISU_SL 00b R/W ISU slave access permission control
Set the security level SL [1:0] for the slave ISU.
54 CRU_SL 00b R/W CRU slave access permission control
Set the security level SL [1:0] for the slave CRU.
3,2 H264_SL 00b R/W VCPL4 slave access permission control
Set the security level SL [1:0] for the slave VCPL4.
1,0 GPU_SL 00b R/W 3DGE slave access permission control

Set the security level SL [1:0] for the slave 3DGE.
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6.3.11 Slave Access Control Register 4 (SYS_SLVACCCTL4)

This register sets the security levels for determining whether to enable or disable access to each set of registers in the
12C, CANFD, RSPI, SCIF, SCI, and IrDA.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
IRDA_SL SCl_SL SClo_SL SCIF4_SL SCIF3_SL SCIF2_SL SCIF1_SL SCIFO_SL
! ! ! ! ! L ! !
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R RIW RIW R/W R/IW R/W R/IW R/W R/W R/IW R/W R/IW R/W R/IW R/IW
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
= = = = RSPI_SL CANFD_SL 12C3_SL [2C2_SL [2C1_SL [2C0_SL
Initial Value 0 0 0 0 0 I 0 0 I 0 0 I 0 0 I 0 0 I 0 0 I 0
R/W R R R R R/W R/IW R/W RIW R/W R/W R/IW R/W R/IW R/W R/IW R/IW
Initial
Bit Bit Name Value R/W Description
31, 30 IRDA_SL 00b R SCI channel 0 (IrDA) slave access permission control
Set the security level SL [1:0] for the slave SCI channel 0 (IrDA).
29, 28 SCI1_SL 00b R/W SCI channel 1 slave access permission control
Set the security level SL [1:0] for the slave SCI channel 1.
27, 26 SCI0_SL 00b R/W SCI channel 0 slave access permission control
Set the security level SL [1:0] for the slave SCI channel 0.
25,24 SCIF4_SL 00b R/W SCIF channel 4 slave access permission control
Set the security level SL [1:0] for the slave SCIF channel 4.
23, 22 SCIF3_SL 00b R/W SCIF channel 3 slave access permission control
Set the security level SL [1:0] for the slave SCIF channel 3.
21,20 SCIF2_SL 00b R/W SCIF channel 2 slave access permission control
Set the security level SL [1:0] for the slave SCIF channel 2.
19, 18 SCIF1_SL 00b R/W SCIF channel 1 slave access permission control
Set the security level SL [1:0] for the slave SCIF channel 1.
17,16 SCIFO_SL 00b R/W SCIF channel 0 slave access permission control
Set the security level SL [1:0] for the slave SCIF channel 0.
15t012 — HO R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
11,10 RSPI_SL 00b R/W RSPI slave access permission control

Set the security level SL [1:0] for the slave RSPI. RSPI has a common security
level for channel 0 to channel 2.

9,8 CANFD_SL 00b R/W CANFD slave access permission control
Set the security level SL [1:0] for the slave CANFD.

7,6 12C3_SL 00b R/W 12C channel 3 slave access permission control
Set the security level SL [1:0] for the slave I12C channel 3.

5,4 12C2_SL 00b R/W 12C channel 2 slave access permission control
Set the security level SL [1:0] for the slave 12C channel 2.

3,2 12C1_SL 00b R/W 12C channel 1 slave access permission control
Set the security level SL [1:0] for the slave I12C channel 1.

1,0 12C0_SL 00b R/W 12C channel 0 slave access permission control
Set the security level SL [1:0] for the slave 12C channel 0.
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6.3.12 Slave Access Control Register 5 (SYS_SLVACCCTLY5)

This register sets the security levels for determining whether to enable or disable access to each set of registers in the
SSIF and SRC.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
= = = = = = = = = = SRC_SL = = SSIF_SL
1 1
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R/W R/W R R/W R/W
Initial
Bit Bit Name Value R/W Description
31t06 — All O R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
5,4 SRC_SL 00b R/W SRC slave access permission control
Set the security level SL [1:0] for the slave SRC.
3,2 — 00b R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
1,0 SSIF_SL 00b R/W SSIF slave access permission control

Set the security level SL [1:0] for the slave SSIF. SSIF has a common security level
for channel 0 to channel 3.
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6.3.13 Slave Access Control Register 6 (SYS_SLVACCCTLG6)

This register sets the security levels for determining whether to enable or disable access to each set of registers in the
ADC and TSU.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
_ _ _ _ — — — — — — — — TSU_SL ADC_SL
1 1
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R/W R/W R/W R/W
Initial
Bit Bit Name Value R/W Description
31to4 — All O R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
3,2 TSU_SL 00b R/W TSU slave access permission control
Set the security level SL [1:0] for the slave TSU.
1,0 ADC_SL 00b R/W ADC slave access permission control

Set the security level SL [1:0] for the slave ADC.

6.3.14 Slave Access Control Register 7 (SYS_SLVACCCTL7)

This register sets the security levels for determining whether to enable or disable access to each set of registers in the
OTP.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
= = = = = = = = = = = = OTP_SL = =
1
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R/IW R/W
Initial
Bit Bit Name Value R/W Description
31to4 — All O R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
3,2 OTP_SL 00b R/W OTP slave access permission control
Set the security level SL [1:0] for the slave OTP.
1,0 — 00b R Reserved
When read, the initial value is read. When writing, be sure to write the initial value.
Operation is not guaranteed if a value other than the initial value is written.
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6.3.15

Cortex-AS55 control register and Cortex-M33 control register in SYSC.

Slave Access Control Register 8 (SYS_SLVACCCTLS)

This register sets the security levels for determining whether to enable or disable access to each set of registers in the

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
= = = = = = = = = = = = CA55_SL CM33_SL
1 1
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R/W R/W R/W R/W
Initial
Bit Bit Name Value R/W Description
31to4 — All O R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
3,2 CA55_SL 00b R/W SYSC <Cortex-A55 Control Reg> slave access permission control
Set the security level SL [1:0] for the Cortex-A55 control register in SYSC.
1,0 CM33_SL 00b R/W SYSC <Cortex-M33 Control Reg> slave access permission control
Set the security level SL [1:0] for the Cortex-M33 control register in SYSC.
6.3.16 Slave Access Control Register 10 (SYS_SLVACCCTL10)

This register sets the security levels for determining whether to enable or disable access to each set of registers in the
LSI control register in SYSC.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
T
= = = = = = = = = = = = = = LSI_SL
1
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R/W R/W
Initial
Bit Bit Name Value R/W Description
31to2 — All O R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
1,0 LSI_SL 00b R/W SYSC <LSI Control Reg> slave access permission control

Set the security level SL [1:0] for the LSI control register in SYSC.
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6.3.17 Slave Access Control Register 12 (SYS_SLVACCCTL12)

This register sets the security levels for determining whether to enable or disable access to each set of registers in the
AOF control register in SYSC.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
T
= = = = = = = = = = = = = = AOF_SL
1
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R R R R/W R/W
Initial
Bit Bit Name Value R/W Description
31to2 — All O R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
1,0 AOF_SL 00b R/W SYSC <AOF Control Reg> slave access permission control

Set the security level SL [1:0] for the AOF control register in SYSC.

6.3.18 Slave Access Control Register 13 (SYS_SLVACCCTL13)

This register sets the security levels for determining whether to enable or disable access to each set of registers in the
Low Power Mode control register in SYSC.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
T
= = = = = = = = = = = = = = LP_SL
1
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R R R R/W R/W
Initial
Bit Bit Name Value R/W Description
31to2 — All0 R Reserved

Whenever it is read, 0 is read. The written value will be ignored.

1,0 LP_SL 00b R/W SYSC <Low Power Mode Control Reg> slave access permission control
Set the security level SL [1:0] for the Low Power Mode control register in SYSC.
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6.3.19 Slave Access Control Register 14 (SYS_SLVACCCTL14)

This register sets the security levels for determining whether to enable or disable access to each set of registers in the
general-purpose register in SYSC.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
T
— — — — — — — — — — — — — — GPREG_SL
1
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R R R R/W R/IW
Initial
Bit Bit Name Value R/W Description
31to2 — All O R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
1,0 GPREG_SL 00b R/W SYSC <GPREG?> slave access permission control

Set the security level SL [1:0] for the General purpose register(GPREG) in SYSC.

6.3.20 ECCRAMO ECC Setting Register (SYS_RAMO0_ECC)
This register is a register that enables and disables the ECC function of ECCRAMO (SRAM ACPU).

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
- . - - . - . - . . - . - . __ |VECCE
N
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R R R R R/W
Initial
Bit Bit Name Value R/W  Description
31to1 — All0 R Reserved

When read, the initial value is read. When writing, be sure to write the initial value.
Operation is not guaranteed if a value other than the initial value is written.
0 VECCEN 0 R/W  Set enable or disable error correction for ECCRAMO (SRAM ACPU)
0: ECC function disabled
1: ECC function enabled
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6.3.21 ECCRAMO Access Control Register (SYS_RAMO_EN)
This register is a register that controls access to ECCRAMO (SRAM ACPU).

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
— — — — — — — — — — — — — — |VLWEN| VCEN
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1
R/W R R R R R R R R R R R R R R R/W R/W
Initial
Bit Bit Name Value R/W  Description
31t02 — All 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
1 VLWEN 1 R/W  Set enable or disable writes to ECRAMO (SRAM ACPU)

0: Write disabled
1: Write enabled

0 VCEN 1 R/W  Set enable or disable access to ECRAMO (SRAM ACPU)
0: Access disabled

1: Access enabled

6.3.22 ECCRAM1 ECC Setting Register (SYS_RAM1_ECC)
This register is a register that enables and disables the ECC function of ECCRAM1 (SRAM MCPU).

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
- . - - . - . - . . - . - . __ |VECCE
N
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R R R R R/W
Initial
Bit Bit Name Value R/W  Description
31to1 — All0 R Reserved

When read, the initial value is read. When writing, be sure to write the initial value.
Operation is not guaranteed if a value other than the initial value is written.
0 VECCEN 0 R/W  Set enable or disable error correction for ECCRAM1 (SRAM MCPU)
0: ECC function disabled
1: ECC function enabled
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6.3.23

ECCRAM1 Access Control Register (SYS_RAM1_EN)
This register is the register that controls access to ECCRAM1 (SRAM M CPU).

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
— — — — — — — — — — — — — — |VLWEN| VCEN
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 1
R/W R R R R R R R R R R R R R R/W R/W
Initial
Bit Bit Name Value R/W  Description
31t02 — All 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
1 VLWEN 1 R/W  Set enable or disable writes to ECCRAM1 (SRAM MCPU)
0: Write disabled
1: Write enabled
0 VCEN 1 R/W  Set enable or disable access to ECRAM1 (SRAM MCPU)

0: Access disabled
1: Access enabled
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6.3.24 WDTO Control Register (SYS_WDTO0_CTRL)

This register is the register that set the count control of WDTO.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WDTST
= = = = = = = = = = = = = = — |OPMAS
K
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1
R/W R R R R R R R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
_ _ _ _ _ _ _ _ _ _ _ _ _ _ __ |wWDTST
OoP
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R R R R R/W
Initial
Bit Bit Name Value R/W  Description
31to17 — All0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
16 WDTSTOPM 1 R/W  Controls the stop function of WDTO (for Cortex-A55 Core0) from CoreSight during
ASK debugging.

0: Stops WDTO counting during debugging.
1: Not stop WDTO counting during debugging.

15t0 1 — AllO R Reserved
When read, the initial value is read. The written value will be ignored.
0 WDTSTOP 0 R/W  Set whether the WDTO (for Cortex-A55 Core0) counter is forced to stop

0: Continue counting
1: Stop counting and hold the counter value
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6.3.25 WDT1 Control Register (SYS_WDT1_CTRL)

This register is the register that set the count control of WDTT.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WDTST
= = = = = = = = = = = = = = — |OPMAS
K
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1
R/W R R R R R R R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
_ _ _ _ _ _ _ _ _ _ _ _ _ _ __ |wWDTST
OoP
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R R R R R/W
Initial
Bit Bit Name Value R/W  Description
31to17 — All0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
16 WDTSTOPM 1 R/W  Controls the stop function of WDT1 (for Cortex-A55 Core1) from CoreSight during
ASK debugging.

0: Stops WDT1 counting during debugging.
1: Not stop WDT1 counting during debugging.

15t0 1 — AllO R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
0 WDTSTOP 0 R/W  Set whether the WDT1 (for Cortex-A55 Core1) counter is forced to stop

0: Continue counting
1: Stop counting and hold the counter value
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6.3.26 WDT2 Control Register (SYS_WDT2_CTRL)

This register is the register that set the count control of WDT2.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
WDTST
— — — — — — — — — — — — — — — |OPMAS
K
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1
R/W R R R R R R R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
_ _ _ _ _ _ _ _ _ _ _ _ _ _ __ |wWDTST
OoP
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R R R R R/W
Initial
Bit Bit Name Value R/W  Description
31to17 — All0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
16 WDTSTOPM 1 R/W  Controls the stop function of WDT2 (for Cortex-M33) from CoreSight during
ASK debugging.

0: Stops WDT2 counting during debugging.
1: Not stop WDT2 counting during debugging.

15t0 1 — AllO R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
0 WDTSTOP 0 R/W  Set whether the WDT2 (for Cortex-M33) counter is forced to stop

0: Continue counting
1: Stop counting and hold the counter value
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6.3.27 GEther0 Config Register (SYS_GETHO0_CFG)

This register is the register that indicates the state of Ether ch0.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
FEC_GI
= = = = = = — |[GAEN| — = = = = = = =
ABLE
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R R R R R
Initial
Bit Bit Name Value R/W  Description
31t025 — All 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
24 FEC_GIGA_E 0 R Indicates the mode of speed for Ether chO
NABLE 0: 100M/1Mbps mod
1: 1Gbps mode
23t00 — All 0 R Reserved

When read, the initial value is read. When writing, be sure to write the initial value.
Operation is not guaranteed if a value other than the initial value is written.
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6.3.28

GEther1 Config Register (SYS_GETH1_CFG)

This register is the register that indicates the state of Ether chl.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
FEC_GI
= = = = = = — |[GAEN| — = = = = = = =
ABLE
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R R R R R
Initial
Bit Bit Name Value R/W  Description
31to25 — All0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
24 FEC_GIGA_E 0 R Indicates the mode of speed for Ether ch1
NABLE 0: 100M/1Mbps mode
1: 1Gbps mode
23100 — All0 R Reserved
When read, the initial value is read. When writing, be sure to write the initial value.
Operation is not guaranteed if a value other than the initial value is written.
6.3.29 12C0 Config Register (SYS_I2C0_CFG)

This register is a register that set the bypass mode of the analog filter of I2C chO.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
_ _ _ _ _ _ _ _ _ _ _ _ _ _ __ |af_bypa
Ss
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R/W
Initial
Bit Bit Name Value R/W  Description
31to1 — AllO R Reserved
When read, the initial value is read. When writing, be sure to write the initial value.
Operation is not guaranteed if a value other than the initial value is written.
0 af_bypass 0 R/W  Set whether to bypass the analog filter for noise removal for the input terminals
(RIICO_SDA, RIICO_SCL) of 12C cho.
0: Noise reduction is performed using an analog filter for the input signal.
1: The input signal is bypassed an analog filter and noise reduction is not
performed.
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6.3.30

12C1 Config Register (SYS_I2C1_CFG)

This register is a register that set the bypass mode of the analog filter of 12C chl.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
af_bypa
o - o o - o - o - - o - o - o Ss
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R/W
Initial
Bit Bit Name Value R/W  Description
31to1 — All 0 R Reserved
When read, the initial value is read. When writing, be sure to write the initial value.
Operation is not guaranteed if a value other than the initial value is written.
0 af_bypass 0 R/W  Set whether to bypass the analog filter for noise removal for the input terminals
(RIIC1_SDA, RIIC1_SCL) of 12C ch1.
0: Noise reduction is performed using an analog filter for the input signal.
1: The input signal is bypassed an analog filter and noise reduction is not
performed.
6.3.31 12C2 Config Register (SYS_I2C2_CFG)

This register is a register that set the bypass mode of the analog filter of 12C ch2.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R R R R R
Bit 15 14 13 12 1" 10 9 8 7 6 5 4 3 2 1 0
af_bypa
_ — _ _ — _ — _ — — _ — _ — _ Ss
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R R R R R/W
Initial
Bit Bit Name Value R/W  Description
31to1 — All 0 R Reserved
When read, the initial value is read. When writing, be sure to write the initial value.
Operation is not guaranteed if a value other than the initial value is written.
0 af_bypass 0 R/W  Set whether to bypass the analog filter for noise removal for the input terminals
(RIIC2_SDA, RIIC2_SCL) of 12C ch2.
0: Noise reduction is performed using an analog filter for the input signal.
1: The input signal is bypassed an analog filter and noise reduction is not
performed.
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6.3.32

12C3 Config Register (SYS_I2C3_CFG)

This register is a register that set the bypass mode of the analog filter of 12C ch3.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
af_bypa
o - o o - o - o - - o - o - o Ss
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R/W
Initial
Bit Bit Name Value R/W  Description
31to1 — All 0 R Reserved
When read, the initial value is read. When writing, be sure to write the initial value.
Operation is not guaranteed if a value other than the initial value is written.
0 af_bypass 0 R/W  Set whether to bypass the analog filter for noise removal for the input terminals
(RIIC3_SDA, RIIC3_SCL) of 12C ch3.
0: Noise reduction is performed using an analog filter for the input signal.
1: The input signal is bypassed an analog filter and noise reduction is not
performed.
6.3.33 CMa33 Config Register0 (SYS_CM33_CFGO0)

This register is the register that set the secure Systick of Cortex-M33.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
T T T T T T T T T
— — — — — — CONFIGSSYSTICK][25:0]
1 1 1 1 1 1 1 1 1
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
T T T T T T T T T T T T T
CONFIGSSYSTICK[25:0]
1 1 1 1 1 1 1 1 1 1 1 1 1
Initial Value 0 0 1 1 1 1 0 1 0 0 0 0 1 0 0 0
RW R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W
Initial
Bit Bit Name Value R/W  Description
31to26 — All 0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
25t00 CONFIGSSY H000_3D R/W  Configuration register for secure Systick.
STICK[25:0] 08 The value must be determined before the cold reset of Cortex-M33 is released. See

the Cortex-M33 chapter for more information on settings.
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6.3.34

CM33 Config Register1 (SYS_CM33_CFG1)

This register is the register that set cortex-M33 non-secure Systick.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
— — — — — — CONFIGNSSYSTICK[25:0]
1 1 1 1 1 1 1 1 1
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
CONFIGNSSYSTICK][25:0]
1 1 1 1 1 1 1 1 1 1 1 1 1
Initial Value 0 0 1 1 1 1 0 1 0 0 0 0 1 0 0 0
R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W
Initial
Bit Bit Name Value R/W  Description
31026 — All0 R Reserved
Whenever it is read, 0 is read. The written value will be ignored.
25t00 CONFIGNSS H000_3D R/W  Configuration register for non-secure Systick.
YSTICK[25:0] 08 The value must be determined before the cold reset of Cortex-M33 is released. See
the Cortex-M33 chapter for more information on settings.
6.3.35 CMa33 Config Register2 (SYS_CM33_CFG2)

This register is the register that set the secure vector address of Cortex-M33.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
INITSVTOR[31:7]
1 1 1 1 1 1 1 1 1 1 1 1 1
Initial Value 0 0 0 1 0 0 0 0 0 0 0 0 0 0 0 1
RW R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
INITSVTOR[31:7] = = = = = = =
1 1 1 1 1 1
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
RW R/W R/W R/W R/W R/W R/W R/W R/W R/W R
Initial
Bit Bit Name Value R/W  Description
31to7 INITSVTOR  H020_02 R/W A register that indicates the secure vector address.
[31:7] 00 The address value must be determined before the Cortex-M33 cold reset is released.
6t00 — All0 R Reserved

Whenever it is read, 0 is read. The written value will be ignored.
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6.3.36 CM33 Config Register3 (SYS_CM33_CFG3)

This register is the register that set the non-secure vector address of Cortex-M33.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16

INITNSVTOR([31:7]

Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1
RW  R/W R/W R/IW R/IW R/W R/IW R/W R/IW R/W R/W R/IW R/W R/IW R/W R/W R/W

Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

INITNSVTOR[31:7] — — — = — — —

Initial Value 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R/W R/W R/W R/W R/W R/W R/W R/W R/W R R R
Initial
Bit Bit Name Value R/W  Description
31to7 INITNSVTOR H000_03 R/W A register that indicates the non-secure vector address.
[31:7] 00 The address value must be determined before the Cortex-M33 cold reset is released.
6t00 — All 0 R Reserved

Whenever it is read, 0 is read. The written value will be ignored.

6.3.37 CM33 Lock Register (SYS_CM33_LOCK)

This register is a register that set the vector-address change permission of Cortex-M33.

Bit 31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R
Bit 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
S R Y I I ) R B R e [YeToT eyt
SVTOR R
Initial Value 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
R/W R R R R R R R R R R R R R R R/W R/W
Initial
Bit Bit Name Value R/W  Description
31t02 — All 0 R Reserved

When read, the initial value is read. When writing,